802.1 Eltex WLC

WNAM 1.6 RADIUS- Eltex WLC-15 WLC-30 ,  802.1x. .,
¢!, 8021, (Open) , DHCP, DNS, NAT, ..
172.16.130.5, ()172.16.130.101, . - VLAN1
. VLAN10 11, . DHCP- 10.10.10.0/24 10.10.11.0/24, NAT.

Radius Proxy , WNAM. 802.1 WNAM PEAP, EAP-TLS. 10 11 VLAN.

RADIUS- :

radi us-server |oca
nas ap
key ascii-text encrypted 8BBA02608F1D49FF4E300D
network 172.16.130.0/ 24
exit
nas | oca
key ascii-text encrypted 8CB5107EA7005AFF
network 127.0.0.1/32
exit
domai n def aul t
exit
virtual -server default
pr oxy- node
nas-i p-address 172.16.130. 101
upstream server radi us_wnam
host 172.16.130.5
server-type al
key ascii-text encrypted 8BBA02608F1D49FF4E300D
exit
enabl e
exit
enabl e
exit



bridge 1
vian 1
security-zone untrusted
ip firewall disable
ip address 172.16.130. 101/ 24
no spanning-tree
enabl e
exit
bridge 10
vl an 10
security-zone trusted
i p address 10.10.10. 1/ 24
enabl e
exit
bridge 11
vlian 11
security-zone trusted
ip address 10.10.11.1/24
enabl e
exit

interface gigabitethernet 1/0/1

node switchport

swi tchport node trunk

swi tchport trunk native-vlian 1

swi tchport trunk allowed vlan add 10-11
exit

nat source
rul eset factory
to zone untrusted
rule 10
action source-nat interface
enabl e
exit
exit
exit

DHCP:

i p dhcp-server pool users-pool-10
networ k 10.10. 10. 0/ 24
address-range 10.10. 10. 10-10. 10. 10. 100
defaul t-router 10.10.10.1
dns-server 8.8.8.8

exit

i p dhcp-server pool users-pool-11
network 10.10.11.0/24
address-range 10.10.11.10-10.10. 11. 100
defaul t-router 10.10.11.1
dns-server 8.8.8.8

exit

WLC-:



W ¢
out si de-address 172. 16. 130. 101
ssid-profile default-ssid

description default-ssid

ssid el tex-test

radi us-profile default-radius
vlan-id 10

security-nmode WPA2 1X

| ocal -swi tching

802. 11kv

band 2g

band 5g

enabl e

exit
radi us-profile defaul t-radius

aut h-address 172.16. 130. 101

aut h- password ascii-text encrypted 8BBA02608F1D49FF4E300D
aut h-acct -i d-send

acct -enabl e

acct-address 172.16.130. 101

acct - password ascii-text encrypted 8BBA02608F1D49FF4E300D
acct-periodic

acct-interval 300

domai n defaul t

exit
enabl e
exit
eltex-test , WNAM
Bpems v MAC P WoenTudpmkatop Mnowapka NAS MonuTHEK Pesynerar
Mowuck Q NoMck Q Mouck Q
23.01.2024 6A.CE44:92:FD:BB 10.10.10.13 wifiuser 2=  Eltexwic30 wic-30 [Lab Rack- EAP/AD coTpyoHUKM v
10:35:55 eltex-test top] nNoKansHble

172.16.130.101

FNM WI-Fi




I'Iapameprl 3annck o ceccum

MAC 6A'CE-44:92"FD-BB Bpewmn Havana 23.01.2024 10:35:52
HHEHTHmHKaTOP wifiuser MmA

IP agpec 10.10.10.13 MeTon s EAP_PEAP 13

SSID eltex-test Hoga wendy

Nnowagka

Eltex wic30 eliex-test

Cepeep AocTyna wic-30 [Lab Rack-top] [172.16.130.101] [68-13-E2-02-6C-C0]

AyTEHTHPHKAUNA EAP/AD COTPYAHMKM NOKANbHbIE Tar fnm_wif
ABTOpM3ALNS FNM Wi-Fi Tar
Nor noaknKYeHUA:
1: fillFromRadiusAttributes - identity: "wifiuser', portType: WirelessEAP
2: fillFromRadiusAttributes - mac: '6A:CE:44:92:FD:BB
3: fillFromRadiusfAttributes - nas: 'wlc-38@ [Lab Rack-top]l', id: 65ae8edbal83d528f13f758b, vendor: ELTEX [enabled
4: fillFromRadiusAttributes - nas: IP address: 172.16.13@.181, identifier:
5: fillFromRadiusAttributes - ap: "68:13:E2:82:6C:(8", ssid: 'eltex-test’
6: fillFromRadiusAttributes - site: "Eltex wlc3@ eltex-test', id: 712 [enabled]
7: fillFromRadiusAttributes - session id: "1785995352896-172.16.138.181"
8: radius - received 17 attributes in the reguest:
Service-Type = Framed-User
Eltex-AP-Domain = default-location
NAS-IP-Address = 172.16.138.181
MNAS-Identifier = 68-13-E2-82-6C-C@
1

'68-13-E2-82-0C-CB", port:

16"




W c-30# show wlc clients 6a:ce:44:92:fd: bb detail ed
Client client-1:

MAC AP: 68: 13: e2: 02: 6¢: cO
MAC addr ess: 6a: ce: 44:92:fd: bb
| P address: 10. 10. 10. 13

Host nane: --

SSI D el tex-test
Interface: wl anl- vap0

RSSI : -76 -79

SNR: 19 16

Transmt rate: HE NSS2- MCS7 2xLTF G 0.8us 172
Recei ve rate: OFDM 24

Wrel ess node: ax

Aut hori zed: true

User nane: wi fiuser

Domai n: def aul t

Link Quality: 100

Link Quality Common: 0

Actual transmt rate: 1

Actual receive rate: 6

Transmt bytes: 42217

Recei ve bytes: 36281

Transmt packets: 154

Recei ve packets: 250

Upt i me: 00: 00: 29

Transm t bandw dt h: 20

Recei ve bandw dt h: 20
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