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r oot @ebi an64: ~# echo User - Nane=pupki n, User - Passwor d=pupki n, NAS- | P- Addr ess=172.

16. 130. 13, NAS- Port - Type=Virtual , Cal | i ng-Stati on-1d=172. 16. 130.5 |
nl-t 10 172.16.130.5 auth secret

Sent Access- Request

User - Nanme =

" pupki n"

User - Password = "pupki n"

NAS- | P- Addr ess =

NAS- Port - Type = Virtual
Calling-Station-1d = "172.16. 130. 5"

Cl eartext-Password = "pupkin"
Recei ved Access- Accept

| ength 51

172.16. 130. 13

CP- Gai a- User-Rol e = "noni t or Rol e"

CP- Gai a- Super User - Access = 0

radcl i ent

Id 215 from0.0.0.0:47714 to 172.16.130.5:1812 length 72

Id 215 from 172. 16.130.5: 1812 to 172.16.130. 13: 47714

-X



I'IapaMEprl 3al1cK © CeCCu

MAC 00-00:00-00:00:00 Bpema Haana 13.11.2023 01:29:51
WAeHTHDUKaTOP pupkin Hms (R Vasiliy Pupkin

IP appec 172.16.130.5 MeToA # PAP

ssiD ®peitMoE | 1
Mnowanka VPN Fake Site

CepBep gocTyna checkpoint6d [R20 VIM] [172.16.130.13]

AYTeHTHPHKAUKA CheckPoint test Tar v
AeTopu3aunn Admin Access Tar 4

Nor nogknwYeHUA:

1: fillFromRadiusAttributes - identity: 'pupkin’', portType: User
2: fillFromRadiusAttributes - mac: '99:00:00:00:00:08
3: fillFromRadiusAttributes - password: present in request, same as username
4: fillFromRadiusAttributes - nas: 'checkpointe4 [R2@ WM]', id: 5fa3c7aba2bad2116c59c4e2, wendor: LANSH [enablec
5: fillFromRadiusAttributes - nas: IP address: 172.16.138.13, identifier: 'null’, port: "null’
6: fillFromRadiusAttributes - site: '"VPN Fake 5ite', id: 782 [enabled]
7: fillFromRadiusAttributes - session id: "1699828191767-172.16.138.13"
8: radius - received 5 attributes inm the request:
User-Name = pupkin
Calling-Station-Id = 172.16.13@.5
User-Password = pupkin
NAS-IP-Address = 172.16.138.13 -
. e - - ' P

00. 015 filterFor AlMethod - single candidate left: 'CheckPoint test'

00. 016 filterForPapMacMet hod - MAC state: exist: false, expired: false

00. 022 | ocal -adm ns-profiles - radius auth: usernane: 'pupkin', password: ***,
from 172.16.130.5

00. 022 | ocal -admi ns-profiles - getAuthentication found | ocal user, enabl ed:
true, r+ allowed: true

00. 022 | ocal -adm ns-profiles - !l WNAM adnmin or |ocal user is found; don't
request AD for domain profile: CheckPoint Super

00. 022 | ocal -admi ns-profiles - getAuthentication pcandidates left: 1

00. 022 | ocal -admi ns-profiles - getAuthentication profile 'CheckPoint Operator R
/O

00. 022 filterForPapMacMet hod - CheckLocal Adm nProfiles user 'pupkin' matched,
state: OK_SKIP, admin profile: 'CheckPoint Operator R O

r oot @ebi an64: ~# echo User- Nanme=wi fitest, User - Password=wi fitest, NAS- | P-

Addr ess=172. 16. 130. 13, NAS- Port - Type=Vi rtual , Cal | i ng- Stati on-1d=172. 16. 130.5 |
radclient -x -n 1 -t 10 172.16.130.5 auth secret

Sent Access-Request 1d 240 from 0.0.0.0:41290 to 172.16.130.5: 1812 |l ength 74




User-Nanme = "wifitest"

User - Password = "wifitest"

NAS- | P- Address = 172.16.130. 13

NAS- Port - Type = Virtual
Calling-Station-1d = "172.16. 130. 5"
Cl eartext-Password = "wifitest"

Recei ved Access-Accept |Id 240 from 172.16.130.5:1812 to 172.16.130. 13: 41290

| ength 49
CP- Gai a- User - Rol e = "admni nRol e"
CP- Gai a- Super User - Access = 1

I'IapaMEprl 3anncKH o CeCCUK

MAC 00:00:00-00:00:00 Bpems Havana
WOeHTHMKaTOP wiiteest UMmA R |
IP appec 172.16.130.5 MeTan

ssID

MNnowagka VPN Fake Site

Cepeep mocryna checkpointsd [R20 VM] [172.16.130.13]
AyTeHTUDUKILMS CheckPoint test Tar
ABTOpU3aUMA Admin Access Tar

INor nogknYeHHA:

: fillFromRadiusAttributes - identity: 'wifitest', portType: User
: fillFromRadiusAttributes - mac: '©2:00:00:00:00:00
: fillFromRadiusAttributes - password: present inm request, same as username

: fillFromRadiusAttributes - site: 'VPN Fake Site', id: 782 [enabled]
: fillFromRadiusAttributes - session id: '1699828572348-172.16.138.13"
: radius - received 5 attributes in the request:

User-Hame = wifitest

Calling-Station-Id = 172.16.13@.5

User-Password = wifitest

NAS-IP-Address = 172.16.138.13

(=B = LV I S

13.11.2023 01:36:12

PAP

DpeAMoB 1

: fillFromRadiusAttributes - nas: 'checkpointéd [R2@ WM]', id: 5fa3c7a5a2bad?116c59cd4e?, wvendor: LANSW [enablec
: fillFromRadiusAttributes - nas: IP address: 172.16.138.13, identifier: 'null", port: "null"

JeTansHeli Nor NoakNYeH s 3aKpbiTh

00. 470 | ocal -admi ns-profiles - radius auth: username: 'wfitest',

from 172.16.130.5
00. 470 | ocal -adm ns-profiles - getAuthentication prio=42,
nmet hod=ACTI VE_DI RECTORY, pcandi dat e=CheckPoi nt Super

password: ***,

00. 470 | ocal -admi ns-profiles - getAuthentication checklnDormain | ab. wnam ru,




group_list=2 groups for that user

00. 470 | ocal -adnmi ns-profiles - getAuthentication groupcheck 'wifitest' domain

| ab. wnam ru groups: [W-Fi Test Users, DnsAdni ns]

00. 470 | ocal -adm ns-profiles - getAuthentication groupcheck nmenbershi p nmat ched
user in group 'W-Fi Test Users'

00. 470 | ocal -admi ns-profiles - getAuthentication pcandidates left: 1

00.470 | ocal -admi ns-profiles - getAuthentication profile 'CheckPoint Super'
00.470 | ocal -adm ns-profiles - getAuthentication resulting profile is for

ACTI VE_DI RECTCORY, password and groups are checked

00.470 filterForPapMacMet hod - CheckLocal Adm nProfiles user 'wifitest' matched
state: OK_SKIP, admin profile: 'CheckPoint Super'

Calling-Station-1d = "172.16. 130. 5"

Cl eartext-Password = "w fitest1"
Recei ved Access-Reject |Id 226 from 172.16.130.5:1812 to 172.16.130. 13: 48626
| ength 20

01:39:15

13.11.2023 00:00:00:00:00:00 172.16.130.5 wifitest # VPN Fake checkpointé4 [R20 %]
Site W] Default reject no-pap-profiles-
172.16.130.13 matched

00. 097 | ocal -adni ns-profiles - getAuthentication prio=42,

net hod=ACTI VE_DI RECTORY, pcandi dat e=CheckPoi nt Super

00. 097 | ocal -adm ns-profiles - getAuthentication checkl nDomai n | ab. wnam ru,
group_l i st=password check failed

00. 097 | ocal -admi ns-profiles - getAuthentication pcandidates left: O

00. 097 |l ocal -admi ns-profiles - profile matching, no candidates left, fail

00. 097 trace - filterForPapMacMet hod profile ' CheckPoint test',
pass_profile=fal se, identity_rul e=Local Adm n

00. 097 filterForPapMacMet hod - renpved ' CheckPoint test', msmatch in identity
sour ces
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