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monw oo
’

IP-, . , . (IP- -, URL) -,

Tekywnin knueHT : R20 client

Po3kIcK nonb3oBartend no nrowagkam, BpeMeHNn, CeCCHAaM, IP un TGHGd)OHy

- Bce nnowagkm - ~ MocnegHui Mecal

MAC: 00:01:02:3A:4B:5C IP appec:

WpeHTudpukaTop ceccuu: | 1454851403-a57d45

192.168.0.1

MAC agpec unu 4acTb MMeHU TOYKM AocTyna:

79109876543

TenecpoH:

00:01:02:3A:4B:5C

KnueHTbl

¥ Pomauika

bunnan

=/ R20dlient
CeoiicTBa Cepeepa goctyna (NAS) Mnowaaku CTpaHnLibl
AsTopursauus MpueetcTere OrpanvnyeHus
Mpymeyanue
PYHKUUA pafapa O
PYHKUWA TENMOBbLIX KapT 0O
KnneHT no ymon4yaHuio ]

CoxpaHuTb

MeHemxrepbl Kateropumn

e RADIUS- );
TS
* ., )
* MAC- (, ).
ma o p e ( 100) ,




2000 netams_MR1 site »

MAC: | 00:01:02:3A:

WoeHTHbMEaTop ceccun: | 1454857403257 d4

Cnucok ceccui (13)
MAC
04:65:2D:4C.B4FD
94:65:2D:4C.B4FD
94.65:20:4C:B4.FD
04:65:2D:4CB4FD
02:25:76.06:00:A2
§2:25:76:06:D9:A2
94:65:2D:4C.B4FD
04:65:2D:4C.B4FD
04:65:2D:4C:B4FD
94:65:2D:4C.B4FD
04:65:2D:4C:B4FD
04:65:2D:4CE4FD

00:0A:F5:6D:CD:20

MocnegHue 3 mecAua

P Mnowagka
netams_MR1 site
netams_MR1 site
netams_MR1 site
netams_MR1 site
netams_MR1 site
netams_MR1 site
netams_MR1 site
netams_MR1 site
netams_MR1 site
netams_MR 1 site
netams_MR1 site
netams_MR1 site

netams_MR1 site

Cnucok nonesosatene (3)

MAC

94.65:2D:4C:B4FD

§2:25:76:06:D9:A2

00:0A:F5:6D:CD:20

TenedoH

~

Tenedon: 79502

MAC agpec WM YacTe WMEHW TONKW JOCTYNa:

Bpema

20.07.2023 17:52:47 +0 MuH.
20.07.2023 17:42:41 +0 MuH.
20.07.2023 02:42:00 +0 MUH.
20.07.2023 02:21:58 +0 MuH.
20.07.2023 01:20:11 +0 MiH.
20.07.2023 01:19:50 +0 MuH.
20.07.2023 01:17:45 +0 MuH.
20.07.2023 01:17:30 +0 nmuu.
20.07.2023 01:15:45 +1 MUH.
20.07.2023 00:38:51 +0 MuH.
20.07.2023 00:38:46 +0 muu.

19.07.2023 20:01:19 +0 muH.

19.07.2023 00:24:01 +547 MUH.

DHCP woeHTHbHkaTop

OTnpaeneHo

11919

12936

222

14468

20567

1091

19241

13504

2a7ar

10705

8652

7582

1229857

Yncno ceccui

MepegaHo
9003
23
170
12443
48653
315
18315
203
31620
6604
5423
7429

4565496

WNAM Csv. "

rep_search_sess.csv,




A B C D E F J

1 |Nepuog, 19.07.2023 0:00 19.10.2023 23:59
2 |Nnowangm 2000 netams_MR1 si MaeHTudukaTopCeccuu MAC P TeneboH 79502
3 |Cnucok ceccuin
4 'MAC P MNaowanka Bpema OTnpaeneHo MNepepaHo
5 |94:65:20:4C:B4:FD netams_MR1 site 20.07.2023 17:52:47 +0 MUH. 11919 9003
6 |94:65:2D:4C:B4:FD netams_MR1 site 20.07.2023 17:42:41 +0 muH. 12936 37723
7 |94:65:2D:4C:B4:FD netams_MR1 site 20.07.2023 02:42:00 +0 MMH. 222 170
8 |94:65:2D:4C:B4:FD netams_MR1 site 20.07.2023 02:21:58 +0 MMH. 14468 12443
9 |92:25:76:06:D9:A2 netams_MR1 site 20.07.2023 01:20:11 +0 muH. 20867 48653
10 |92:25:76:06:D9:A2 netams_MR1 site 20.07.2023 01:19:50 +0 muH. 1091 315
11 |94:65:2D:4C:B4:FD netams_MR1 site 20.07.2023 01:17:45 +0 muH. 19241 18315
12 |94:65:2D:4C:B4:FD netams_MR1 site 20.07.2023 01:17:30 +0 muH. 13594 203
13 |94:65:2D:4C:B4:FD netams_MR1 site 20.07.2023 01:15:45 +1 MMH. 28787 31620
14 |94:65:2D:4C:B4:FD netams_MR1 site 20.07.2023 00:38:51 +0 muH. 10705 6604
15 |94:65:2D:4C:B4:FD netams_MR1 site 20.07.2023 00:38:46 +0 MMH. 8652 5423
16 |94:65:2D:4C:B4:FD netams_MRL1 site 19.07.2023 20:01:19 +0 muH. 7582 7429
17 |00:0A:F5:6D:CD:20 netams_MR1 site 19.07.2023 00:24:01 +547 muH 1229857 4665496
18
19 |Cnucok nonb3oeaTeneit
20 MAC TenedoH DHCP uaeHTMdMKaTOR YMeno ceccmia
21 |94:65:2D:4C:B4:FD 10
22 |92:25:76:06:D9:A2
23 |00:0A:F5:6D:CD:20
24
2. URL

NetFlow v5 ( 1.2.685 9) (,,) (NAT) WNAM (UDP 20002). WNAM NetFlow ().

e R

Tekywmin knuenT : R20 client

BHumanue! [laHHbIA oT4eT oToBpaaeT TonbKo AaHHbIe, coBpaHHble BCTPOEHHbIM konnekTopom NetFlow.

MocneaHuin mecay,

Ykawute IP agpec noceleHHOro pecypca Unu ceeinky Ha Hero (URL):

Posbick nonb3oBaTtens no BpeMeHu, notokam Tpaduka 1 nocelleHHsim URL

0.




Tekywmin knueHT : R20 client

Posbick nonb3oBartens no BpeMeHu, notokam Tpaduka n noceuwleHHsiM URL

BHumanue! [JaHHbli OTYET 0TODPaKaeT TOMbKO JaHHbie, coBpaHHbIe BCTPOEHHbIM Konnektopon NetFlow.

MocnegHue 3 Mecaya v

YkakuTe IP agpec NocelWeHHoro pecypca HNK cCbiNKy Ha Hero (URL): lenta.ru

Bce IP agpeca, cOOTBETCTBYIOLLWE CCLINKE

61.19.72.34
81.19.72.32
61.19.72.33

OaHHble 13 Tabnuubl "notokn” (0)

COop MHGOPMaLMK Mo |P aapecam He UCoNb3yeTcs

Cnu1coK ceccuid (0)

MAC IP Mnowagka Bpema

Cnwncok none3oeatenei (0)

MAC TenecoH DHCP-naeHTUdMKaTop

OTnpaenexo MepepaHo

Yucno ceccui

URL -, IP-, (1, 3IP- lentaru).

OTCP-c IP-, , . 1000.




MOCREHHA MECAL

YiasuTe P 30pec ROCSLEHHON PRCYPCA MM CCRMy 1A wero (URL)

k=N

RECE, COOTBETCTEYHILME CobINKE

1976 8
81.18.76.10
81187611
19.76.9

CPopuMMpOBaTh

OadFes 1 Tadnuubpl "noToxu” (414)

Bpau URL Ynene BanT
22092015 17:33:39 TOP 8119761180 -= 172 200 25551455 5519
220835174 TOP T2 21025551581 > 81.19.76.11:80 9146

18092015 16:567:50 TCP 81,1976 10080 «> 1722116535004 2048

18.09.2015 11:08:43 TCP AT2. 21,1, 22.57797 «» §1,19,76.9:80 10131

22092015 195631 TCPAT2 211357319 -> §1.19.76.11:80 1442

16.09 2015 1210055 TCP T2 21,1 22:58851 > 81.19.76.11:80 1403

17.09.2015 16:54:30 TCP 811976, 11:80 -> 172211 2257329 106834

2205 3015 1740043 TCRF T2 21025539191 -» 81.15.76.9.60 2659

22052015 19:56°06 TCP 81.19.76.9.80 -» 172.21.1.2:60605 5577
22093519560 TP 81,1976 9080 -» 172.21.1.2:60604 5577

18,09 2015 16:58.07 TOP AT 2116559880 - 81.19.76. 10080 27T

17092015 16:54:30 TCP 119761180 > 17221 1. 2257330 AGE3Y

18092015 112353 TCP B1.19.76 10080 «> 172.21.1.22:58045 207953

22092015 173453 TCP 172 21.0.255,51339 .> 81,1976 880 3T

y Py

Cnucok ceccua (10)

MAC 1P Mnowagxa Bpewn aTnpannese Mepeaaxe
14:06:40-ACIZAD 17221122 OTpagmoe 17.09. 2015 153531 +22 unH 175462379 149685437
14:06:40-AC 32 A0 17221122 OTpagnoe 17.09.2005 16:11:23 +40 unn 300718 585750
1406 400AC 32 AN 1TEAAR OTpageod 17.09. 2015 165414 #39 unm 241451 445081
1406 400AC 32 AD TR OTpagoe 18092005 110804 «40 unn IN5T STESH0
1406 4D AC 32 AD 17221122 OTpagsoe 18,09, 2015 12:00:31 +40 unn TAGEEE50 28857456
BEI2 OB IBANSC 172 21,165 OTpagHoe 18.09. 2015 1655 48 +40 unH 480548 1400359
35 AN ICEBDC 25 172 21.0 255 OTpagHoe 22.09.2015 173242 +3 uns I5TTSS 3560148
35AAICEEIDC 2S5 172 21.0 255 OTpagnoe 22.09.2015 17:39:45 +21 unH 401748 TEETIO
1406 40 AC 32A0 172313 Opaguoe 22.09.2015 19:40:20 «40 unmH 22568502 231442653
I AAICEEDC IS 1TrIA2 OTpagod 22.09.2005 195457 « 19 unn 02145 EEAH26162

IR !

( Android).




Cnucok nons3ceatenes (3)
MAC
14:DE dDAC 32 AD
883290 2B.AASC

6 AN IO BB DC TS

CHCP-ugewTUnKkaTop
Fhoneyrchelos
Windows-Fhone

androsd-a1d3T T S05d5a233

HHCno CeccHi

()
WNAM ( " '")! (v " ")- y W|'F|, -152 .
WNAM
3. NetFlow
e wnon NetFIow",

Tekywmin knneHT @ R20 client

Mouck no 6a3e paHHbIX NetFlow

- Bce nnowagku - v MNocnegHue 6 Yyacoe v

YkaxuTe |P agpec noceuieHHoOro pecypca unm ccbinky Ha Hero (URL):

Cnucok cecciti (0)

MAC IP Mnowapka Bpema

Cnvcok none3osatenei (0)

MAC TenedpoH DHCP-ugeHTU(UKaTOP

BHMaHWe! [laHHbI OTHET oTOGpaXaeT AaHHbIE, TOMBKO eCrn Konnexktop NetFlow HacTpoeH.

OrtnpaeneHo

=

MepenaHo

Yucno ceccuit



https://docs.netams.com/pages/viewpage.action?pageId=6258738

KnueHTbl

+ /5 x =/ R20dlient
¥ Pomaluka CeoiicTBa Cepeepa goctyna (NAS) Mnowaaku CrpaHuLibl MeHemKepbl Kareropuu
dunman AsTopursauus MpueetcTere OrpaHn4eHm1a
npumeanue
%4
PYHKUUA pafapa O
PYHKUWA TENMOBbLIX KapT 0O
KnneHT no ymon4yaHuio ]
o L um
o (")
° |p-
" Ip- " . ) ( 100) ,
, .
Tekywuin knueHT : R20 client
[Nownck no 6a3e aaHHbIX NetFlow
BHumMaHue! [JaHHbii oTYeT 0ToOpaKaeT AaHHEbIE, TONMBKO ecni konnektop NetFlow HacTpoeH.
- Bce nnowagnxu - v NocnenHue 6 Mecales v CopopmupoBaTh
YkaxwuTe IP agpec noceweHHoro pecypca WK ccelnky Ha Hero (URL): lenta.ru
Bce IP agpeca, cooTBETCTBYOLWNE CCbIIKE
81.19.72.34
81.19.72.33
81.19.72.32
[aHHble U3 Tabnuubl "notokn” (0)
Bpema Flow record Yucno 6ant
Cnucok ceccuid (0)
MAC P Mnowaaka Bpemsa OTnpasneHo MNepenaHo

Cnucok none3oeaTtenew (0)

MAC TenedioH DHCP-HaeHTHtUKaTOp

Yneno ceccui




URL-, IP-, (1,

(0 TCP- ¢ IP-,

3IP- lenta.ru).

1000 .

MOCREHHA MECAL

WiasuTe P 30pec ROCELEHHON PRCYPCA MM CORMYy 1A wero (URL)

k=N

RECE, COOTBETCTEYHILME CobINKE

1976 8
81.18.76.10
81187611
19.76.9

CPopuMMpOBaTh

Dadres 1a Tadnuubl "noToxu” (414)

Bpau URL Ynene BanT
22092015 17:33:39 TOP 8119761180 -= 172 200 25551455 5519
220835174 TOP T2 21025551581 > 81.19.76.11:80 9146

18092015 16:567:50 TCP 81,1976 10080 «> 1722116535004 2048

18.09.2015 11:08:43 TCPAT2 21,1 2257797 «» 81,19.76.9:80 10131

22092015 195631 TCPAT2 211357319 -> §1.19.76.11:80 1442

16.09 2015 1210055 TCP T2 21,1 22:58851 > 81.19.76.11:80 1403

17.09.2015 16:54:30 TCP 811976, 11:80 -> 172211 2257329 106834

2205 3015 1740043 TCRF T2 21025539191 -» 81.15.76.9.60 2659

22052015 19:56°06 TCP 81.19.76.9.80 -» 172.21.1.2:60605 5577
22093519560 TP 81,1976 9080 -» 172.21.1.2:60604 5577

18,09 2015 16:58.07 TOP AT 2116559880 - 81.19.76. 10080 27T

17092015 16:54:30 TCP 119761180 > 17221 1. 2257330 AGE3Y

18092015 112353 TCP B1.19.76 10080 «> 172.21.1.22:58045 207953

22092015 173453 TCP 172 21.0.255,51339 .> 81,1976 880 3T

y Py,

Cnucok ceccua (10)

MAC 1P Mnowagxa Bpewn aTnpannese Mepeaaxe
14:06:40-ACIZAD 17221122 OTpagmoe 17.09. 2015 153531 +22 unH. 175462379 149685437
14:06:40-AC 32 A0 17221122 OTpagnoe 17.09.2005 16:11:23 +40 unn 300718 585750
1406 400AC 32 AN 1TEAAR OTpageod 17.09. 2015 165414 #39 unm 241451 445081
1406 400AC 32 AD TR OTpagoe 18092005 110804 «40 unn IN5T STESH0
1406 4D AC 32 AD 17221122 OTpagsoe 18,09, 2015 12:00:31 +40 unn TAGEEE50 28857456
BEF2 9B 2B AN ST 17221165 OTpagmoe 18,09, 2015 1655 48 +40 unH ABDS48 1400959
35 AN ICEBDC 25 172 21.0 255 OTpagHoe 22.09.2015 173242 +3 uns I5TTSS 3560148
35AAICEEIDC 2S5 172 21.0 255 OTpagnoe 22.09.2015 17:39:45 +21 unH 401748 TEETIO
1406 40 AC 32A0 172313 Opaguoe 22.09.2015 19:40:20 «40 unH. 22568502 231442653
I AAICEEDC IS 1TrIA2 OTpagod 22.09.2005 195457 « 19 unn 02145 EEAH26162

( Android).



http://lenta.ru

Cnucok nons3ceatenen (3)
MAG
14:D6:4D:AC 324D

86329828 AA5C

Fnoneyrchelos &

Wingows-Fhone

DHCP-ugemTUuKaTOp YHCno CRCCHA

35 ANICEBDC2S androld-a1d37 TE0%05a233 3

WNAM CSV. " " rep_search.csv,
A B C D E F

I |Nepuwog, 17.04.2023 0:00 20.10.2023 23:59
P URL lenta.ru
B | Cnucox ceccuid
 IMAC IP Mnowaagka Bpems OTnpasnaeHo MepepaHo
b
b |Cnucok nons3oBaTensi
V' IMAC TenedoH DHCP-uaeHTUdUKATOP Yucno ceccuid
B
2]
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