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I0S Catalyst 2960:

aaa new- nodel

I

aaa aut hentication dotlx default group radius

aaa aut horization network default |ocal group radius
aaa accounting dot1x default start-stop group radius
aaa accounting network default start-stop group radius
dot 1x system aut h-control

|

nterface FastEt hernet0/2

description LAN test port

swi tchport node access

aut henti cation order mab

aut hentication port-control auto

mab

spanni ng-tree portfast

|

radi us-server attribute 67 include-in-access-req
radi us-server attribute 66 include-in-access-req
radi us-server host 172.16.130.5 auth-port 1812 acct-port 1813 key 7
00131D07096419070B28595D

radi us-server vsa send ci sco-nas-port

radi us-server vsa send accounting

radi us-server vsa send authentication
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13:52: 31. 972 TRACE [ASession.java: 141] - log [1] fill FronRadi usAttributes -
identity: '28:D2:44:95:B7: A4', portType: Ethernet VAB

13:52:31. 973 TRACE [ ASession.java: 141] - log [2] fillFronRadi usAttributes -
password: present in request

13:52: 31. 981 TRACE [ASession.java:141] - log [3] fill FronRadi usAttributes - nas:
"bbnmvbnmb',; id: 6347199c4c527f 65b0e29cc2, vendor: LANSW [ enabl ed]

13:52:31.981 TRACE [ASession.java:141] - log [4] fillFronRadi usAttributes - nas:
| P address: 172.16.130.38, identifier: '"null', port: 'FastEthernet0/2'

13:52: 31. 982 TRACE [ASession.java:141] - log [5] fill FronRadi usAttributes - ap:
'18:9C: 5D: 93: 47: 82', ssid: ''

13:52: 31. 988 TRACE [ ASession.java:141] - log [6] fillFronRadi usAttributes -
site: "R20 LAN, id: 3 [enabled]

13:52: 31. 988 TRACE [ASession.java:141] - log [7] fillFronRadi usAttributes -
session id: 'ACL088020000006C0A40A71D

13:52: 31. 989 DEBUG [ Devi ceProfil eManager.java: 71] - matchProfil e nac=28: D2: 44: 95:
B7: A4, from cache=no

13:52: 31. 998 TRACE [ ASession.java: 141] - log [8] matchDeviceProfiles - no
profiles matched

13: 52: 32. 005 TRACE [ASession.java:141] - log [9] findOrCreate - alprofiles

candi dates: 11, a2profiles candidates: 17

13:52: 32. 017 TRACE [ASession.java:141] - log [12] filterForSource - wired, check
port type: Ethernet MAB, natched: ' MAC bypass’

13:52: 32. 020 TRACE [ ASession.java:141] - log [17] filterForW.AN - alprofiles
candidates: 2 for wan '' (ID=null)

13:52: 32. 022 TRACE [ ASession.java: 141] - log [ 18] newRadi usFrane - Frane type:
PAP, Frane ID: 1, RADIUS EAP State: -

13:52: 32. 024 TRACE [ ASession.java:141] - log [19] filterFor AlMethod - alprofiles
candi dates: 2 for nethod PAP (renoved 0), checkFor Adl dentity=fal se

13:52: 32. 027 TRACE [ ASession.java: 141] - log [20] filterForPapMacMet hod - MAC
state: exist: true, expired: false

13:52:32. 027 TRACE [ Al2Service.java: 1076] - filterForPapMacMet hod profile 'Listl
nac test', pass_profil e=false

13:52: 32. 027 TRACE [Al2Service.java: 1076] - filterForPapMacMet hod profile ' MAC
bypass', pass_profile=true

13: 52: 32. 027 TRACE [ ASession.java: 141] - log [21] filterForPapMacMet hod -
alprofiles candidates: 1, renpved due to MAC auth state: 0, due to device
profile msmatch: 1, due to failed local user: 0, due to failed AD user: O,
total : 1)

13: 52: 32. 029 TRACE [ ASession.java: 141] - log [22] filterForPapMacMet hod -

candi date: 'MAC bypass', prio: 30, properties: Any, PAP Allow

13:52: 32. 047 DEBUG [ WhanCndServi ce. j ava: 1315] - AUTH transparent first session
MAC=28: D2: 44: 95: B7: A4, NAS | P=172.16. 130. 38, back=0 s., counter=0, PERM T

13: 52: 32. 048 TRACE [ ASession. java: 141] - log [23] authentication - alprofiles
candidates: 1 with prelininary processing result: Radi usResponse [state=CK,
attributes=[]]

13: 52: 32. 048 TRACE [ ASession. java: 141] - log [24] authentication - candidate[1]
' MAC bypass', prio=30, properties: Any, PAP Al ow

13:52: 32. 048 TRACE [ ASession. java: 141] - log [25] authentication - final result:
Allow with policy ' MAC bypass' and tag 'null’

13: 52: 32. 053 TRACE [ ASessi on.java: 141] - log [26] authorization - a2profiles
candi dates: 17

13:52: 32. 056 TRACE [ ASession. java: 141] - log [37] authorization - candidate[11]
' VLAN 127 MAB', prio=45, properties: [MAC bypass]: Allow Accept

13:52: 32. 071 TRACE [ ASession.java: 141] - log [54] authorization - final result:
Accept with policy ' VLAN 127 NMAB'

13:52: 32. 074 TRACE [ ASession.java: 141] - log [55] authorization - add attribute:
VLAN | D=" 127"

13:52:32. 075 TRACE [ ASession. java: 141] - |log [56] createMacCustoner - create

custoner entry, MAC=28: D2:44:95: B7: A4



13: 52: 32. 079 TRACE [ ASessi on. java: 141]

log [57] portinfo - NAS '172.16.130.38

€c2960 bbmvbnnb' port Fast Et hernet 0/ 2 updat ed

13:52:32. 088 TRACE [ ASessi on. java: 141]
with 3 attributes

13:52: 32. 088 TRACE [ ASessi on. j ava: 141]
Type = VLAN

13:52: 32. 088 TRACE [ ASessi on. java: 141]
Medi um Type = | EEE- 802

13: 52: 32. 089 TRACE [ ASessi on. j ava: 141]
Private-Goup-1D = 127

|l og [58] radius - send RADI US ACCEPT
log [59] radius - attribute: Tunnel -
log [60] radius - attribute: Tunnel -

log [61] radius - attribute: Tunnel -

13: 52: 52. 817 DEBUG [ WhanCndSer vi ce. j ava: 625] - ACCT Start new session
| D=AC1088020000006C0A40A71D, NMAC=28: D2: 44:95: B7: A4, | P=null, User=28d24495b7a4,

NAS | P=172. 16. 130. 38, site_id=3

WNAM ™ ().
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TenedpoH TenemoH
KoMMeHTapHi PAP MAB
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I'Iapameprl 3anncKn o ceccuin

MAC 28-:D2:44-95:B7-Ad IP agpec IP agpec

BPEMﬁ HaYana 19.11.2022 13:52°52 EPEMﬂ 23EepLlUeHHA
AnuTentHocTL 04 4m 32¢ Cepeep gocTyna 172.16.130.38

MNpUHATO, 6alT 0 OTnpaeneHo, GanT 0

Mnowanka 3 R20 LAN

Todka pocTyna FastEthernet0/2 Kanan
Mone3oBaTeNk 28:D2°44:95 BT Ad

MaeHTUUKATOP cecchu ac1083020000006c0a40a71d

MOTOKH QaHHBIX B 3TOR CECCHM MapameTpbl Y4ETHON 3an1Mck NoNbL30BaTens 3aKpbiTh




HapaMEprl 3anncK o ceccui

MAC 28:D2:44:95:BT:Ad Bpems Havana 19.11.2022 13:52:31
WaeHTUUKaTOP 28:D2:44-95:B7-Ad ma
IP anpec IP agpec MeToq i PAP
sSsiD DpeiMoB 1
Mnowapka R20 LAN
Cepeep gocTyna c2960 [bbmvbnmb] [FastEthernet0/2]
AyTeHTHUPMKALNA MAC bypass Tar v
ABTopusauus Bce nonk3osarenw B VLAN 127 M Tar v
INor nogknKYeHKA:
1: fillFromRadiusAttributes - identity: '28:02:44:95:B7:A4', portType: EthernetMAB -
2: fillFromRadiusAttributes - password: present im request
3: fillFromRadiusAttributes - nas: 'bbmvbrmb', id: 6347199c4c527f65b@e2fcc2, wendor: LANSW [enabled]
4: fillFromRadiusAttributes - nas: IP address: 172.16.138.38, identifier: 'null", port: 'FastEthernetB8,/2'
5: fillFromRadiusAttributes - ap: '18:9C:5D:93:47:82°', ssid: '
6: fillFromRadiusAttributes - site: "R28 LAN', id: 3 [enabled]
7: fillFromRadiusAttributes - session id: 'ACIPRE0260080086CBA4GATID"
8: matchDeviceProfiles - no profiles matched
9: findOrCreate - alprofiles candidates: 11, a2profiles candidates: 17
18: filterForSource - this policy has no source filters, it will newer match: 'wired local®
11: filterForSource - wired, check port type: EthernetMAB, matched: 'Listl mac test’
12: filterForSource - wired, check port type: EthernetMAB, matched: 'MAC bypass' -
i i S . . R . . - ' P
IP- ()., VLAN127( , ).
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