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, . TACACS+ -/homel/wnam/logs/tacplus.log. (tsessions), - " "TACACS+".

TACACS+ nogkntoyeHus

- Bce cepeepa gocTyna - ~ - Becs nepyog - w KomaHoa:

Mokaswbiearts 10+ 3anucei Ha cTpaHuue

Bpemsa v Torue Otkyma Cepeep gocTyna YpoeeHs # KoMaHa
Monck Monck
02.05.2023 11:28:12 aaa localhost allwdc-aps [R20 WDC Lab] 15 4

172.16.130.0/24

02.05.2023 11:27:49 aaa localhost all-wdc-aps [R20 WDC Lab] 15 4
172.16.130.0/24

02.05.2023 11:27:25 aaa localhost all-wdc-aps [R20 WDC Lab] 15 4
172.16.130.0/24

02.05.2023 11:17:02 aaa localhost all-wdc-aps [R20 WDC Lab] 15 4
172.16.130.0/24

02.05.2023 11:15:31 aaa localhost all-wdc-aps [R20 WDC Lab] 15 4
172.16.130.0/24

02.05.2023 11:10:53 aaa localhost all-wdc-aps [R20 WDC Lab] 15 4
172.16.130.0/24

02.05.2023 11:09:15 aaa localhost all-wdc-aps [R20 WDC Lab] 15 4
172.16.130.0/24

02.05.2023 10:19:35 aaa 172.16.135.10 all-wdc-aps [R20 WDC Lab] 0 4
172.16.130.0/24

02.05.2023 10:17:36 aaa localhost all-wdc-aps [R20 WDC Lab] 0 4
172.16.130.0/24

02.05.2023 10:09:49 aaa localhost all-wdc-aps [R20 WDC Lab] 0 4
172.16.130.0/24
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[MapamMeTpbl 3anncK 0 ceccum

NorvH o Pesynkrar ayTeHTUUKaLWK v
Bpems Havana 10.07.2023 19:23:26 Bpewms saBepuleHus Ewé uger
YAaneHHLIA anpec 172.16.135.10 NAS 172.16.130.13 0
MaeHTUpUKaTOP ceccun 72340958 YpoBeHb 15 dpeiiMoB 1
Cepeep AocTyna all-wdc-aps [R20 WDC Lab]

Nor noaxknw4YeHUA:

18.87.2023 19:23:26 [1] authentication - local user found, name: aaa, enabled: true
10.07.2023 19:23:26 [2] profile matching - [Qna TecTupoBawua WiCo - agmuHbl

10.87.2023 19:23:26 [3] policy - getAuthentication user 'aaa' succeeded, privilege level: 15
10.87.2023 19:23:26 [4] authentication PAP - success

Ckonupoeatk nor B Bydep

, WNAM

- WNAM



00: 23: 02. 759 DEBUG [ c. n. wnam servi ces. TacacsPl usServi ce: 112] - TACACS+ connection from

NAS | P=172. 16. 130. 38, access server='all-lab-switches' |ocation="R20 LAB SW

00: 23: 02. 760 DEBUG [ c. n. wnam servi ces. TacacsPl usServi ce: 413] - findO CreateTSession: sessionld
a88ef dba, usernane vpupkin, remaddr 172.16.130.5, port ttyl, howRecent Thu Aug 25 23:23:02
MBK 2022

00: 23: 02. 762 DEBUG [ c. n. wnam servi ces. TacacsPl usServi ce: 233] - handl e AUTHEN Packet LOG N
ASCI | vpupkin

00: 23: 02. 762 TRACE [c. net ans. wham docunent s. aaa. TSessi on: 129] - log [1] authentication ASCII -
request password

00: 23: 04. 010 DEBUG [ c. n. wnam servi ces. TacacsPl usService: 413] - findO CreateTSession: sessionld
a88ef dba, usernanme null, remaddr null, port null, howRecent Thu Aug 25 23:23: 04 MSK 2022

00: 23: 04. 014 DEBUG [ c. n. wnam ser Vi ces. TacacsPl usServi ce: 233] - handl e AUTHEN Packet LOGd N
ASCl | vpupkin ***

00: 23: 04. 014 DEBUG [ c. n. wnam manager . aaa. TProf i | eManager: 66] - get Aut hentication

t sess=TSessi on [username=vpupki n, rem address=172.16.130.5, nas_addr=172. 16. 130. 38,
accessServer Name=R20 LAB SW siteNanme=null, tacacsSessionl d=a88efdba], user=vpupkin
pass=f hf ghfg

00: 23: 04. 020 TRACE [c. n.wnam rmanager . aaa. TProfi | eManager: 146] - get Aut hentication prio=30

met hod=ACTI VE_DI RECTORY, pcandi date=

00: 23: 04. 023 TRACE [ c. net ans. wnam docunent s. aaa. TSessi on: 129] - log [2] domain - |ab.whamru
00: 23: 04. 037 DEBUG [ c. n. wham nmanager . aaa. TProf i | eManager: 262] -

request Acti veDi rect oryMenbershi p ' vpupkin' cached groups: [W-Fi Test Users]

00: 23: 04. 038 TRACE [c. n. wnam nmanager . aaa. TProfi | eManager: 146] - get Aut hentication prio0=40

nmet hod=ACTI VE_DI RECTCRY, pcandi dat e=

00: 23: 04. 041 TRACE [ c. net ans. wham docunent s. aaa. TSessi on: 129] - log [3] domain - |ab.wnamru
00: 23: 04. 054 DEBUG [ c. n. wnam nanager . aaa. TProf i | eManager: 262] -

request Acti veDi rect oryMenber shi p ' vpupki n' cached groups: [W-Fi Test Users]

00: 23: 04. 054 TRACE [ c. net ans. wnam docunent s. aaa. TSessi on: 129] - log [4] group nenbership check
- ski pped, any group match

00: 23: 04. 054 TRACE [c. n.wnam nmanager . aaa. TProfi | eManager: 153] - get Aut henti cati on pcandi dates
left: 1

00: 23: 04. 054 TRACE [c. n.wnam manager . aaa. TProf i | eManager: 160] - get Authentication profile '
00: 23: 04. 054 TRACE [ c. net ans. wnam docunent s. aaa. TSession: 129] - log [5] profile matching -

00: 23: 04. 054 TRACE [ c. net ans. wnam docunent s. aaa. TSessi on: 129] - log [6] |ocal user - vpupkin
not found, requesting active directory over LDAP

00: 23: 04. 070 ERROR [ c. n. wnam manager . aaa. TProfi | eManager: 242] - Failed to authenticate
vpupki n@ ab. wnam ru t hrough win

00: 23: 04. 071 TRACE [c. netans. wham docunent s. aaa. TSessi on: 129] - log [7] password check in AD -
failed

00: 23: 04. 071 TRACE [c. net ans. wham docunent s. aaa. TSessi on: 129] - log [8] authentication ASCII -
failure

00: 23: 04. 071 TRACE [ c. net ans. wham docunent s. aaa. TSessi on: 129] - log [9] authentication -
failure
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