API

WNAM QoW -
API- QoW.
- JSON, UTF-8.

API:

URL

lapilobjects
NlistGroups

/apilobjects/getGr
oup/{groupld}

lapilobjects
llistSensors

/api/objects/getSe
nsor/{sensorld}

lapilobjects
llistAccessPoints

/apilobjects/getAc
cessPoint/
{accessPointld}

lapilobjects
NistTasks

/apilobjects/getTa
sk/{taskld}

/api/objects/getNa
mes/{groupld}

lapi
/healthSummary
/getLatest

[api
/healthSummary/r
equestHealth

lapi/objects/getSsi
ds/{groupld}

lapilobjects/setSsi
dPassword

lapi/metrics
/getList

lapi/metrics
lgetAggregated

, , , HTTP/REST.
"X-API-Key" , netams.remoteToken, /home/gow/application.properties . API Gy, s G ).
HTTP GET. - JSON.
"default" () , d, ,
[{

groupld, sensorld, accessPointld bssid

groupld, sensorld, accessPointld, accessPointName,
taskld, ssid bssid ( -)
callbackUrl ()

timeout ()

ssid=

password=

groupld, sensorld, accessPointld

groupld, sensorld, accessPointld

interval ( Day) Hour, SixHours, TwelveHours, Day, Week, TwoWeeks, Month

key, ssid, bssid

SSID

SSID

" O

0

"name": "Auto-0_FBB_MSU_Guest",
"id": "62a6cc53eadfed44fd58054d",

"type": "AccessPoint"

b

URL =,

https://dev.wifisensor.pro/api
/healthSummary/getLatest?
sensorld=611a211ff1290747553498f4

0

,  Callback URL .

PSK SSID. SSID() . HTTP
POST.

, . ,SSID BSSID


https://dev.wifisensor.pro/api/healthSummary/getLatest?sensorId=611a211ff1290747553498f4
https://dev.wifisensor.pro/api/healthSummary/getLatest?sensorId=611a211ff1290747553498f4
https://dev.wifisensor.pro/api/healthSummary/getLatest?sensorId=611a211ff1290747553498f4

/api/metrics : 0

/getRaw MeasurementResult
interval ( Day) Hour, SixHours, TwelveHours, Day, Week, TwoWeeks, Month s fromDate toDate "dd/MM/yyyy HH:
Period, fromDate toDate mm"

groupld, sensorld, accessPointld
key, ssid, bssid

lapi/metrics/getSe | : groupld, key , BSSID
miAggregated MetricSemiAggregat
rinterval, : FiveMinutes, TenMinutes, ThirtyMinutes, Hour, ThreeHours, edResult  key,
SixHours, TwelveHours, Day, Week, TwoWeeks, Month, TwoMonths,
ThreeMonths, FourMonths, SixMonths, Year

interval=TenMinutes "unit": "_1w",
"dateFrom": "2022-
07-18T06:50:40.533
+00:00",
"dateTo": "2022-07-
25T06:50:40.533
+00:00",
"key":
“connect_success",
"groupld":
"611a213bf1290747
553498f9",
"sensorld":
"6138f0ff11c606316
2a0e60d",
"accessPointld":
"614a0c47b6fb545d
Oelealbl",
"ssid": "TEST",
"bssid": "34:A8:4E:
6A:C6:40",
"frequencyType": 0,
"channel": 1,
"aggregatedOkValu
e": 99.56896,
"aggregatedWarnin
gValue": 0,
"aggregatedFailure
Value": 0.43103448,
"samples": 1392

hod

MongoDB, . "611a213bf1290747553498f9".

did,, . () API.

curl -X GET \
https://wifisensor-server/api/objects/getSensor/611a211ff1290747553498f4 \
-H 'X-API-Key: sxdgfgdfghdgjgfdhjlasdgf' \

-H 'cache-control: no-cache'

HTTP/1.1 200

Server: nginx/1.14.2

Date: Wed, 12 Jan 2022 12:20:59 GMT

Content-Type: application/json

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: JSESSIONID=706F8360029679006C5548E26 COE1A33; Path=/; HttpOnly
X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: 0

Access-Control-Allow-Credentials: true

Access-Control-Allow-Methods: GET, POST, PUT, DELETE, OPTIONS
Access-Control-Allow-Headers: Accept,Authorization,Cache-Control,Content-Type,DNT,If-Modified-Since,Keep-Alive,Origin,User-
Agent,X-Requested-With,X-API-Key



"id": "611a211ff1290747553498f4",

"mac": "94:83:C4:09:04:DC",

"location™: "FNM_B_r220",

"name": "QoW-1",

"testingAccessPointlds": [
"614a0c47b6fb545d0elealb0"”

]

"éroupld": "611a213bf1290747553498f9"

" 0

e | callback-

() API .

APl WNAM QoW Server Python/Flask , Web Ul, REST

WNAM QoW.

WHNAM Quality of Wireless Server API Demo

Janpock CNPABONHAKGE OSBEKTOs

3anpoc cTaTyca 2acpossA

CnwcoK CEHOOPOB

CnMooK Touek AOCTYTIS

Cnncok 3aaau

JaNPocHTL (MO NOCAEAHEMY BHINOAHEHHOMY HIMEPEHAK) ZanpocuTe (Buizos OO0 MaMmepenun)

Mokazath NocAeAHUA nonyueHHbiA yepes callback pesyawtar

groupd sensond
611a211ff128074755340814
ssid taskid

Breison nocneaned komanae: GET hitpsy//devwifisensorpro/api/objectslistSensors

acessPointid g
callbacki timecut
hrtpe/17.2,16,130,5:5000/healthCallback 150

“id": "611ar11ff1700747553408f4",

Tmac”: "S4:BI:C4:09:04:0C7,

"locatfon”™: "FAM_B_r230",

ThameT: TQow-1",

“testingaccessPointIds™s [
“E1l4a0caThEFDSE Sd0elealbl”

1.
“groupld”: “611a213bf1190747 5534959

4"z "613Ef0ff11c6063162a0e60d",

TmacT: U94:BEiCa0Ril0TTT,

“lecation”™: TFN_B F2137,

"rane™: "QoW=14",

TrestingaccessrointIds™:
“BlaadcaThEfbia Sd0elealac”,
“El4alcaThEFbEs Sd0elealbl”

1.
“groupld”: “611a213bf1290747 55349507




WHNAM Quality of Wireless Server APl Demo EREEREE SRS S

Fanpoce CNPABOUHMKSE OOREKTOR

Cnscox rpynn CNKCOK CEHOOPOB CnWcok Touex A0CTyna

3anpoc CTaTyca 3A0p08LA

MNokazaTh MGCAEAHWA NoMRcHHbIA uepes callback pesyabTar

611a211ff129074755340814

ssid nasidd callbackurl timeout
https//172.16,130.5:5000/healthCallback 300

Bwibog NoCAEAnER Konmant: GET hitpsydevwifisensorprofapihealthSummany/getLatest

“modiffedar”: mill,

“oreatedAt”! "2022-01-12711:41:51. 119+00:007,
“id: il

“measuresentId”: "E1deboe2bS9Tal0fbas02 556",
“devicerd™: "E11aZ11fF129074T553458f47,
61121 30F1290747 85349859,
SFOcEs000Tb0 3eT599325d36",

“ley"r T,
“rotalaccesspoints™: 1,
“okaccesspoints”:
“warnaccesspoints
“failaccessPoints™:
“rotalveteics™: 45,
“okdetrics”: 25,
“warmietrics™: 7,
“fallmetrics™: 1%,
“ssids™: [

oo’

URL callback- (), "™ 0

WNAM Quality of Wireless Server APl Demo [EEIERLE SRS Sl

Fanpock CNPABOUHMESE OSBeKTOR

CnMcoK CEHOOROB CnMooK Touex AOCTYTS

3anpoc cTaTyca 3a0posLa

2ANPOCHTE (MO NOCAEAMHEMY BHINOAHEHHOMY HIMEPEHHIC) Fanpocuts (eszos 000 namepenns) Norazars NOCAEAHWA NonyserHpA yepes callback pesyavTar

greupid senserld acessPeirtid bisid
611a211f129074755340814

ssid taskid callbackurl timeout
hitps//172.16,130.5:5000/healthCallback 300

Bwibog nocheaned komanae: GET https:/fdevwifisensor profapi/healthSummany/requestHealth

{
“successT: True,
“eallbackur1™: “hrep://172.16.130. 51 5000/ healvhcal Tback™ .
“sensorsmequested: 1,
“accessPointiRequested: 1,
“key™: "fodelcdd-diad-Sedd-9ef 3-257 5c 8T Moe 3T
H

14:25:31.207 DEBUG [c.n.q.s.OutOfOrderMeasurementService:35] - addRequest awaiting from 1 sensors in 300 seconds, OO0
task key is f90elcdd-d3a9-4e49-9ef3-2575c5720e3f

, MQTT




2022-01-12 14:25:31,258 [wnam_async_client.py:387] >> INFO: OOO RUN TASK! {'queue_schedules": {}, 'tasks_to_run": [],
'_Scheduler__sensor": <__main__.Sensor object at 0x19e0b10>, ....

2022-01-12 14:25:31,266 [wnam_async_client.py:389] >> DEBUG: OOO RUNNER PROCESS PID 15557

2022-01-12 14:25:31,275 [wnam_task.py:148] >> DEBUG: Task Enabled

2022-01-12 14:25:31,277 [wnam_task.py:150] >> DEBUG: TASK 5f9c6800dfb03e75993a5d38

2022-01-12 14:25:31,293 [wnam_task.py:245] >> DEBUG: Out-of-order taks key is f90elcdd-d3a9-4e49-9ef3-2575c5720e3f

" " callback-, .

14:30:26.914 DEBUG [c.n.q.s.OutOfOrderMeasurementService:46] - sendMeasurement received from sensor QoW-1, left 0/1
sensors, 295/300 seconds

14:30:27.015 DEBUG [c.n.q.s.OutOfOrderMeasurementService:67] - submitCallback returned code 200 OK, msg="{"success": true,
"length": 20}



WHNAM Quality of Wireless Server APl Demo

Fanpoce CNPABOUHMKSE OOREKTOR

rpymnn CNMCoK CeHCOpoB CnmMcox Touex AoCTyna

3anpoc CTaTyca 3A0p08LA

3anpocHTh (Mo NOCAEAHEMY BHINOAHEHHOMY HIMEPEHHK) ZanpockTe (Bu3os OO0 M3MepeHna)

groupid sensoeld
611a211ff120074755340814

ssid Raskld

Buisog, nocneanen komanan: GET /getHealth

bssid
callbackurl timesut
hetps//17.2.16.130.5:5000 healthCallback 300

“modifiedar”: mll,

“greatedat”: 1621987026914,

“id": mill,

“measuresentId”: "E1debbd2bE9Tal0fbag024f2",
“devieeld™: TE11a211FF1290747553458F47,
"611a2130F1290747 5534 95F97,

" 5f9cE5004Fb0IeT5993a5d36",
“jebzd”; mll,

“sequence”: mell,

“datetime”: 1E41987026737,

“key™: "fRdelcdd-dIad-Sed9-9ef3-257 5c 5T 20037,
“rotalaccessPoints™: 1,

“okaccessPoines™: 1,

“warndccesspoints”y
“failaccesspoints™:
“rovalrerrics”: 45,
“akMerries”: 25,
CwariMetricsT: ¥,
“failwerrics™: 13,
“ssh;s': [

Q.
o,

= NORG
“bssid”: TR0I1CIFS:ITIIR0IDE".
“connectTime™: 23,

“authressage”: aull,
“avthrime™: 0

“qualityTime™: 40,
“successT: true

ToonnectTime™: 1%,
“authessage”: mull,
“authrime™: 0,
“qualityMessage”:
“qualiryTime™: 45,
TSuCCessTI True

“apname”: "apl.b”,
“ssid™: TInORG TESTT,
“hssidT: TODIICIFITRIBDIDOT,
“ConnectMEssage”:

authiessage™: null,
authTime™: O,

u

‘qualityTime™: 46,
SuCcess™: True

“connectMessage”: “Touka gocryna: apl.b (00:1C:F9:7I:E0:0E); ceTe: “INORG': curwan -53 gRIA: 10,208, 148.172; nogkncdenwe: 10043 wc.; OeCPr 1328 wo.; NS newr: 31 owe”,

“qualiTyMessage”: "Touka gocTyna: apl.b (D0:ICIF9:ITICEDIDE]); CeTel TINGRG'. CHOPOCTe: 22 MBaT/C; mmr: 4,003 we., 0% noTepe”,

t apl.b (D0:ICIFIITIIE0IOL): CeTo: "INORG': CHPWAM -49 ABIP: 10.208.148.192; ROAKModEnime: 3308 wc.: DMCP: 1297 We.: DNS femr: 453 we.”,

“Touka gocTyna: agl.b (00:1CiF9:7RIE0I00); ceTe: TINORG'; CwopocTe: 17 MbeT/c; mewmr: 3,213 wec,, 0% noveps”,

s oapl.b (00:1C:F9:73:80:00); ceTe: "INORG TEST'; cwrWan -46 JEIP: $3.180.6.19%; nogsaduemion: 3067 we.; DHOP: 396 wc.; DNS nuWr: 11 we.”,

‘qual irymessage™: "Touka gocryna: apl.b (00:1C:F9:73:80:00); ceTe: “INORG TEST'; CropocTe: 17 mut/c; Tpec: 13 c., 7 yemoe; muwr: 10,607 we., 0% notepe™,

-(, , timeout) , callback-,
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