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il Cisco Catalyst 9800-CL Wireless Controller Welcomeanton | # W [ &% 8 @ & Q ®
itoring ™ > Wireless ™ > Clients Client %
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Client Properties AP Properties Security Informa EocGRE
— —n
~ Cliant State Servers None =
Total Giient(s) in the Network: 1 Clignt ACLs None
Number of Client(s) selected: 0 Policy Manager State Webauth Pending
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, 1 Encrypted Traffic Analytics No
0w
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“lili Gisco Catalyst 9800-CL Wireless Controller Welcomeanton | & © B & B © & Q [
Monitoring™ > Wireless* > Clients Client x
360 View General Qo: TF Statistic obility Hi
Clients Sleeping Clients
Client Properties AP Properties Security Information Client Statistics QOS Properties EoGRE
- ——
¥ Method MAB -
SM Stat MINA
Total Client(s) in the Network: 1 S sete TERMINATE
Number of Client(s) selected: O Local Policies
Chert A L X Senvice Template wilan_sue_R20_WLANID_1_local (priority 254)
Address Address IPv6 Address
. VLAN VLANZO0S
7496 atbe 3120 F 10241144103 feB0:ac:dla®  Ansciute Timer 1800
1 0 v Server Policies
URL Redirect http://172.16.131 5/cp/cisca?
< nac=74:96:AF:6C:3F:208switch_url{93.180.6. 168&redirect=&wlan=10%
URL Redirect ACL wnam_acl_xe
Resultant Policies
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< nace74:01 F:20&switch_url=93.180.6.168&redirect=awlan=I10%
URL Redirect ACL winam_acl_xe
VLAN Neme VLAN305

WNAM ( /home/wnam/logs/wnam.log) ,

21:11:49.743 DEBUG [c.n.wnam.services.WnamCmdService:1307] - Cisco CWA AUTH MAC=74:9E:AF:6C:3F:20, NAS_IP=93.
180.6.168, CUST=existing, site_id=262

21:11:51.254 DEBUG [c.n.wnam.services.WnamCmdService:671] - ACCT Start new session ID=A806B45D00000063CB9DBB06,
MAC=74:9E:AF:6C:3F:20, IP=null, User=749eaf6c3f20, NAS_IP=93.180.6.168, site_id=262

21:11:51.283 DEBUG [c.n.wnam.services.WnamCmdService:671] - ACCT Interim-Update new session
ID=A806B45D00000063CB9DBB06, MAC=74:9E:AF:6C:3F:20, IP=10.241.144.103, User=749eaf6c3f20,

NAS_IP=93.180.6.168, site_id=262

21:11:53.524 DEBUG [c.n.wnam.services.WnamCmdService:671] - ACCT Interim-Update existing session
ID=A806B45D00000063CB9DBB06, duration=00:00:02, MAC=74:9E:AF:6C:3F:20, IP=10.241.144.103,

User=749eaf6c3f20, NAS_IP=93.180.6.168, site_id=262

"Cisco CWA AUTH", RADIUS- () RADIUS. , IP- , CWAAuth. "Accounting-Interim" [Pv4 IPv6. -(CNA) ()

21:11:54.638 DEBUG [c.n.w.services.vendors.AuthHandler:28] - CP cisco minibrowser: iOS/hotspot

21:11:54.639 DEBUG [c.n.w.services.vendors.CiscoService:170] - CP cisco redirect: client_mac=74:9E:AF:6C:3F:20,
wlan=I0S_XE_Test, ip=10.241.144.103, dst=", switch_url='93.180.6.168'

21:11:54.679 DEBUG [com.netams.wnam.web.cp.PageGenerator:638] - processAuthRequest CISCO: username=74:9E:AF:6C:3F:
20, ip=10.241.144.103, CNA, server=93.180.6.168, site_id=262,

domain_id=A806B45D00000063CB9DBBO06, dst="http://bash.im" adv curr/max=1/1

21:11:54.683 DEBUG [com.netams.wnam.web.cp.PageGenerator:387] - processRedirectRequestCi mac=74:9E:AF:6C:3F:20,
method=FORM, formName=58bdc4965e4df6273ac60210, redirectUrl=http://bash.im,
key=0a9c38fc-7d58-45b3-adde-c03edelb34bf

RADIUS-:



21:11:56.865 DEBUG [c.n.w.web.cp.CaptivePortalController:2049] - webLoginCi: site_id=262, username=74:9E:AF:6C:3F:20, dst="h
ttp://bash.im’, dst_extra="http://bash.im'

21:11:56.866 DEBUG [com.netams.wnam.web.cp.PageGenerator:767] - loginAtNasCi CISCO mac=74:9E:AF:6C:3F:20, ip=10.
241.144.103, server=93.180.6.168, dst="http://bash.im’

21:11:56.889 DEBUG [c.n.w.services.vendors.CiscoService:130] - backToCiscoCwa CoA status=true, response=CoA-ACK,
MAC=74:9E:AF:6C:3F:20, controller IP=93.180.6.168, dst="http://bash.im'

21:11:56.933 DEBUG [c.n.wnam.services.WnamCmdService:1433] - AUTH for existing session ID=a806b45d00000063cb9dbb06,
request MAC=74:9E:AF:6C:3F:20, IP=10.241.144.103, site_id=262

21:11:57.005 DEBUG [c.n.wnam.services.WnamCmdService:671] - ACCT Interim-Update existing session
ID=A806B45D00000063CB9DBB06, duration=00:00:05, MAC=74:9E:AF:6C:3F:20, IP=10.241.144.103,

User=749eaf6c3f20, NAS_IP=93.180.6.168, site_id=262

21:11:58.936 DEBUG [c.n.wnam.services.WnamCmdService:671] - ACCT Interim-Update existing session
ID=A806B45D00000063CB9DBB06, duration=00:00:07, MAC=74:9E:AF:6C:3F:20, IP=10.241.144.103,

User=749eaf6c3f20, NAS_1P=93.180.6.168, site_id=262

21:12:20.591 DEBUG [c.n.wnam.services.WnamCmdService:671] - ACCT Stop existing session
ID=A806B45D00000063CB9DBBO06, duration=00:00:29, MAC=74:9E:AF:6C:3F:20, IP=10.241.144.103, User=749eaf6c3f20,
NAS_IP=93.180.6.168, site_id=262

s "Run", ACL.
‘Oisen’  Cisco Catalyst 9800-CL Wireless Controller Welcomeanton | # W B & @ @ & Q ®
Monitoring™ > Wireless = > Cllants
360 View General QOS Statistics ATF Statistics Mobility History Call Statistics
Clients Sleeping Clients Excluded Clients
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Number of Client(s) selected: 0 Client ACLs None
Policy Manager State Run
RGeS I e BRI | Last Poiicy Manager Stata Webauth Pending
O T49e.aféc.3f20 A 10.241.144.103 '530‘-&“‘( User Detned (Private) Metwork Disabled
1 0 vl User Defined (Private) Network Drop Disabled
, - WNAM
MapameTpbl 3aM1ch 0 CECCUM
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AnuTensHocTs 04 OM 29¢ Cepeep pocTyna 93.180.6.168
MNpuHATO, ME 0 OTnpaenedo, M6 0
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To4ka gocTyna 50:87:69:E3:5B:D0 (Cisco AP) SSID: I0S_XE_Test Kanan
Mons3oBatent 74:9E:AF:6C:3F:20 iAntonX 79995552211
UnesTndpukaTop cecciu a806b45d00000063cb9dbb06
MoToKH OaHHBIX B ATOW CECCHM HEDBME‘TDbI }.""-IETHOIH JANMCH NoNe30BaTENA

, ),
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BpeMA 2aBepleHns ELLE WIET, OCTAHOBHTD ~

Cepeep gocTyna cTon

CTON+CNoK

wr

OTnpaeneHo, M6

( )RADIUS- :

22:25:54.083 DEBUG [c.n.wnam.services.WnamCmdService:1227] - AUTH transparent next session MAC=74:9E:AF:6C:3F:20,
NAS_1P=93.180.6.168, site_id=262, back=0 s., counter=1, PERMIT

22:25:55.166 DEBUG [c.n.wnam.services.WnamCmdService:671] - ACCT Start new session ID=A806B45D00000064CBE18CF6,
MAC=74:9E:AF:6C:3F:20, IP=10.241.144.103, User=749eaf6¢c3f20, NAS_IP=93.180.6.168, site_id=262

22:25:59.103 DEBUG [c.n.wnam.services.WnamCmdService:671] - ACCT Interim-Update existing session
ID=A806B45D00000064CBE18CF6, duration=00:00:03, MAC=74:9E:AF:6C:3F:20, IP=10.241.144.103, User=749eaf6c3f20,
NAS_IP=93.180.6.168, site_id=262

3. FlexConnect

FlexConnect S ., Local switching, VLAN
WNAM  FlexConnect . RADIUS- ,.. WNAM - . P
FlexConnect (). , Flex, SSID . , .. AB8,SSID RADIUS-, ACL. 172.16.131.0/24. (CLl) , GUI .
huile Cisco Catalyst 9800-CL Wireless Controlier Welcomeanton | & % [B % M @ & Q &
Configuration™ > Tags & Profi il aisiE] x
General Locs cation Policy ACL VLAN Umbrella
T Name* ABS8 Fallback Radio Shut =]
[n] aefaui=-Nex-profie ARP Cachi ng Q
y 0 4 Native VLAN 1D 1
- Efficiant Image Upgrade Q
HTTP Proxy Port 0
Office Extend AP =]
HTTP-Proxy IP Addrass 0.00.0 o
CTS Policy
mMDNS Flex Profile ¥
Inline Tagging
SGACL Enforcement
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Flex ACL,, CWA. ,

ip access-list extended wnam_acl_xe

permit udp any range 0 65535 any eq domain
permit udp any eq domain any range 0 65535
permit ip any host 172.16.131.5

permit ip host 172.16.131.5 any

deny ip any any

, ACL permit/deny.
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Configuration® 3 Tags & Prof o ai=il] x

eneral Policy ACL VLAN rella
Flex Profile Name m
O ABs 7 VLAN Name v D ~ ACLName v
O  defaul-Nex-profle O vLami 1
1 0oy 1 10
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s & Profiles* > Policy Edit Policy Profile =
General Ac Qo

e Name* ABS_WLANID_1 WLAN Switching Policy

o Description ABB_IOS_XE_Test Central Switching [ ] ) |
Status [eussien cation @
Passive Client . ISABLEL antral DHCP . DISABLED |
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onfiguration” > Tags & Profiles* > Tags Edit Policy Tag x
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Policy Tag Name
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( Local Site ). Flex.

duil Cisco Catalyst 9800-CL Wireless Controller Welcome anton | & ¥ B & M @ Q L4
s rofiles ™ > x
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3 - Enable Local Site =}
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Number of Client(s) selected: 0
O Chent MAC Address  ~  IPvd Address

o 749e atbc 3120 & 17216.131.188

IPvE Addresq

te80-scid¥ |

General

Client Properties

MAC Add

rk Mame (SSID)

Supported R
Join Time Of Client
[«
Clie

Policy Manager State

ent State Servers

it ACLs

Last Policy Manage

User Defined (Pri

User De
Unicast

(Private)

DMS Capable

DMS ID Mask

lexConnect Data S

Capabil

ered Address

13814

n Compla

sabled

172161315

Yes

APPLE, INC,
02.11n

APPLE, INC.

Disable

T
a

v OK




	Режим CWA для 9800

