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4 Device Information
System Name:
Model Name:
Serial Numbeér:
MAC Address Range:

Firmvwvare Version:

1 System Status
System Uptime:
Current Date/Time:
VPN Status:

DHCP Table:

Current Login User:
Number of Login Usars:
Boot Status:

Drop-in Mode Status:
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admin (unlimited / 00:2%:59)
2

OK
off

| Licensed Service Status
Status
Mot Licensed
Not Licensed
Default
Default
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Web Request Statistics
Total Web Pages Inspectad:
Blackad:
Warnad:
Passed:

Category Hit Summary

3

Security Threat (unsafe):

e

Managaed Web Pages:

MName

APP Patral

Content Fiiter
Managed AP Service
Concurrent Device ..




ZY)I EL UAGSTEH "wﬂlﬁll PHelp FAbcut FSike Map (QObject Reference () Console [T CUI
1
.

CONFIGURATION Web Authentication Walled Garden Advertisement
“‘ Quick 5 General Authentication Type Customn Web Portal File Custom User Agreement File Facebook Wi-Fi
Licensing
# Wirele Global Setting
vork
-« Interface [¥] Enable Web Authentication
Routing
DONS Web Portal General Setting
NAT
VPN 1-1 Mapping Logout IP: LL11 ]
HTTP Redirect
SMTP Redirect Exceptional Services
ALG
UPnP @add W
IP/MAC Binding # Exceptional Services «
Layer 2 Isolation
IPnP ! one
Authentication 4 Page 1 |of1| b Pl | Show| 50 | |items Displaying 1 - 1.0f 1
curity Policy
Billing Web Authentication Policy Summary
Printer
Free Time @add | | - oM
SMS Incomi... | Source Destin... | Sched... Authenti ..  Authentication Type Description =
7 VPN
- Wi "
BAM @ 1 any alWan_subnet  any none force WNAM
UTM Profile @ 2 any any awnam none unneces... nfa
Object . any any any none required  default-web-porial nfa
System ~
Page |1 |ofl » #l | show 50 |v items Displaying 1 -3 of 3

Log & Report

PHelp Fabout Fsite Map [QObject Refe snsole [T) CLI

ZY X EL vacs100

CONFIGURATION

T¥ Qui General

Authentication Type Custom User Agreement File

Licensing
55 Configuration
Network
Interface @add . b |
R # Name Type Web Page
DDNS
NAT 1 default-web-portal web-portal System Default Page
VPN 1-1 Mapping 2 default-user-agreement user-agreament System Default Page
HTTF Redirect 3 WNAK web-portal External Page
SMTFP Redirect Page (1 |of1 » »l  Show SO0 v items Displaying 1 - 3of 3

+ ALG




.7 Edit Authentication Type

Web Authentication Type

Type: @ Web Portal
General Settings
Profile Name: WNAM

@ Internal Web Portal (User Upload Page)

Q Hote:

If you want to configuré customize file, please go to Custom Web Portal File

©

External Web Portal

Login URL: http://10.8.5.185/cpfzyxel
Logout URL:

Welcome URL: .http;,n’ha.m

Session URL: hitp:(fya.ru

Error URL:

Download the external web portal example.

@ User Agreement

(Cpticnal)
(Cptional)
(Optional)

(Cptienal)

[ ok

ZY ) EL vAacs100

CONFIGURATION Wieh Authenbeation

General URL Base

General Settings

[¥] Enable Walled Garden

s+ Rnatinn

PhHelp FaAbout & sitebiap (R0bj

ZY ) EL vAc5100

CONFIGURATION
o

Domain/IP Base
Licensing
Wirele Walled Garden Domain/IP List
0

PHelp FAbout & Site Map (Ot

Interface @ Add | | ve @
Routing # Status Name Domain Name/IF Address
- DDNS - ! -
M
NAT 1 @ wnam 10.8.5.139/24
VPN 1-1 Mapping T Page(1 |of1| » ¥l | Show/50 |¥|items Displaying 1 - 1 of 1
- HTTP Redirect
| Edit Walled Garden Domain/IP
Settings
[#] Enable
Name: wnam
Type: P v
1P Address: 10.8.8.189/24

[

QK




. Auth. Policy Edit
(L7 Create new Object~

General Settings

[¥] Enable Policy

Description: (Optional)

User Authentication Policy
Incoming Interface: .grr"
Source Address: Wan_subnet SUBNET, 172.16.0.0/186
Destination Address: any
Schedule: [none

Authentication: required

[¥] Force User Authentication [
Authentication Type: [m
default-web-portal

default-user-agreement
WHNAM

. Auth. Policy Edit 7
(L7 Create new Object~

General Settings

[¥] Enable Policy
Description: (Optional)

User Authentication Policy

Ingoming Interfage: .arr!_.' b
Source Address: any b
Destination Address: vnam bl HQST, 10.8.8.189
Schedule: .n.mg -

Authentication: Unnecessary w




CONFIGURATION RADIUS

DONS RADIUS Server Summary
- ! NAT p—
@ VPN 1-1 Mapping Q4dd [ I 3
HTTP Redirect # MName Server Address
SMTP Redirect - radius
— 2 wnam 10.8.8.180:1812
UPnP -
IPIMAC Binding i Page |1 |ofl » ¥l | Show 30 | items Displaying 1 -2 of 2

Layer 2 Isolation
IPnP
Web Authentication
Security Policy
- Policy Control
S Control
Billing
% Printer
Free Time
MS
5 VPN
BWM
£ UTM Profile
Object
- Zone
- Group
AP Profile
MON Profile
Application
Address
Service
Schedule
AAA Server

. =




-] Edit RADIUS

General Settings
Name:

Description:

Authentication Server Settings
Server Address:
Authentication Port:
Backup Server Address:
Backup Authentication Port:

Key:

Accounting Server Settings
Server Address:
Accounting Port:
Backup Server Address:
Backup Accounting Port:
Key:
Maximum retry count:

Enable Accounting Interim update
Interim Interval:

General Server Settings
Timeout:
NAS 1P Address:

NAS Identifier:

Case-sensitive User Names [

User Login Settings

Group Membsership Attribube:

wnam

10.3.8.18%

1812

10.8.8.185

1813

LLLTE e )

3

S

10.8.8.11

Filter-1d(11)

(Optional)

{IP or FQDN)
(1-85535)

(IP or FQON)Cptional
(1-85535)0pticnal

(1P or FQDN] (Optional)
(1-65535) (Optional)
(P or FQION) (Optional)

(1-65535) (Opticnal)

{1~10)

(1-1440 minutes)

(1-300 seconds)

(IP Address)




e — Welcome admin |

Authentication Method

ZY ) EL vAcs5100

CONFIGURATION
T8 Qu

Configuration
@ add [ Edit I Remove [Gg Object Reference
HTTP Redirect # Method Name Method List
SMTP Redirect

PHelp FAbout FSite Map (ROt

1 default local
o 2 wNaM o ealgowpwnam
: ' Displaying 1- 2 of 2

Pege:l |ef1l| # ¥l Show 50 ¥ items

IFnP
Web Authentication
urity Policy

Billing
Printer

Schedule
- AAA Server

Auth. Method

- Edit Authentication Method WNAM

General Settings

MName: WNAM
©4dd gese [ remove NI
# Method List
1 local
2 Qroup wWnam

ok || cancel




ZY ), EL uAes5100

CONFIGURATION

- WPN 1-1 Mapping

+ HTTP Redirect

= SMTP Redirect

- ALG

+ UPnP

- IPIMAC Binding
ar 2 Isolation

Billing
Printer
Free Time

7 VPN
BWM
UTM Profile
Object
- Zone
AP Profile
MON Profile
- Application

-

Configuration

PHelp FAbout FSiteMap [DObject Reference g

ZY ), EL uAes5100

CONFIGURATION
(1]

k=

Billing
Printer

5 VPN
BWM
UTM Profile

ect
Zone
User/Group
AP Profile
MON Profile

Schedule
AAA Server
Auth. Method
Certificate
ISP Account

Host Name
USB Storage
DatefTime

wWaww

3SH
TELNET
FTP

SNMP

Auth. Server

© add | | [

# MName = Type 1Pv4 Address Refers. .

1 DMZ_SUBNET INTERFACE SUB... dmz-0.0.0.0/32 0

2 LAN1_SUBNET INTERFACE SUB... l1an1-172.16.0.0/16 o

3 LAN2_SUBMET INTERFACE SUB... 1an2-0.0.0.0/32 o

4 ‘Wan_subnet SUBNET 172.16.0.0M6 2

5 Wnam HCST 10.8.8.188 2

Page 1 | of1 ¥l | Show 50 | litems Displaying 1 - 5of 5
"w ademin | PHelp FAbcut FSike Map (QObject Reference () Console [T CUI
Auth. Server

General Settings

Enable Authentication Server

Authentication Server Cartificate:

Authentication Method:

Trusted Client

D add | | y
# Sta... Profile Name

Pags |1 ofl| b

default

WNAM

IP Address

¥l | Show|50 | |ftems

Mask

Description

No data to display




PHelp Zabout Fsitevap (RO

ZY Y EL uAcsi00

CONFIGURATION Mgnt. AP List

Group setting
Default Group: [m ~ |
trolle

QSR Group Summary
+ MON Mode
- Auto Healing @add | ) _.:?
B .
Network # Group Name Member Count
- Interface 1 default 1

Routing 2 Unciassified 0

BLLE 3 wnam 0

NAT — o - s

{ 4 - .
VPN 1-1 Mapping ' Page 1 |of1| » ¥l | show items isplaying




. Edit AP Group Setting

General Settings

Group Mame:

Description:
Radio1 Setting
OF Mode

Radio 1 Profile:

Output Power:

Ii
Lk

at

531D Profile
default
disable
disable
disable
disable
dizable
disable
disable

O =~ O din f= 3 bk =a

Radio2 Setting
OF Mode

Radic 2 Profile:

Qutput Power:

]
B

E

531D Profile
default
disable
disable
disable
disable
disable
disable
disabla

00 =~ OF N B L kD =

VLAN Settings

winam

@ AP Mode

gefault

@ AP Mode

default2

30

[] Foree Overwrite VLAN Config

Port Settings

Model Specific Setting:

nwa%301-nj

(Optional)

©) MON Mode
—

dem (0~30) |F

) MON Mode
b

dBm (0~30) [@




Port Setting

&

# Status Port PVID
K . @ * uplink nia
2 @ lan1 1
3 @ lan2 1
“ @ lan3 1
i A Hﬂe:i :ofl # bl | Show|SD | ikems
YLAN Configuration
@ Add [ Edit [ Remove 0 £
# Status Name viD Member
1 ) vian0 1 ' lan1 lan2 lan3

i1 4 Page:l :CI-FI ok Show | 50 | ¥ | items

Load Balancing Setting

[77] Enable Load Balancing
Maoda: By Station Number S
Max Station Number: [10 | p1=12m

[7] Disassociate station when overlpaded

AP List

Available Member
=== efault ===

AP-EC43FEFD29LC(EC:43:FE:FD:29:1C)

®IE

Displaying 1 - 4 of 4

Displaying 1 - 1of 1

| [ override Member 4P setting |

saved at 2017-09-18 12:12:41
nodel : UAG5100
firmwvare version: 4.18(AAPN. 0)

I

I

|

!

interface-nanme gel wanl

i nterface-nanme ge2 wan2
interface-nanme ge3 | anl

i nterface-name ge4 | an2
interface-nanme ge5 dnz

I

aaa group server radi us wnam
server encrypted-key $4%..
server acct-interiminterval 5




server acct-retry-count 3

server group-attribute 11

server timeout 5

server nas-ip 10.8.8.11

case-sensitive

server acct-secret

server acct-interimactivate

server host 10.8.8.189 auth-port 1812

server acct-address 10.8.8.189 acct-port 1813

|

usernane adnin encrypted-password $4... user-type admn
usernane radi us-users user-type ext-user
usernane radi us-users |ogon-re-auth-tine 10
usernane radius-users |logon-time-setting default
|

aaa aut henticati on WNAM | ocal group wnam
!

port-grouping |lanl

port 3

|

bort-grouping | an2
port 4
|

bort-grouping dne
port 5
|

éccount pppoe WANL_PPPoE_ACCOUNT
!
account pppoe WAN2_PPPoE_ACCOUNT
1

ip dhcp pool Network_Pool _LAN1

network 172.16.0.0 255.255.0.0
default-router 172.16.0.1

first-dns-server Device

starting-address 172.16.0.20 pool -si ze 4096
lease 1 0 0

p dhcp pool Network_Pool _LAN2

network 172.17.0.0 255.255.0.0
default-router 172.17.0.1

first-dns-server Device

starting-address 172.17.1.1 pool -size 4096
| ease 1

p dhcp pool Network_Pool _DVZ

network 172.18.0.0 255.255.0.0
default-router 172.18.0.1

first-dns-server Device

starting-address 172.18.1.1 pool -size 4096
| ease 1

nterface wanl

ip address 10.8.8.11 255.255.255.0
type externa

ip gateway 10.8.8.254 netric O
upst ream 1048576
downst ream 1048576

ntu 1500

nterface wan2

i p address dhcp
type externa
shut down

nterface | anl
ip address 172.16.0.1 255.255.0.0
i p dhcp-pool Network_Pool _LANL

type interna
|

nterface | an2



ip address 172.17.0.1 255.255.0.0
i p dhcp- pool
type interna
shut down

nterface dne

Net wor k_Pool _LAN2

ip address 172.18.0.1 255.255.0.0
i p dhcp- pool
type interna
shut down

Net wor k_Pool _DVZ

nterface wanl_ppp

account WAN1 PPPoE_ACCOUNT

nterface wan2_ppp

account WAN2_PPPoE_ACCOUNT

addr ess- obj ect
addr ess- obj ect
addr ess- obj ect
addr ess- obj ect
addr ess- obj ect
|

LAN1_SUBNET inte
LAN2_SUBNET i nte
DVZ_SUBNET i nt er
wnam 10. 8. 8. 189
WAn_subnet 172.1

6bject-group address WAM G oup
addr ess- obj ect wnam
addr ess- obj ect WAn_subnet

|

servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi
servi

ce- obj ect
ce-obj ect
ce-obj ect
ce-obj ect
ce- obj ect
ce-obj ect
ce-obj ect
ce-obj ect
ce- obj ect
ce-obj ect
ce-obj ect
ce-obj ect
ce- obj ect
ce-obj ect
ce-obj ect
ce-obj ect
ce-obj ect
ce-obj ect
ce-obj ect
ce-obj ect
ce- obj ect
ce-obj ect
ce-obj ect
ce-obj ect
ce- obj ect
ce-obj ect
ce-obj ect
ce-obj ect
ce- obj ect
ce-obj ect
ce-obj ect
ce-obj ect
ce- obj ect
ce-obj ect
ce-obj ect
ce-obj ect
ce- obj ect
ce-obj ect
ce-obj ect
ce-obj ect
ce- obj ect
ce-obj ect
ce-obj ect

Any_UDP udp rang
Any_TCP tcp rang
AH protocol 51

AlMtcp eq 5190
NEWICQ tcp eq 5
AUTH tcp eq 113
BGP tcp eq 179

BOOTP_CLI ENT udp
BOOTP_SERVER udp
CAPWAP- CONTROL u
CAPWAP- DATA udp
CU_SEEME _TCP1 tc
CU_SEEME _TCP2 tc
CU_SEEME_UDP1 ud
CU_SEEME_UDP2 ud
DNS TCP tcp eq 5
DNS_UDP udp eq 5
ESP protocol 50
FINGER tcp eq 79
FTP tcp range 20
GRE protocol 47
H323 tcp eq 1720
HTTP tcp eq 80

HTTPS tcp eq 443
I CQ udp eq 4000
| KE udp eq 500

| MAP4 tcp eq 143
| MAP4S tcp eq 99
| P6t 04 protoco

I RC_TCP tcp eq 6
| RC_UDP udp eq 6
MSN tcp eq 1863
MULTI CAST pr ot oc
NEWS tcp eq 144
Net Bl OS_TCP1 tcp
Net BI OS_TCP2 tcp
Net Bl OS_UDP1 udp
Net Bl OS_UDP2 udp
NFS udp eq 2049
NNTP tcp eq 119
NTP udp eq 123

PING i cnp echo

POP3 tcp eq 110

rface-subnet |anl
rface-subnet | an2
face-subnet dne

6.0.0/16

e 1 65535
e 1 65535

190

eq 68

eq 67
dp eq 5246
eq 5247

p eq 7648
p eq 24032
p eq 7648
p eq 24032
3
3

21

3
41
667
667

ol 2

range 137 139
eq 445
range 137 139
eq 445



servi ce-object POP3S tcp eq 995
servi ce-object PPTP tcp eq 1723
servi ce-obj ect PPTP_TUNNEL protocol 47
servi ce-object RCVMD tcp eq 512
servi ce-object RDP tcp eq 3389
servi ce-obj ect REAL-AUDIO tcp eq 7070
servi ce-obj ect REXEC tcp eq 514
service-object RLOGA N tcp eq 513
servi ce- obj ect ROADRUNNER TCP tcp eq 1026
servi ce- obj ect ROADRUNNER _UDP udp eq 1026
servi ce-obj ect RTELNET tcp eq 107
servi ce-object RTSP_TCP tcp eq 554
servi ce-obj ect RTSP_UDP udp eq 554
servi ce-object SFTP tcp eq 115
servi ce-object SMIP tcp eq 25
servi ce-object SMIPS tcp eq 465
servi ce-object SNMP_TCP tcp eq 161
servi ce-obj ect SNVMP_UDP udp eq 161
servi ce-obj ect SNMP-TRAPS TCP tcp eq 162
servi ce-obj ect SNVP- TRAPS_UDP udp eq 162
servi ce-object SQ-NET tcp eq 1521
servi ce-obj ect SSDP udp eq 1900
servi ce-object SSH TCP tcp eq 22
servi ce-object SSH UDP udp eq 22
servi ce- obj ect STRMAORKS udp eq 1558
servi ce-obj ect SYSLOG udp eq 514
servi ce-obj ect TACACS udp eq 49
servi ce-object TELNET tcp eq 23
servi ce-object TFTP udp eq 69
servi ce-object VDOLIVE tcp eq 7000
servi ce-obj ect VRRP protocol 112
servi ce-object NATT udp eq 4500
servi ce-object RIP udp eq 520
servi ce-obj ect OSPF protocol 89
servi ce-object SIP udp eq 5060
servi ce-obj ect Kerberos-TCP tcp eq 88
servi ce-object Ms5-RPC tcp eq 135
servi ce-obj ect LDAP-TCP tcp eq 389
service-object LPR tcp eq 515
servi ce-obj ect LDAPS-TCP tcp eq 636
servi ce-obj ect VNC5800 tcp eq 5800
servi ce-obj ect VNC5900 tcp eq 5900
servi ce-obj ect Kerberos-UDP udp eq 88
servi ce-obj ect LDAP-UDP udp eq 389
servi ce-obj ect LDAPS-UDP udp eq 636
servi ce-object L2TP-UDP udp eq 1701
servi ce-obj ect RADI US- AUTH udp eq 1812
servi ce-obj ect RADI US- ACCT udp eq 1813
servi ce-obj ect BONJOUR udp eq 5353
servi ce-obj ect PRI NTER_DI SCOVER udp eq 8000
|
obj ect-group servi ce CU SEEME

servi ce- obj ect CU SEEME_TCP1

servi ce- obj ect CU_SEEME_TCP2

servi ce- obj ect CU_SEEME_UDP1

servi ce- obj ect CU SEEME UDP2
|
obj ect-group service DNS

servi ce- obj ect DNS_TCP

servi ce-obj ect DNS_UDP
|
obj ect-group service IRC

servi ce-object | RC_TCP

servi ce-obj ect | RC_UDP
|
obj ect-group service NetBI CS

servi ce-obj ect NetBlI OS_TCP1

servi ce-obj ect Net Bl OS_TCP2

servi ce- obj ect Net Bl OS_UDP1

servi ce-obj ect Net Bl OS_UDP2



obj ect-group servi ce ROADRUNNER
servi ce- obj ect ROADRUNNER_TCP
servi ce- obj ect ROADRUNNER_ UDP

|

obj ect-group service RTSP

servi ce-obj ect RTSP_TCP
servi ce- obj ect RTSP_UDP

|

obj ect-group service SNW
servi ce- obj ect SNWP_TCP
servi ce- obj ect SNVP_UDP

|

obj ect-group service SNVP- TRAPS
servi ce- obj ect SNMP- TRAPS_TCP
servi ce- obj ect SNMP- TRAPS_UDP

|

obj ect-group service SSH
servi ce- obj ect SSH TCP

servi ce-obj ect SSH UDP

|

obj ect-group service Default_ Al ow WAN To_Devi ce
description System Default Allow From WAN To Device
servi ce-obj ect AH

servi ce- obj ect ESP
servi ce- obj ect HTTPS

servi ce-obj ect | KE

servi ce-obj ect NATT
servi ce- obj ect GRE

servi ce-obj ect VRRP

|

obj ect-group service Default_All ow DMZ_To_Devi ce
description System Default Allow From DMZ To Device
obj ect - group DNS

obj ect - group Net Bl OS

servi ce-obj ect PRI NTER DI SCOVER
|

w an-security-profile default
node none

eap internal default

server-auth 1 activate
server-auth 1 ip address 10.8.8.189 port 1812 secret f...
mac- aut h aut h-net hod def aul t
wpa- psk-encrypted $4$. ..

|

w an-ssid-profile default

ssid WWAM

gos wnm

security default

bandsel ect node di sabl e
bandsel ect drop-probe-request 8
bandsel ect drop-authentication 3
bandsel ect tine-out-period 120
bandsel ect check-sta-interval 600
bandsel ect min-sort-interval 300
|

w an-nmonitor-profile default
activate

scan-net hod auto

scan-dwel | 100

|

w an-radi o-profile default

role ap

band 2. 4G band- nbde bgn
2g-channel 6

ch-wi dth 20/ 40

dti mperiod 2

beacon-interval 100

anmpdu

['imt-anpdu 50000



rssi-dbm-76
rssi- ki ckout -105
rssi-interval 2
rssi-optype 3
rssi-retrycount 6
rssi-verifytine 10
rssi-privilegetinme 300
subframe- anpdu 32

anmsdu

l'imt-ansdu 4096

bl ock- ack
guard-interval short
tx-mask 7

rx-mask 7

dcs tinme-interval 720
dcs sensitivity-level high
dcs client-aware enable
dcs dcs-2g-net hod auto
dcs channel -depl oynent 3-channe
dcs dcs-5g-net hod auto
dcs df s-aware enabl e
activate

dcs activate

|

w an-radio-profile default2
role ap

band 5G band- node an
2g- channel 6

ch-wi dth 20/ 40

dti mperiod 2
beacon-interval 100
anpdu

l'imt-anpdu 50000
rssi-dbm-76
rssi- ki ckout -105
rssi-interval 2
rssi-optype 3
rssi-retrycount 6
rssi-verifytine 10
rssi-privilegetinme 300
subfranme- anpdu 32

anmsdu

l'imt-ansdu 4096

bl ock- ack
guard-interval short
tx-mask 7

rx-mask 7

dcs tinme-interval 720
dcs sensitivity-level high
dcs client-aware enabl e
dcs dcs-2g-nethod auto
dcs channel -depl oynent 3-channe
dcs dcs-5g-nmet hod auto
dcs df s-aware enabl e

|

w an-radi o-profile Disabl ed-2G
role ap

band 2. 4G band- node bgn
2g-channel 6

ch-width 20

dti mperiod 2
beacon-interval 100
anpdu

l'imt-anpdu 50000
rssi-dbm -76
rssi- ki ckout -105
rssi-interval 2
rssi-optype 3
rssi-retrycount 6
rssi-verifytine 10



rssi-privilegetime 300
subfranme- anpdu 32

ansdu

l'imt-ansdu 4096

bl ock-ack
guard-interval short
tx-mask 7

rx-mask 7

dcs tinme-interval 720
dcs sensitivity-1leve
dcs client-aware enabl e
dcs dcs-2g-net hod auto
dcs channel - depl oyment
dcs dcs-5g-nmet hod auto
dcs df s-aware enabl e

hi gh

W an-radio-profile Disabl ed-5G

role ap

band 5G band- nbde an

2g- channe

6

ch-wi dth 20/ 40
dti mperiod 2

beacon-interva

anpdu

100

I'imt-anpdu 50000
rssi-dbm-76
rssi - ki ckout
rssi-interva
rssi-optype 3
rssi-retrycount 6
rssi-verifytine 10
rssi-privilegetinme 300
subfranme- anpdu 32

-105
2

3-channe

anmsdu

limt-ansdu 4096

bl ock- ack

guard-interval short
tx-mask 7

rx-nmask 7

dcs tinme-interval 720

dcs sensitivity-level high
dcs client-aware enabl e
dcs dcs-2g-nmethod auto

dcs channel -depl oynent 3-channe
dcs dcs-5g-nmet hod auto

dcs df s-aware enabl e

ép-group-profile defaul t

| an- provi
| an- provi
| an- provi
| an- provi
| an3 unt ag
| an- provi
| an- provi
| an- provi
| an- provi
| an- provi
| an- provi
| an- provi
| an- provi
| an- provi
| an- provi

S
S
s
s

S
s
s
S
S
s
Si
si
Si
Si

on
on
on
on

on
on
on
on
on
on
on
on
on
on

node
nodel
nodel
node

nodel
nodel
node

node

nodel
nodel
nodel
nodel
nodel
nodel

nwa5301- nj
nwa5301- nj
nwa5301- nj
nwa5301- nj

wac6502d- e
wac6502d- e
wac6502d- s
wac6502d- s
wac6503d- s
wac6503d- s
wac6553d- e
wac6553d- e
wac6103d- i
wac6103d-i

slotl ap-profile default
slotl ssid-profile 1 default
slot2 ap-profile default2
slot2 ssid-profile 1 default
| oad- bal anci ng node station
| oad- bal anci ng max sta 10

| oad- bal ancing traffic |evel

lanl activate pvid
|l an2 activate pvid
|l an3 activate pvid
vl an0 activate vid

lanl activate pvid
vl an0 activate vid
lanl activate pvid
vl an0 activate vid
lanl activate pvid
vl an0 activate vid
lanl activate pvid
vl an0 activate vid
lanl activate pvid
vl an0 activate vid

hi gh

S e

RPRRRRRRPERER

j oi

joi
joi
joi
joi

joi

| anl

I anl
I anl
I anl
I anl

| anl

untag | an2 untag

unt ag
unt ag
unt ag
unt ag

unt ag



| oad- bal anci
| oad- bal anci
| oad- bal anci
| oad- bal anci
| oad- bal anci

| oad- bal anci
|

ng
ng
ng
ng
ng
ng

al pha 5

beta 10

sigma 60

ti meout 20
lilnterval 10
ki ckl nterval 20

ép-group-profile Uncl assi fied

| an- provi si on nodel nwa5301- nj
| an- provi si on nodel nwa5301- nj
| an- provi si on nodel nwa5301- nj
| an- provi si on nodel nwa5301- nj
| an3 unt ag
| an- provi si on nodel wac6502d-e
| an- provi si on nobdel wac6502d-e
| an- provi si on nodel wac6502d-s
| an- provi si on nodel wac6502d-s
| an-provi si on nodel wac6503d-s
| an-provi si on nodel wac6503d-s
| an- provi si on nodel wac6553d-e
| an- provi si on nodel wac6553d-e
| an- provi si on nodel wac6103d-i
| an- provi si on nodel wac6103d-i

slotl ap-profile Disabled-2G
slot2 ap-profile Disabl ed-5G
node station
max sta 10
traffic | evel hi
al pha 5

beta 10

sigma 60

ti meout 20
lilnterval 10
ki ckl nterval 20

| oad- bal anci
| oad- bal anci
| oad- bal anci
| oad- bal anci
| oad- bal anci
| oad- bal anci
| oad- bal anci
| oad- bal anci

| oad- bal anci
|

ng
ng
ng
ng
ng
ng
ng
ng
ng

ép-group-profile wnam

| an- provi si on nodel nwa5301- nj
| an- provi si on nodel nwa5301- nj
| an- provi si on nodel nwa5301- nj
| an- provi si on nodel nwa5301- nj
| an3 unt ag
| an- provi si on nodel wac6502d-e
| an- provi si on nobdel wac6502d-e
| an- provi si on nodel wac6502d-s
| an- provi si on nodel wac6502d-s
| an- provi si on nodel wac6503d-s
| an- provi si on nodel wac6503d-s
| an- provi si on nbdel wac6553d-e
| an- provi si on nodel wac6553d-e
| an- provi si on nodel wac6103d-i
| an- provi si on nodel wac6103d-i

slot2

lanl activate pvid
|l an2 activate pvid
|l an3 activate pvid
vl an0 activate vid

lanl activate pvid
vl an0 activate vid
lanl activate pvid
vl an0 activate vid
lanl activate pvid
vl an0 activate vid
lanl activate pvid
vl an0 activate vid
lanl activate pvid
vl an0 activate vid

gh

lanl activate pvid
|l an2 activate pvid
|l an3 activate pvid
vl an0 activate vid

lanl activate pvid
vl an0 activate vid
lanl activate pvid
vl an0 activate vid
lanl activate pvid
vl an0 activate vid
lanl activate pvid
vl an0O activate vid
lanl activate pvid
vl an0 activate vid

ap-profile defaul t2
out put - power 30dBm
out put - power 30dBm
ssid-profile 1 default
ssid-profile 1 default
ap-profile default

slotl

slot2

slotl

slot2

slotl
|

ép-group first-priority wnam
|

rogue-ap detection

activate

!
rogue-ap contai nment

no activate

!

no auto-healing activate
aut o- heal i ng heal i ng-interval 10
aut o- heal i ng power-threshold -70
aut o- heal i ng heal i ng-threshol d -85

e

RPRRRPRRRRREE

s

RPRRRPRRERRERRREE

j oi

joi
joi
j oi
joi

joi

j oi

joi
joi
joi
joi

joi

| anl

I anl
| anl
| anl
| anl

| anl

| anl

I anl
I anl
I anl
| anl

| anl

unt ag

unt ag
unt ag
unt ag
unt ag

unt ag

unt ag

unt ag
unt ag
unt ag
unt ag

unt ag

| an2 unt ag

| an2 unt ag



aut o-healing margin 2
aut o- heal i ng heal i ng-margin 10
|

éapmap ap add EC: 43: F6: FD: 29: 1C

!

ap- group- nenber default nenber EC: 43: F6: FD: 29: 1C
|

éapmap manual - add enabl e
capwap ap fallback disable
capwap ap fallback interval 30
|

éapmap ap EC 43: F6: FD: 29: 1C
|

zone LANL
interface lanl
!
zone LANZ2
interface | an2
!
zone WAN
interface wanl
interface wanl_ppp
interface wan2
interface wan2_ppp
1
zone DWVZ
interface dnz
|

zone | PSec_VPN
!
ip dns security-options 1
nanme Custom ze
addr ess- obj ect - group any
!
ip dns security-options default
nanme Defaul t
addr ess- obj ect - group any

http server
http authenticati on WAM

T TTO

http secure-server cert default

ost name uag5100

ssh server cert default
ssh server

T T

onsol e baud 115200

ftp server cert default
ftp server

—— i m ) m e e e e

ele]

ntp

!

snnp- server

!

package site official
|

session-limt activate
session-limt limt 256
|

aut h-server authenticati on VVWAM
|

idp signature update auto
1

idp signature update weekly sun O
|

no bwm activate
!



no secure-policy activate
1

secure-policy 1
from LANL
action all ow
name LANL1_Qut goi ng
|
secure-policy 2
from LANL
to Device
action allow
nane LANL1_to_ Device
|
secure-policy 3
from LAN2
action allow
name LAN2_Qut goi ng
|
secure-policy 4
from LAN2
to Device
action allow
nane LAN2_to_Devi ce
|
secure-policy 5
from | PSec_VPN
action allow
nanme | PSec_VPN_Qut goi ng
|
secure-policy 6
from | PSec_VPN
to Device
action allow
nane | PSec_VPN to_Device
|
secure-policy 7
from DMZ
to Device
action allow
service Default_ Al ow DMZ To_Devi ce
nane DMZ to_Device
|
secure-policy 8
from DMZ
to WAN
action allow
name DMZ_t o_WAN
|
secure-policy 9
service Default_All ow WAN _To_Devi ce
action allow
from WAN
to Device
nane WAN_t o_Devi ce
|

secure-policy default-rule action deny |og
|
bwm 1
no activate
type per-user
incom ng-interface interface |an2
out goi ng-interface trunk SYSTEM DEFAULT_WAN_TRUNK

i nbound guar ant ee-bandw dth 512 priority 4
out bound guar ant ee- bandwi dth 512 priority 4
|

élgftp
alg ftp transfornation
|

users retry-limt
users retry-count 5



users | ockout-period 30
1

ﬁsers updat e- | ease aut omati on
;pp-match-dog activate
;pp-match-dog interval 300
%tn}phase 1 add al

er-auth | ogin setting
logout-ip 1.1.1.1
|

er-auth type defaul t-web-porta

!

web-auth type default-user-agreenent
|

web-auth type profile WAM

type web-portal external

web-portal login-url http://10.8.8.189/cp/zyxe
web- portal wel conme-url http://ya.ru

web-portal session-url http://ya.ru

|

web-auth activate
|

web- aut h exceptional -service DNS
|

web-auth policy 1
activate

aut hentication force

aut henti cation-type WNAM
sour ce WAn_subnet

|

web-auth policy 2
activate

aut henti cation-type VWAM
destinati on wnam

|

web-auth defaul t-rule authentication required no | og
|

ip i pnp activate
1

ip i pnp config
interface |l an2
|

wal | ed- garden activate
|

wal | ed-garden domain-ip rule 1
activate

type ip

name wnam

i p-address 10. 8. 8.189/24

|

billing w an-ssid-profile default
|

billing profile billing_30m ns
price O

tinme-period mnute 30
|

brinter-nanager button a billing_30m ns
printer-manager button b billing_30n ns
printer-manager button c¢ billing_30nm ns
!

ip upnp

upnp-igd activate
listen-interface | an2
|

paynment - servi ce account-delivery onscreen activate
|

sns-service provider-select vianett


http://10.8.8.189/cp/zyxel
http://ya.ru
http://ya.ru

| 2-isolation activate
|

| 2-isolation
interface | an2
|

free-tine reset-register 00:00
free-tine tinme-period 30

!

wt p- | oggi ng system | og suppression
|

Vnp-logging mail 1 category all level al
wt p-1ogging mail 2 category all |evel al
1

no usb-storage activate
no di ag-info copy usb-storage
|

ho | oggi ng ush-storage

!

| oggi ng system | og suppression

!

logging mail 1 category all |evel al
|

iogging mail 2 category all level al
!
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