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Bl MOMETE PA3ASNUTE AOMALUHION CETE HA HECKONLKD M3CNWPOBAHHLEX APYT OT ApYra CEerMeHToB. 3TO NONe3Ho ANA ONTHUMKIaLUMK Fpﬂl’l'}'CI{HOﬁ cnocoGHOCTH
DOMbLLUON CETH M NOELILWEHNA DE30NacHoCTU. [INA M3MEHEHWA NADAMETDOB CYLWSCTEYIOWEND CETMEHTA BIDEDWTE S0 3aNWCh B CIIMCKE.
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WAN , OpenVPN  172.16.255.6.


https://docs.netams.com/pages/viewpage.action?pageId=9863264

IPoE PPPoOE/VPN B02.1x KABINET 3GM4G WISP24ITy USBDSL IPvé Ping Check DDNS [Mpoyee

Moakno4vyeHns K MHTEPHETY W APYTUM CETAM

CNUCOK CeTeBslx MHTEPMERC 08, NPEOKAZHAYEHHEIX ONA COSOMHEHNA ¢ EHELUHMMK CETAMK. ECIM BEl NOOKNKUEH:! Kk ABYM W Gones NpOSaigepam, yCTaHOBUTE
OCHOBHOMY NOKMIOYEHWH0 GONbLUIMA MPUOPUTET. MOJKMIOYEHHA € MEHBLUMM NPHOPMTETOM GyayT HAXOOMTLCA B pe3epBe. UTo0L M3MEHWTL HACTPOMKK
NOAKNMKYEHHA, BEIDEDHTE €0 3annch B CNUCKS.

Onucanne Wurepdenc IP-agpec Wurepner [pwopmreT
) ©Erosdband connection ISP 172.16.130.88 fa 700
Q s OpenVEND 172.16.255.6 Het 350
) WifiMasterD/WifiStationd Her Her

| COXpaHUTL NPUOPKHTETHI | | MNetFriend

NMogknwoyenna  IPoE 802.1x KABINET 3GM4G WISP24I1Ty USBDSL IPve PingCheck DDNS [poyee
L L L L L L L 1 L

CoeguHeHun ¢ aeTopusaunen (PPPoE, L2TP, PPTP)

Ecnn AnA BeX0na B MHTENHET HYHA ABTOPM3ALMA UNW Bbl XOTUTE HACTPOWTHL JALMILIEKHOE NOAKMIYEHNE K VPN-CepBepy, HAaNDWMED ANA YOANSHHOM
LOCTYNa k KOPNOPATHEHOM CETH, CO34aNTE 308Ck HOBDS COSOMHEHHE. [INR HIMEHEHWA NADAMETDOE CYILSCTEYIOWETD COSOWHEHNRA ERIGEpHTE €0 2anHcs B

CMACKE.
WnTepdeic Tun Onucanwe WuTepHer
CpenvPND CpenvPN snl Het

| [003BnTs COBOMHEHNE |

OpenVPN . - ( Mikrotik).



HacTpo MKa coeMHEeHHA

Yia¥MTE PEMCTPAUMOHHBIS OaHHBIE, Bbl0aHHLIS NDOEARASPOM KM aAMWHKUCTRATORoM VPN-cepeepa. ECNKM 3T0 COSOMHEHME
NPENHEZHEYEH0 AR NOOKMYEHNS ¥ VIHTEDHETY, YCTAHOBUTE COOTEETCTEYHLUMA Naxow.

BrNkuMTS: [
MonyuaTs MAPLUPYTE OT YASNEHHOW CTOPOHS!: (¢

Pabouee pacnucanue: | HeT ¥ | HacTpowTs pacnncanma

Onucanue: |srvi

Twn (npoTokon). OpenvPN

MoaxniouarscA wepes: | Broadband connection (ISP) v |

Kowngmrypauma OpenV/PN: |client
dev tun
proto tep
remote - 11194
resolv-retry infinite
route 10.1.255 255 255 255 255 255
nobind
persist-key
persist-tun
cipher AES-123-CBC

AsTonogcTpolika TCP-MSS: @

MpumeHnTs | | OtMesa | | YaanuTs cosguHesme

client

dev tun

proto tcp

renote wnam srvl. provider.net 11194
resolv-retry infinite

nobi nd

persi st - key

persist-tun

ci pher AES-128-CBC

aut h nmd5

verb 3

<ca>

————— BEG N CERTI FI CATE- - - - -
openvpn

----- END CERTI FI CATE- - - - -

</ ca>

<aut h- user - pass>

keenetic

keenetic

</ aut h- user - pass>

O, . WiF.



Ll =T LGP EANNTE [ocTegan cets | Cnucok goctyna 2,4 Ty

To4ka goctyna 2,4 Ty

30eCk Bbl MOKETE H3MEHWTE MMA DECNPOBOAHOM CETH, Naponk AOCTYNA K HEl, 3 TAKKe ApYTe NapaMeTpPEL. ECNK Byl XOTHTE, YTOOL GSCNPOBOOHAR CETh
pafoTana TONsHO B ONPSASNeHHsIE Yackl, HACTPONTE ANA HeE PacnUCaHME.

OBpaTHTE BHUMEHWE, YTO NOCMNE M3MEHEHWA MMEHM CETH MNW &8 NaponAa NoTpedyeTcA 3aH0B0 HACTPOMTL GSCNPOBOAHOS NOMKMHHEHHE Ha BCSX BALUMX
VETPOHCTEAX.

BEMIOYMTE TOUKY JOCTYNE: [+
MimA ceti (SSID): | Keenetic-5410
Crpbleats 2510

Pabouee pacnucanme: | Her v | HacTpowTh pacnucadua

JawmTa cetw: | WRAZ-PSK v

Knioy ceTw: |testiest

CTpana: | Russian Federation v

CtaHgapr: | 802.11bgn v

KaHan: | OnTumansHyIfi v

BriGop onTMMansHore KaHana: | [pu BrmoyeHun v
LwpwHa kasana: | 20040 My A4

MowHoCTe cHrHana: | 100% v

BENHOUYHTE WMM: [«

MpocToe NogknYeHne yeTponceTe K becnpoBogHon cetn — WPS

Texnonorma 'Wi-Fi Protected Setup (WPS) No3BonAET JETOMATHYECKW HACTPOWTE 3aILMILEHHOE COSOWHEHME MEXTY WHTEDHET-LEHTPOM W GECNpPOROOHEIM
yeTponcTEOM. OHa padoTaeT B onepauMoHHLX cucTemax Android u Microsoft Windows, a Talke B0 MHOTMX ADYTHX YCTPOWCTBAX, HanpUMep Tenesu3opax u
MearaleHTpax. MpW NogKMIOYEHHA MCNoNBSYATE KHONKY «Wi-Fis Ha MHTEDHET-LUEHTDE.

Brmouwts WPS:

Mcnoneaoeate NUH-KOQ:

bl
Captive Portal,  ChilliSpot.
¢ "t
° )
®* "UAM Allowed" IP- WNAM - ( Walled Garden);
* "UAM Server" WNAM ( , WNAM, : http://172.16.255.1/cp/keenetic);
® "UAM Secret" C ™ ¢
® |P- RADIUS-( WNAM) RADIUS- ( , /etc/freeradius/clienst.conf WNAM);
L]

"RADIUS Location ID" , Keenetic WNAM ( , IP- Keenetic ).


http://172.16.255.1/cp/keenetic

MpunoxeHWA

(=10 LA LGl NocTyn K nankam

Cete Windows FTP Oona4Has cnyxba DLNA PPTP-cepeep KeenDNS Cepeep IPSec

Captive Portal

30eck Bbl MOXETE HACTPOWTE yeryry Captive portal

BrnoueH: |«
Mpodmne nocTaswmea yenyr Caplive portal: | PyyHan HacTpodka v
CerenT: v
UAM Allowed: [172.16.255.1 Yoanuwte
LNobaeuts

UAM Domain: (oTcyTCTEYI0T)

LoGaeuTs

UAM Server: |hitp:/f172.16.255.1/cp/keens
UAM Secret: |123
UAM Port:
UAM UI Port:
RADIUS-cepeep 1: | 172.16.255.1
RADIUS-cepeep 2:
RADIUS secret: \wnam_radius
RADIUS NAS 1D:
RADIUS location name: |5

RADIUS location 1D:

DNS1:|8844
DNS 2. |18888
MPUMEHHTE

telnet.

( RADIUS,,, )

no ppe software
no ppe hardware

NAS-IP-Address RADIUS-, WNAM . WAN

interface ChilliO chilli nasip 172.16.255.6

Keenetic. , CoovaChilli OpenVPN-:



NapaMeTpusl  OOHOBNEHKE

CHUCTEMHBIN XypHan

NwardocTHka 3axeaT nakeToB Pexum  Monb3oBaTend  KHomMkw  @adnkl  Pacnucakua

B ypHane perncTPUPYKITCA CHCTEMHEIE CODEITUA, KOTOPBIE MOTYT DbiTh NONE3HL aAMMHUCTPATOPY CeTH. COXPAHWTE ¥YDHAN HA KOMMNBOTED MOXHO H3

CTpaHuLe CHCTEMHbIE RN

OTNP2ENAT: #YDHAMN Ha BHELWHWA cepeep: || MpPUMEHUTE CUUCTUTE ¥YpHaN

(JOHOBNATE B DEANEHOM BDSMEHN. |«

Aug 30 22:50:49
Aug 30 22:56:49
Aug 30 22:50:49
Aug 30 22:509:49
Aug 30 22:50:49
Aug 30 22:50:49
Aug 30 22:50:52
Aug 30 22:50:56
Aug 30 23:00:00

Aug 30 23:00:01
Aug 30 23:00:01
Aug 30 23:00:01
Aug 30 23:00:03
Aug 30 23:00:03
Aug 30 23:00:03
Aug 30 23:00:03
Aug 30 23:00:03
Aug 30 23:00:03
Aug 30 23:00:03
Aug 30 23:00:03
Aug 30 23:00:03

Aug 30 23:00:03
Aug 30 23:00:03
Aug 30 23:00:03
Aug 30 23:00:04
Aug 30 23:00:28
Aug 30 23:00:23
Aug 30 23:00:39

ndm
ndm
ndm
coova-chilli
ndm
ndm

ndm
coova-chilli
coova-chilli
syslog
syslog
syslog
syslog
coova-chilli
coova-chilli
coova-chilli

ndm
coova-chilli
ndm

ndm
wmaond
wmond
coova-chilli

- - N VETS SETIO o8 88, 5000,
Chilli:-Interface: "Chillid": profile clearad.
Network:ZInterface::Base: "Chilli0™: interface is down.
Core:-ConfigurationSaver: saving configuration. ..
CoovaChilli shutting down
kernel: device br0 left promiscuous mode
Chilli:-Interface: "Chilli0™ interface is down, standby.
Core:-ConfigurationSaver: configuration saved.
WifiMasterdfAccessPointd: (RT2860) STA(4c:57 ca:2¢:0f 4¢) had disassociated.
Chilli:-Interface: "Chillid™: already bound to Bridgel.
Chilli:-Interface: "Chilli0™: walled garden cleared.
Chilli:-Interface: "Chillid™: "172.16.255 1" added to walled garden.
illi:-Interface: "Chilli0": walled garden clearad.
Chilli:-Interface: "Chillid™: uamserver set fo "hitp172.16.255 1/cp/keenetic™.
Chilli:-Interface: "Chilli0™: uamport reset to default.
illi:-Interface: "ChilliD": uamuiport reset to default.
ChillizZInterface: "Chilli0": uamsecret set to "123".
Chilli:-Interface: "Chilli0™: RADIUS servers set to 172.16.255.1, (nong).
illi::Interface: "Chilli0™ radiussecret set to "wnam_radius”.
Chilli:ZInterface: "Chilli0": radiusnasid cleared.
ChillizZInterface: "Chilli0": radiuslocationname set to "5”.
iZInterface: "Chilli0™ radiuslocationid set to ™.
Chilli:-Interface: "Chilli0™: DNS servers setto 58.4.4, 3.5.8.8.
Chilli:-Interface: "Chillid": profile clearad.
Metwork:-Interface::Base: "Chilli0": interface is up.
Core:-ConfigurationSaver. saving configuration...
Chilli:-Interface: "Chillid": uamport is not set or invalid.
Chilli:-Interface: "Chillid": flushing conntrack...
Chilli:-Interface: "Chilli0™: flushing conntrack is done.
(Re)processing options [varrun/chilli. 10500.cfg_bin]
running chilli_opt on fvarfrun/chilli.10500.cfg.bin
IPvE disabled
DHCF Listen: 192.168.1.1
UAM Listen: 192.168.1.1
PID 10501 saving options to Avarfrun/chilli. 10500.cfg.bin
PID 10500 rereading binary file ivarfrunfchilli. 10500.cfg_bin
PID 10500 reloaded binary options file
CoovaChilli 1.3.1.4. Copyright 2002-2005 Mondru AB. Licensed under GPL. Copyright 2006-2012 David Bird (Coova
Technologies). Licensed under GPL. See hitpiicoova.github.iof for details.
kermel: ADDRCONF(NETDEY_CHANGE): chilliD: link becomes ready
TX gueue length set to 100
kernel: device br0 entered promiscuous mode
Core:-ConfigurationSaver. configuration saved.
WifiMasterd/AccessPointD: (RT2860) STA(4c:57.ca2c.0f 4c) had associated successfully.
WifiMasterdfAccessPointD: (RT2860) STA(4c:57 ca:2¢c.0f 4¢) set key done in WRPAZINPAZPSK.
Successful UAM login from username=4C:57.CA. w |P=182.168.1.2 et

(startup-config.txt).

WNAM. OpenVPN-,

Keenetic ipp.txt users.txt, RADIUS- /etc/freeradius/clients.conf.

WNAM Keeentic, IP-, ( APL), " (m™mommtmo)



https://docs.netams.com/download/attachments/12058634/startup-config.txt?version=1&modificationDate=1504173771000&api=v2

M3meHeHve cepsepa JocTyna

MapameTpbl RADIUS SNMP/TACACS+ KaTeropuu o
Tun Wm#a ycTponcTea

Zyxel Keenetic v Keenetic Giga Il
IP agpec (NAS-IP-Address) BHewHWi IP agpec

172.16.255.6 192.168.1.1
MecTononoxeHwe

Keenetic LAB

KommeHTapuit

Norvn © Mapone ©

A
KMcnonb3oBaTk CHETYMKKM akKayHTWHra nony4eHo 0 3anucen
(] MeHATL MecTamu cHETYMKK Npuémal/nepenayqv
[J OnpegendTts MMeHa ycTpoWcTB aboHEHTOB
(] MNMpuHUMaTE geTann3auuio notokoe NetFlow nony4yeHo 0 3anucedn

m‘ | Yaanutk CoOXpaHUTE U3MEHEHUA 3akpeITh

0C-8) () - ("™ ™).




MN3meHeHMe nnowanku

MapameTphbl ABTOPH3aLIMA

Homep

o

Agpec/HasEaHWe

Keenetic LAB

KoHTakTHo: nuuo

Anton

KoOMMEHTapWHA

MpuceoeHHanA IP nogceTe

192.168.1.0v24

PazpelleHHkIi cepEep AocTyna

Keenetic LAB 172162556

Wi-Fi  WNAM

MNepeHanpaBneHWe OrpaH4eHnA CoucetH RADIUS

T™n

Mnowanka v

Tar

OononHuTenkeHelR 1D Ha 3TOM cepeEepe

YAanuTh COXpaHWTh H3IMEHEHHA 33aKpbITh




MapameTpbl 3anMcK o Ceccun

MAC AC:57:CA I IP appec 192.168.1.2
Bpema Havana 30.08.2017, 23:15.05 BPeMA 3aEeplIeHiA
AnuTenEHOCTL 04 5M 15¢ Cepeep AocTyna 172.16.255.6
MNpuHATO, GaiT 51118162 OTnpaeneHo, GanT 596040
Mnowapnka 5 Keenetic LAB
Totka gocTyna 10:7B:EF:60:0F 58 (Keenetic) Kanan
Mone3oEaTenk AC57-CA n Fi | -
WAeHTHUKaTOp ceccuu 59a7195c00000001-2c0f4c

MOTOKW JAHHBIX B 3TOM CECCHMM rapameTpbl 'jq"‘-IETHOﬁ 3anucW NoNb30BaTeEnA

- Ivar/log/tomcat8/catalina.out :




23:42:13. 325 DEBUG [c.n.w. web. cp. CaptivePortal Controll er:630] - CP Keenetic
redirect: cid=4C 57: CA XX: XX: XX, ip=192.168. 1.2, ap='10: 7b: ef : 60: 0f : 58",

Keeneti c=192. 168. 1. 1: 3990, chal | enge=f b39b73e23bd70cb0766e604b3e7c9ch

23:42:13. 343 DEBUG [c.n. w. web. cp. CaptivePortal Control |l er:2158] -

processAut hRequest KEENETI C: user nanme=4C: 57: CA: XX: XX: XX, i p=192. 168. 1. 2,
server=192. 168. 1. 1: 3990, site_id=5, domai n_i d=fb39b73e23bd70ch0766e604b3e7c9ch,
dst="http://bash.im

23:42:13. 343 DEBUG [c.n.w. web. cp. CaptivePortal Controller:2327] -

processRedi rect Request G mac=4C: 57: CA: XX: XX: XX, net hod=FORM

f or mMName=58bdc4965e4df 6273ac60210, redirectU |l =http://bash.im key=a064a5a8-f940-
4a49- af 65- e79c306e4416

23:42:17.111 DEBUG [c.n.w. web. cp. CaptivePortal Controller:2016] - RedirectC
login: site_id=5, usernane=4C:57: CA: XX: XX: XX, dst="http://bash.im,

dst _extra='nul I’

23:42:17.112 DEBUG [c.n.w. web. cp. Capti vePortal Controller:2752] - |ogi nAt NasCi
KEENETI C mac=4C: 57: CA: XX: XX: XX, i p=192.168. 1.2, server=192.168.1.1:3990, dst='htt
p://bash.im

23:42:17.115 DEBUG [ com net ans. wnam web. cp. CoovaChi | |i:62] - backToKeenetic
login I en=501, server='192.168.1.1:3990', usernanme=4C: 57: CA: XX: XX: XX,
enc_passwor d=8b58c44d54d202af, dst='http://bash.im

23:42:17.235 I NFO [ WhanRadi us: 659] - AUTH for new session | D=59a71f bbO0O000001-
2c0f 4c, request MAC=4C: 57: CA: XX: XX: XX, | P=192.168.1.2, cust_clientid=null
23:42:17.261 I NFO [ WhanRadi us: 842] - ACCT Start new session | D=59a71f bbO0O000001-
2c0f 4c, MAC=4C: 57: CA: XX: XX: XX, 1 P=192.168. 1.2, NAS=172.16.255.6

23:47:17.764 | NFO [ WhanRadi us: 842] - ACCT Interim Update existing session

| D=59a71f bb00000001- 2c0f 4c, durati on=00: 05: 00, MAC=4C: 57: CA: XX: XX: XX, |P=192.
168. 1.2, NAS=172.16.255.6

23:52:17.162 I NFO [ WhanRadi us: 842] - ACCT Interi m Update existing session

| D=59a71f bb00000001- 2c0f 4c, duration=00:09:59, MAC=4C. 57: CA: XX: XX: XX, |P=192.
168. 1.2, NAS=172.16.255.6

23:57:17. 417 | NFO [ WhanRadi us: 842] - ACCT Interi m Update exi sting session

| D=59a71f bb00000001- 2c0f 4c, durati on=00: 15: 00, MAC=4C: 57: CA: XX: XX: XX, | P=192.
168. 1.2, NAS=172.16.255.6

00: 01: 21. 056 | NFO [ WhanRadi us: 842] - ACCT Stop existing session

| D=59a71f bb00000001- 2c0f 4c, durati on=00: 19: 03, MAC=4C: 57: CA: XX: XX: XX, | P=192.
168. 1.2, NAS=172.16.255.6

C RADIUS- ( freeradius -X):

rad_recv: Access-Request packet from host 172.16.255.6 port 53932, id=10,
| engt h=262

ChilliSpot-Version = "1.3.1.4"

User - Nane = "4C: 57: CA: XX: XX: XX"

User - Password = "\ 261-f\ 324\ 345\ 220\ 331D"

Servi ce- Type = Logi n- User

Acct - Session-1d = "59a7168600000001"

Framed- | P- Address = 192.168.1.2

NAS- Port - Type = Wrel ess-802. 11

NAS- Port =1

NAS- Port-1d = "00000001"

Cal ling-Station-1d = "4C 57- CA- XX- XX- XX"

Cal | ed-Station-1d = "10-7B- EF- 60- OF- 58"

NAS- | P- Address = 172.16.255.6

NAS- | dentifier = "nasOl1"

W SPr-Location-ID = "--dns1=8. 8. 4. 4"

W SPr - Locat i on- Name = "5"

W SPr - Logof f-URL = "http://192.168. 1. 1: 3990/ 1 ogof f"

Message- Aut henti cat or = 0xO0f 04a9f 4438becd4311576f 74f ebd188


http://bash.im
http://bash.im
http://bash.im
http://bash.im
http://bash.im
http://bash.im
http://192.168.1.1:3990/logoff

# Executing section authorize fromfile /etc/freeradius/sites-enabl ed/ default
+group authorize {

++[ preprocess] = ok

[ pap] WARNING No "known good" password found for the user. Authentication nay
fail because of this.

++[ pap] = noop

++[ chap] = noop

rimperl: RECV: IO :Socket::|NET=CLOB(0xfd2ec0)

rimperl: authorize reply: .

rlmperl: Added pair Message- Aut henticator = 0x0f 04a9f 4438becd4311576f 74f ebd188
rimperl: Added pair NAS-Port =1

rlmperl: Added pair Franed-|P-Address = 192.168.1.2

rimperl: Added pair Acct-Session-ld = 59a7168600000001

rlmperl: Added pair NAS-ldentifier = nasOl

rlmperl: Added pair Called-Station-1d = 10-7B- EF-60- OF- 58

rlmperl: Added pair User-Name = 4C: 57: CA: XX: XX: XX

rimperl: Added pair WSPr-Logoff-URL = http://192.168. 1. 1:3990/ I ogof f
rimperl: Added pair NAS-IP-Address = 172.16.255.6

rlmperl: Added pair NAS-Port-Type = Wrel ess-802. 11

rlmperl: Added pair User-Password = \261-f\ 324\ 345\ 220\ 331D

rlmperl: Added pair NAS-Port-Id = 00000001

rlmperl: Added pair ChilliSpot-Version = 1.3.1.4

rlmperl: Added pair Calling-Station-1d 4C- 57- CA- XX- XX- XX

rlmperl: Added pair WSPr-Location-Nane = 5

rimperl: Added pair Service-Type = Logi n-User

rlmperl: Added pair WSPr-Location-1D = --dns1=8.8.4.4

rimperl: Added pair Acct-Interimlinterval = 300

rlmperl: Added pair C eartext-Password = \261-f\ 324\ 345\ 220\ 331D
rimperl: Added pair Auth-Type = PAP

++[ perl] = ok

+} # group authorize = ok

Found Aut h- Type = PAP

# Executing group fromfile /etc/freeradi us/sites-enabl ed/ default
+group PAP {

[pap] login attenpt with password ""

[ pap] Using clear text password ""

[ pap] User authenticated successfully

++[pap] = ok

+} # group PAP = ok

WARNI NG Enpty post-auth section. Using default return val ues

# Executing section post-auth fromfile /etc/freeradius/sites-enabl ed/ default
Sendi ng Access-Accept of id 10 to 172.16.255.6 port 53932
Acct-Interimlinterval += 300

Fi ni shed request O.

Going to the next request

e T T T T T T T T T T T T e T T T T T

Waki ng up in 4.9 seconds.

rad_recv: Accounting-Request packet from host 172.16.255.6 port 45617, id=1,
| engt h=206

Chi | l'i Spot - Ver si on "1.3.1.4"
ChilliSpot-Attr-10 = 0x00000001
Event-Timestanp = " 30 2017 22:50: 06 MsK"
User - Nane = "4C: 57: CA: XX: XX: XX"

Acct - St at us- Type = Start

Acct - Session-1d = "59a7168600000001"
Framed- | P- Address = 192.168.1.2

NAS- Port - Type = Wrel ess-802. 11

NAS- Port =1

NAS- Port-1d = "00000001"
Calling-Station-1d = "4C 57- CA- XX- XX- XX"
Cal | ed-Station-1d = "10-7B- EF- 60- OF- 58"
NAS- | P- Address = 172.16.255.6

NAS- I dentifier = "nasOl1"

W SPr-Location-I1D = "--dns1=8. 8. 4. 4"

W SPr - Locat i on- Nane = "5"


http://192.168.1.1:3990/logoff

# Executing section preacct fromfile /etc/freeradius/sites-enabl ed/ default
+group preacct {

++[ preprocess] = ok

[acct _uni que] Hashing 'NAS-Port = 1,NAS-ldentifier = "nas01", NAS-| P- Address =
172. 16. 255. 6, Acct - Session-1d = "59a7168600000001", User - Nane = "4C: 57: CA: XX: XX
[acct _uni que] Acct - Uni que- Session-1D = "7e353f 41a7bfac9e".

++[ acct _uni que] = ok

+} # group preacct = ok

# Executing section accounting fromfile /etc/freeradi us/sites-enabl ed/ default
+group accounting {

[radut np] expand: /var/log/freeradius/radutnp -> /var/log/freeradius/radutnp
[ radut np] expand: % User-Nanme} -> 4C: 57: CA: XX: XX: XX

++[ radut np] = ok

rimperl: RECV: 1O : Socket::|NET=GLOB(0xfd2ecO)

rlmperl: Added pair NAS-Port =1

rimperl: Added pair ChilliSpot-Attr-10 = 0x00000001

rlmperl: Added pair Franed-|P-Address = 192.168.1.2

rlmperl: Added pair Acct-Session-1d = 59a7168600000001

rlmperl: Added pair NAS-ldentifier = nasOl

rlmperl: Added pair Called-Station-l1d = 10-7B- EF-60-0F-58

rlmperl: Added pair User-Name = 4C. 57: CA: XX: XX: XX

rimperl: ERROR Failed to create pair Event-Tinmestanp = 30 2017 22:50: 06 MK
rlmperl: Added pair NAS-1P-Address = 172.16.255.6

rimperl: Added pair Acct-Unique-Session-Id = 7e353f41a7bfac9e

rlmperl: Added pair NAS-Port-Type = Wrel ess-802. 11

rimperl: Added pair NAS-Port-1d = 00000001

rlmperl: Added pair ChilliSpot-Version = 1.3.1.4

rlmperl: Added pair Calling-Station-Id = 4C 57- CA- XX- XX- XX

rlmperl: Added pair WSPr-Location-Nane = 5

rimperl: Added pair Acct-Status-Type = Start

rlmperl: Added pair WSPr-Location-1D = --dns1=8.8.4.4

++[perl] = ok

[attr_filter.accounting_response] expand: % User-Nanme} -> 4C: 57: CA: XX: XX: XX
attr_filter: Matched entry DEFAULT at |ine 12
++[attr_filter.accounting_response] = updated

+} # group accounting = updated

Sendi ng Accounting-Response of id 1 to 172.16.255.6 port 45617

Fi ni shed request 1.
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