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NETWORKS

Dashboard Monitoring Diagnostics =~ Maintenance Save Configuration
WIZARDS Configuration > AP Group
AP

Controller AP Group | AP Spedific

Campus WLAN
Remote AP
AirWave

Delete
Delete

Delete
NETWORK

Controller Delete
VLANS Delete
Ports Delete
Cellular Profile
P

Delete

Delete
SECURITY

Authentication wnam_auth]| HEE Add || Cancel
Access Control

WIRELESS 2.
> AP Configuration
AP Installation

MANAGEMEMNT
General
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Dashboard Monitoring Diagnostics Maintenance Save Configuration

WIZARDS Security > Authentication > Servers

o Servers | AAA Profiles | L2 Authentication | L3 Authentication | User Rules | Advanced
Controller

ey | | s E——

Remote AP | Instance

AirWwave

NETWORK

Controller

WLANs

Ports

Cellular Profile

IP

RADIUS Server

SECURITY

» Authentication

wnam_au| Add

LDAP Server
Access Control

WIRELESS Internal DB
AP Configuration

AP Installation

Tacacs Accounting Server

MANAGEMENT

General

TACACS Server

Administration
Certificates
SNMP

Logging

Clock

XML API Server
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NETWORKS

Dashboard Monitoring

WIZARDS
AP
Controller
Campus WLAN
Remote AP
Airwave
NETWORK
Controller
WLANS
Ports
Cellular Profile
IF
SECURITY

ation
Access Control
WIRELESS
AP Configuration
AP Installation
MANAGEMENT
General
Administration
Certificates
SHNMP
Logging
Clock
Guest Provisioning
Captive Portal
SMTF
Bandwidth Calculator
Threshaold

Diagnostics Maintenance Save Configuration

Security > Authentication > Servers

Servers | AAA Profiles

L2 Authentication | L3 Authentication

E Server Group

[E RADIUS Server

]

LDAP Server

]

Int=rnzl DB

]

Tacacs Accounting Server

®

TACACS Server

]

XML API Server

]

RFC 3576 Server

]

Windows Server

User Rules

RADIUS Server

Advanced

Instance

|wnarn_5rv{

Add




Diagnastics ~ Maintenance Save Configuration

[Security > Authentication > Servers

Servers | AAA Pr L2 Authentication | L3 Authenticati User Rules anced
=l RADIUS Server > wnam_srv. Show Reference Save As Reset
Host WHNAM [P x xx.x
Key
cppm_username
Bl RABIUS Server CPPM credentials
cppm_password  Retype
Auth Port 1812
Acct Port 1813
B LDAP Sen Radsec Port 2083
Retransmits 3
[ 1nternal 0B
Timeout 5 sec
[ Tacacs Accounting Sen Eh Biin
[ TACACS Server NAS 1P Aruba controller IP xx.3x
Enable IPve
[ XML APLServer
NAS 1PVE
[ RFC 357 Sarver
vianid
Source Interface
[ windows Server ipu6addr
Use MDS
Use IP address for calling station ID
Mode V]
Lowercase MAC addresses
[ Tacacs Accounting Server
MAC address delimiter colon ~
[ TACACS server Service-type of FRAMED-USER
[ XML APLServer (Erees
Radsec Trusted CA Name
[ RFC 3576 Server
Radsec Server Cert Name
#  Windows Server Radsec Client Cert
csid_type macaddr v
called-station-id include_ssid  enable ~
csid_delimiter  colon

Dashboard | Monitoring Diagnostics  Maintenance Save Configuration

WIZARDS Security > Authentication > Servers

o5 7 Servers | AAA Profiles | L2 Authentication | L3 Authentication | User Rules | Advanced
Controller

Campus WLAN —
B Server Group Server Group > wnam_au Show Reference | SaveAs | Reset
Remote AP
Arwave
NETWORK

Controller Load Balance

Fail Through

VLANS
ports

Servers
Name Server-Type trim-FQDN Match-Rule

Cellular Profile imam_au

* Server Name Trim FQDN Match Rules

SECURITY BATUE R Internal (Local) | v] Match Type Operator Watch String

> Internal (Local) Authstring ~ contains  ~

(Radius) Add Rule Delete Rule

m

Access Control

WIRELESS

AP Configuration wmam_srv

Server Rules

Priority Attribute Operation Operand Type Action Value Validated

AP Installation
LDAP Ser

MANAGEMENT
ensal Internsi DB New
Administration
Certificates
SNMP.

Logging

Clock

Guest Provisioning

Captive Portal

SR

Bandwidth Calculator

Threshold
ADVANCED SERVICES

Tacacs Accounting Server

TACACS Seruer

XML AP Server

RFC 3876 Sarver

Veindows Server

B BB B B B B

Redundancy.

AirGroup

1P Mobility

stateful Firewall

External Services Apply

VPN Services Commands View Commands
Wired Access
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WIZARDS Security > Authentication > Servers

Dashboard | Monitoring Diagnostics | Maintenance

Save Configuration

Controller
Campus WLAN
Remote AP
AirWave

NETWORK

Server Group

RADIUS Srver

LDAP Server
Controller

Ports

Cellular Profile Tacacs Accounting Sarver

™
TACACS Ser

SECURITY

i XML AL Server

Access Control

®
2]
Sk B tnternal D
®
2]
®
a

fiReiess RRC 3576 Server
AP Canfiguration
AP Installation
MANAGEMENT
— wnam controller x.x.x.x
Administration
Certificates Bl Windows Server
snmp
Logging
Clock
Guest Provisioning
Captive Portal
suTe
Bandwidth Calculator
Threshold
ADVANCED SERVICES
Redundancy
AirGroup
1P Mobility
Stateful Firewall
External Services
VPN Services —
Wired Access
Al profiles

i Servers | AAA Profiles | L2 Authentication

L3 Authentication | User Rules | Advanced

RFC 3576 Server > wnam controller x.x.x.x

Log out admin

1

Key

Radsec

Apply

View Commands
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ETWORKS

Dashboard Manitoring

Diagnostics Maintenance

WIZARDS Security > Authentication > Servers

Save Configuration

Controller
Campus WLAN
Remote AP
AirWave
NETWORK
Controller
WVLAMS
Ports
Cellular Profile
IP
SECURITY
Access Control
WIRELESS
AP Configuration
AP Installation
MAMAGEMENT
General
Administration
Certificates

AR Servers | AAA Profiles
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o

Server Group

RADIUS Server

LDAP Server

Internal DB

Tacacs Accounting Server

TACACS Server

XML API Server

RFC 3576 Server

Windows Server

L2 Authentication | L3 Authentication | User Rules | Advanced

RFC 3576 Server
| Inst;

WNAM controller x.x.x.x |-

9 aaa:




pashboard ~ Monitoring Diagnostics ~ Maintenance Save Configuration
\WwizarDs Security > Authentication > Profiles
AP S > A 3 A A
‘ Servers | AAA Profiles | L2 Authentication | L3 Authentication | User Rules | Advanced
Controller
Campus WLAN AR AAA Profiles Summary
e Name Role MAC Auth. 802.1x Auth. RADIUS Acct. XML-APT Auth.
AirWave
[NETWORK
Controller
VLANS
Ports
Cellular profile Wnam_zaa_profi Cancel
jc
2
SECURITY
Access Control
WIRELESS
AP Configuration
AP Installation
MANAGEMENT
General
Dashboard | Monitoring Diagnostics  Maintenance Save Configuration
WIZARDS Security > Authentication > Profiles
L] ["Servers | AAA Profiles | L2 Authentication | L3 Authentication | User Rules | Advanced
Controller
Campus WLAN O s =
AAA Profile > wnam_aaa_profile Show Reference | Savess | Reset
Remote AP
Airwave B v
Initial role WNAM_role -
NETWORK [ ARUBA-DEMG-ass prof
Cantraller _ MAC Authentication Default Role guest 5
g
IVLANS 802.1X Authentication Default Role guest -
i B corpret
Download Role from CPPM
Cellular Profile B cefout
= L2 Authentication Fail Through
B defauk dotix
SECURITY Multiple Server Accounting
S B defaut detiscpsk
Enable
Access Control B it racin User idle timeout
seconds
WIRELESS —_
AP Configuration S = Max 1Pv4 for wireless user 2
ihp etailotion G RADIUS Interim Accounting 7]
MANAGEMENT
) B guesnet User derivation rules NONE-—- +
Genera
S Bl guestnonet Wired to Wireless Roaming @
Certficates Bl Mivodnyhigrushek SIP authentication role —-NONE— =
SHME B NoauthaaaProfie Device Type Classification Bl
Logging
o B photonet Enforce DHCP
Guest Provisioning B il P A Al TR
Captive Portal B it Open SSID radius accounting
sMTe e
Bandwidth Caleulator T
Threshold MAC Authentication
AN ANCED SERVICES) MAC Authenticaton Server Group wnam_au
Redundancy i
s 02,0 Authentistion
17 Mobility 8021 Authenteation Server Group -
Stateful Firewall
External Services
VPN Services Commands View Commands

Wired Access
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Dashboard

WIZARDS
AP
Controller
Campus WLAN

Monitoring

Diagnostics Maintenance

Security > Authentication > Profiles

Sawe Configuration

| Servers | AAA Profiles | L2 Authentication

L3 Authentication

User Rules | Advanced

Guest Provisioning

Captive Portal

SMTP

Bandwidth Calculator

Threshold
ADVANCED SERVICES

Redundancy

AirGroup

1P Mobility

MAC Authentication Server Group

202.1X Authentication

802.1X Authentication Server Group

RADIUS Accounting Server Group
[# XML API server

B RFC 3576 server

vanam_au

default

Bl Ana " | MAC Authentication Server Group > default -
Remote AP
Airwave B 21w default
NETWORK B ARUBA-DEMO-a=a_prof Fail Through
Controller [ p— Load Balance
Moo & - Servers
Ports oo
Cellular Profile [ default
IP
F  default-dotix
SECURITY
> Authentication B defaut-dotix-psk
Access Control B default-mac-auth
WIRELESS
g B defeuit-cpen L
AP Configuration J
AP Installation [# default-xmi-api
MANAGEMENT B guestnet
General &
estnonet
Administration R
Certificates [# Mirvodnyhlgrushek
Shme [ NoAuthAAAProfis
Logging
Clock B phatanst
Guest Provisioning & whid
Captive Portal
H  whidcp
SMTP
Bandwidth Calculator B wnam_ssa_prcfile | 4
Threshald MAC Authentication
ADVANCED SERVICES
MAC Authentication Server Group default
Redundancy
AirGroup 802.1X Authentication
IP Mobility 802.1X Authentication Server Grouo i
tatefl Firewsll
12 aaa,
arvba JBILITY C OLLER |
NETWORES
Dashboard Monitoring Diagnostics Maintenance Sawve Configuration
WIZARDS Security > Authentication > Profiles
AP 5 z
‘ Servers | AAA Profiles | L2 Authentication | L3 Authentication | User Rules | Advanced
Controller
[EerT
Campus WLAN 4
RADIUS Accounting Server Group > default -
Remote AP [ corpnet 9 P H
AlriWave [# default GoETL
NETWORK Fail Through
[ default-dotix
Controller Load Balance
H defsult-dotix-psk F
VEAS Servers
T B default-mac-auth
Cellular Profile
- [ default-open
SECURITY [ default-xmi-api
> Authentication [ guestnet
Access Control
dhiaeee [# guestnonet
AP Configuration [#  Mirvodmyhlgrushek
AP Installation Ry e
oAU L
MAMAGEMENT
General [l photonet
Administration [ E
Certificates
[ whirtcp
SNMP
Logaing = vmam_sza_profile
Clack MAC Authenication
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Dashboard = Monitoring

WIZARDS
AP
Controller
Campus WLAN
Remote AP
AirWave
NETWORK
Controller
VLANS
Forts
Cellular Profile
P
SECURITY
> A
Access Control
WIRELESS
AP Configuration
AP Installation
MANAGEMENT
General
Administration
Certificates
SNMP
Logging
Clock
Guest Provisioning
Captive Portal
SMTP
Bandwidth Calculator
Threshold
ADVANCED SERVICES
Redundancy
AirGroup
1P Mobility

Diagnostics Maintenance Save Configuration

Security > Authentication > Profiles

| Servers

0 &8 EHBBHEHHSHHBBH B &

AAA Profiles | L2 Authentication [ L3 Authentication

default

default-dotix

default-dotx-psk

default-mac-auth

default-open

default-xmk-api

guestnet

guestnonst

Mirvadnyhlgrushek

NoAuthAAAPrafie

photonet

wehirl

vihirlcp

winam_sza_profile
MAC Authenticstion
MAC Authentication Server Group winam_au
802.1X Authentication
B02.1X Authentication Server Group
RADIUS Accounting Server Group wnam_su
XML API server

RFC 3576 server

m

User Rules | Advanced

RFC 3576 servers

Name

Add a profile b 1.
RFC 3576 server > XX.X.XWnam ip
Key
Radsec [}

14 IP wnam
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HNETWORKS

Dashboard Monitoring

WIZARDS
AR
Controller
Campus WLAN
Remote AP
AirWave
NETWORK
Controller
V0LANs
Ports
Cellular Profile
IF
SECURITY
Authentication
Access Control
WIRELESS
AP Configuration
AP Installation
MANAGEMENT
General
Administration
Certificates
SNMP
Logaging
Clock
Guest Provisioning
Captive Portal
SMTP
Bandwidth Calculator
Threshold
lADVANCED SERVICES
Redundancy
AirGroup
IF Mobility

Stateful Firewall

External Services

MON Somrisacs

Diagnostics

Maintenance

Advanced Services > Stateful Firewall > Destinations

Save Configuration

| Global Setting

Add

Add Rule
Rule Type

IP Address

ACL White List | White List BW Contracts

Name

host -

Lwnam ip X.X.X.x

Metwork Services | Dastination

Add Cancel
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ETWORKS

Dashboard

WIZARDS
AP
Controller
Campus WLAN
Remote AP
AirWave
NETWORK
Controller
WVLANS
Ports
Cellular Profile
IF
SECURITY
>
Access Control
WIRELESS
AP Configuration
AP Installation
MAMNAGEMENT
General
Administration
Certificates
SNMP

| maning

Monitoring

Diagnostics Maintenance Sawe Configuration

Security > Authentication > L3 Authentication

| Servers | AAA Profiles | L2 ﬂ«uthentication“ L3 Authentication |‘User Rules | Advanced

[=] Captive Portal Authentication

WISPr Authentication

VPN Authentication

Stateful NTLM Authentication

Stateful Kerberos Authentication

H B #H &

Captive Portal Authentication Profile

Instance

wnam_captive_portal Add

16 L3 captive portal:

— 7 o= =
ashboard | Monitoring Diagnostics | Maintenance | Save Configuration
S ARae Security > Authentication > L3 Authentication
% ["Servers [ Aaa profiles | L2 Authentication | L3 Authentication | User Rules | Advanced
Controller
Campus WLAN e il el
] Captive Portal Authenticat Captive Portal Authentication Profile > wnam_captive_portal Eonees) B =
Remote AP
Airtave
Default Role ‘ guest. - ‘
[ETWORK
o Default Guest Role ‘ quest - ‘
e Redirect Pause 2 sec
Ports =
Cellular Profile UeorLegin J
o Guest Login @
becurmy Logout popup window
Use HTTP for authentication ]
Access Control
Logon wait minimum wait 5 sec
IRELESS
Bl wnam_captive portsl
AP Configuration Logon wait maximum wait 10 sec
server Group wnam_su
AR Inetslizon logon wait CPU utilization threshold s0 %
ManacevenT
B WISPr Authentication Max Authentication failures o
General
Administration B bion Show FQDN 1
Certificates Authentication Protocal PAP -
snmp Sateul NTLM Authentcaton
; = Eym [ [wnam P /cplaruba?welcome [
oaging
e [l Statehul Kerberos Authentcaton Welcome page ‘ wnam IP /cplaruba?welcome |
Guest Provisioning Show Welcome Page
Cantive Bt Add switch IP address in the redirection URL il
P ‘adding user vian in redirection URL @l
S ——————
Bandwidth Calculator
Tt Add a controller interface in the redirection URL address | Aruba controller IP |
[rDVANCED SERVICES Allow only one active user session
Redundancy ] winam_caplive_portal .
‘ wnam_destination ~
AirGroup; Server Group. winam_au — Delete
1P Mobility White List
[ — B ERUmrRa L D P
Bl VPN Avthentiaton <]
Black List
Bl Statful NTLM Authentestion N ml .
B Sttehul Kenberos Authentcaton Show the acceptable use policy page
_|Enable
User idle timeout
seconds
Redirect URL admin
Bypass Apple Captive Network Assistant 1}

URL Hash Key

Retype:

17 wnam aaa:



Dashboard Monitoring

WIZARDS
AP
Controller
Campus WLAN
Remote AP
AirWave
METWOREK
Controller
VLAN=
Ports
Cellular Profile
IF
SECURITY

Authentication

WIRELESS
AP Configuration
AP Installation
MAMAGEMENT

General

Adrmminictratinn

Diagnostics

Maintenance

Security > Access Control = User Roles

Save Configuration

User Roles | System Roles | Policies | Time Ranges

Add

Guest Access

18 wnam_role policy:

aruba Al / CONTROLLER | 7210
Dashboard | Monitoring Diagnostics  Maintenance

WIZARDS Security > User Roles > Add Role

Save Configuration

Contraller
Campus WLAN
Remote AP
AirWave Firewall Policies | Bandwidth Contracts
NETWORK
Contraller
VLANS

Ports

Cellular Profile
P

SECURITY
Authentication

v6-logon-control
coptiveportals

>
WIRELESS

AP Configuration

AP Installation
MANAGEMENT

General
Administration
Certificates

E

Logging

Clock

Guest Provisioning
Captive Portal

Bl

Bandwidth Calculator
Threshold Commands.

DVANCERD SERVICE:

Be User Roles | System Roles | Policies | Time Ranges | Guest Access

Rule Count

Location

Misc. Configuration
Role Name
Re-authentication Interval

Role VLAN ID

VPN Dialer

L27P Pool

BRTE Pool

Captive Portal Profile
Captive Portal Check for Accounting
Max Sessions

idp profile name
Stateful NTLM Profile
Stateful Kerberos Profile
WISPr Profile

Enable Deep Packet Inspection

Enahla Wah Fantant Claccification

WNAM_role

o minutes v (0 disables re-authentication. A positive value enables
authentication 0-4036)

Not Assigned v
Not Assigned v

Not Assigned + (default-I2tp-poal)
Not Assigned + (default-pptp-pool)
wnam_captive_portal ~

=

o (0- 65535)

none ¥

Not Assigned ~

Not Assigned =

Not Assigned =

B

=

Log out admin

«Back

i

Apply.

View Commands

19 wnam policy:




Log out admi

DVANCED SFRVICE

Dashboard | Menitaring Diagnostics | Maintenance | Save Configuration
WIZARDS Security > Firewall Policies > Edit Session (WNAM_policy)
o . [ User Roles | System Roles | Policies | Time Ranges | Guest Access
Contraller
Campus WLAN < Back
Remote AP =
AirWave
1P Version Source Service/ Action  Log  Miror  Queue Time Range Pause ARM Scanning BlackList Classify Media Tos 802.1p Priority
NETWORK: IPva user wnam_destination sve-http permit ow
Controller IPva user wnam_destination sve-hitps permit Low
VLANS Pva any any sve-dhep permit Low
Ports IPva any any sve-dns permit Low
Celular Profile vt user controller sve-https permit Low
® add
SECURITY
T Note: Application/Web category rule will not be applied to unsupported platform
Access Control Fird
WIRELESS
AP Configuration Commands View Commands
AP Installation
Log out admin
Dashboard | Monitoring Diagnostics | Maintensnce | Save Configuration
WIZARDS Security > Firewall Policies > Edit Session (captiveportal)
o ["User Roles | System Roles | Policies | Time Ranges | Guest Access
Contraller
Campus WLAN <Back
Remote AP -
Airwave
1P Version Source Action Log  Mirror  Queue Time Range Pause ARM Scanning Blackuist Classify Media Tos 802.1p Priority
NETWORK 1Pvs any cp.wi-fi-bar.com any permit Low
Cantralier 1Pu4 user controller sve-hitps dst-nat 8081 Low
vians 1Pvs user any svehttp dst-nat 8080 Low
Ports IPvs user any svchttps dst-nat 8081 Low
Celular profile IPv4 user any sve-hitp-proxyL dst-nat 8088 Low
w® 1Pvs user any svehttp-proxy2 dst-nat 8088 Low
e P4 user any svehttp-proxy3 dst-nat 8088 Low
Authentication Add
Access Control
Note: Application/Web category rule will not be applied to unsupported platform
NIREFESS \pp! 1/l 2gory pp! DX ol
AP Configuration Apply
AP Installation
MANAGEMENT Commands View Commands
General
aruba 5 " q o
arvba  wos Log out admir
Dashboard | Monitoring Diagnestics | Maintenance | Save Configuration
WizaRDS Security > Firewall Policies > Edit Session (logon-control)
o ["User Roles | System Roles | Policies | Time Ranges | Guest Access
Contraller
Campus WLAN « Back
Remote AP —
AirWave
1P Version Source Destination Service/ Application Action  Log | Mirror  Queue Time Range Pause ARM Scanning BlackList Classify Media Tos
NETWORIS IPvs user any udp 68 deny Low
Controller IPvs any any sve-icmp permit Low
vians IPvs any any sve-dns permit Low
Ports IPvs any any sve-dhep permit Low
Celular Profile IPvs any any sve-natt permit Low
® IPvs any 169.254.0.0 255.255.0.0 any deny Low
SeCURITY IPva any 240.0.0.0 240.0.0.0 any deny Low
Authentication Add
Access Control
Note: Application/Web category ruls will not be applied to unsupported platform
et ool 1/ gory 00! PP ol
AP Canfiguration Apply.
AP Installation
MANAGEMENT Commands View Commands
General
aruk - Lo out admin
Dashboard | Monitoring Diagnostics | Maintenance | Save Configuration
WIZARDS Security > User Roles > Edit Role(guest)
A8 . User Roles | System Roles | Policies | Time Ranges | Guest Access
Contraller
Campus WLAN «Back
Remote AP
e Firewall Policies | Bandwidth Contracts Misc. Configuration
NETWORK Name Rule Count Location 2
o minutes + (0 disables re-authentication. A positive value enables.
Controller lobal-sacl o Re-authentication Interval
authentication 0-4096)
VLaNs aporf-quest-sadl o
by o R Role VLAN ID Not Assigned -
Cellular Profile L VPN Dialer Not Assigned ~
L
g 3 L2TP Pool Not Assigned + (default-I2tp-pool)
SECURITY
L = ot
e e : PRTP Pool Not Assigned = (defaul-pptp-poal)
> 3 Captive Portal Profile Not Assigned -
WIRELESS L Captive Portal Check for Accounting
AP Configuration
9 : Max Sessions 65535 | (0-65535)
AP Installation i
S r idp profile name none =
Genersl wnam_access L Stateful NTLM Prfile Not Assigned +
Administration Add
Stateful Kerberos Profile Not Assigned ~
Certificates
B WIsPr profile Not Assigned ~
Logging Enable Deep Packet Inspection
Clock =
Enable Web Content Classification i}
Guest Provisioning § =
Captive Portal P i e 5
sure Apply
Bandwidth Calculator
Threshold Commands View Commands

23 wnam_access guest policy:
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Log out admin

MANAGEMENT
Survivability
Enable Auth Survivability

General

Administration

Certificates Server Certificate
SNMP ;

Cache Lifetime (hrs)
Logging
Clock

Guest Provisioning
Captive Portal
SMTP

Commands

Dashboard Monitoring Diagnostics ~ Maintenance Save Configuration
e RRRE Security > User Roles > Edit Role(guest) > Edit Session (wnam_access)

& i [ User Roles | System Roles | Policies | Time Ranges | Guest Access

Controller

Campus WLAN <« Back

Remote AP o5

i 1P Version Source Action | tog | mirror queue Time Range Pause ARM Scanning BlackList Classify Media Tos 802.1p Priority
NETWQRK 1PV user host WNam ip XX XX  sve-http permit Low

Controller Add

VLA

Ports Note: Application/Web category rule will not be applied to unsupported platform

Celluiar profile

" Done
SECURITY

Authentication
>
WIRELESS

AP Configuration

AP Installation
MANAGEMENT

General

24 IP Radius client:
Dashboard ~ Monitoring Diagnostics ~ Maintenance Save Configuration
WIZARDS Security > Authentication > Advanced

AP

Controller

Campus WLAN Authentication Timers

Remote AP User Idle Timeout 300 sec v

Pl Authentication Server Dead Time (min) 10
NERNORE Logon User Lifetime (min) s

Controller

User Interim stats frequency 600 sec v

VLANS

Ports o

RADIUS Client

Cellular Profile -

% NAS IPv4 Address ip aruba ana ceasku ¢ WNAM
e Source Interface v4 < | None -
> NAS IPv6 Address a1

Access Control Source Interface v6 None -
WIRELESS

AP Configuration DNS Query Interval

AP Installation DNS Query Interval (min) 15

NiA -
24

25
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METWORKS
Dashboard Monitoring Ciagnostics Maintenance Save Configuration

WIZARDS Configuration > AP Group
AP

Controller AP Group | AP Specific
Campus WLAN

Remote AP

AirWawve

NETWORK
Controller
WVLAN=S
Ports
Cellular Profile
IF

SECURITY

Authentication

Access Contral

WIRELESS
>

MNew

AP Installation wnarn_auth| Add Cancel
MANAGEMENT

General

Administration

26 wnam_auth:

save Log out admin

Dashboard | Monitoring Diagnostics ~ Maintenance Save Configuration

WIZARDS Configuration > AP Group > Edit "wnam_auth”
ap
Contraller Profiles Profile Details
Campus WLAN B wireless Lan
Remote AP
AirwWave

Virtual APs.

Name AAA Profile SSID Profile VLAN Forward mode Virtual AP enable Actions |

NETWORK

Contraller Add a profile wnam_auth - Add
VLans
Ports
Cellular Profile
P
SECURITY
Authentication
Access Contral
WIRELESS ® A
> A B Qos
AP Installation ® ios
MANAGEMENT
General
Administration
Certificates.
En
Logging
Clock
Guest Provisioning
Captive Portal
smTe
Banduwidth Caleulator
Threshold
ADVANCED SERVICES
Redundancy
AirGroup
IP Mobility
Stateful Firewall
External Services Apply.
VBN Services Commands
Wired Access

View Commands
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