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This setting bmis the number of concurrent connections to the captie portal HTTP(S] server. This dows not set how
many wiark can be Bgged in b0 the captive partal but rather Bow many udere <an Kad the portal page oo suthenticsls
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This setting allows passing thsough the captive portal withowt authentication a bmited number of times per HAC
sddrass. Once wid up, the chent can only kg in with vald credentials until the waking paried spechied balow hat
sxpired. Recommanded to et a hard timeout and/or idly trmeoul when using this for & to be sffective.
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Emable waiting period resel on attempted access
If gnabled, the waking pariad & reset o the original durstion # sccess b sttempted whan ol pate-through credis have
akeady besn sxhsusted.

Enabla bogout popup window
if #nabled. & popup window willl appear when chents are slowed through the captive portal Thia alows chents to
axphetly diconnect thamaebas babore the idle or hard timecut scurs.
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Disable concurrant loging
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Crizable MAC filtering
IF b opton i 4t Ao aktampts will Be made bo andude that the MAC address of chents stayd the susme whis they're
logged in.Tha & requesd vhen the MAC address of the chent cannat be determined (usualy becauts there are routers
batedan pPlenie and the clents). If thig & énabled. RADIUS MAT suthenticatizn cannst be uied.

Emable Pass-through MAC sutomatic addisons
I this opton i set. & MAC passthrough entry i sutematizaly sdded after the user hae suscessfully suthenticated. Users
of that ML address will never have to suthentcate agan, To remove the passthrough MAC #nkry you skther have to lag
n snd remove & manualy fram the MAC tab or gand & POST from another gyitem to remove &. I thic & enabled,
RADIUS MAC aubhenkication cannct be wied. Alia, the logout windsw will not be shown.

Emable Pass-through MAL automatic additbon with usernams
I b optin i sat. with the automatically MAC passthrough entry created the upername, used during authesticaticn,
will bs saved. To remowe the passthrough MAC entry you sither have ko b im and remove & manually from the MAC tab
or gand » POST from another cystem ko remave &.
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HTTPS login _ Ensble HTTBS login

if enabled, the usernams and password will be tramsmited over an HTTPS comnection o protect againsk
aaverdroppers. A gerver nama snd certficate mast sho be specked babw,

HTTPS sarvir name |

This name wlll be used n the Fxrm action Bar the HTTRS FOST and should match the Comamaon Name (CH) o your
certficate [ctherwite, the clent brower will most b ly display » securky warningl. Hale sure captive portal clents can
raselon this aams in DNS and veafy on the chont that the IP resobars o the codrest inkerface IP oo piSence.

Ditakly HTTPS forwaedy Bisablé HTTPS forwards
iF this option & set. attsmphs bo connsct to SSLUHTTFS [Post 443) skes will not be ferwarded to the capths portal This
pravents cartificate #rrort from being prezented to the uier sven F HTTPS kaing are enabled. Utere must attempt &
conngcton bo am HTTP (Port 80) sike o get farwarded bo the captive portal IFHTTPS loging are enabisd, the uzer wil b
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W current page
Cowmied current page
Rastore defaul portal page

Uplasd an HTHL/PHE fs for the portal page hars (ave Blank to besp the current one . Make sure o includs & foam
[POST e “EPORTAL_ACTIONS™) with & pubmi button [namse="sccapt’) and » hidden fiald with name = rediruel and
valig® " S PORTAL_REDIRURLS . Incheds the “nifh_usser” and “suth_pass” snd/ar “suth_weucher” mpot felds §
authantication i enabled, othereiss & will abvays fal Example code for the form:
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it #na
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Nobe:
Charsging any settings on this page will disconnect all clients! Dont forpet to enable the DHCP server on your captive
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page, Alzo, the DNS Forwardar of Resoher needs to be enabled for DNS lookups by unauthenticated chients bo werk
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Portal page contents

, (WNAM), index.php,  ("site-id"),

pfSense

., DNS-( - Google 8.8.8.8)

WNAM, :

http://_:/cp/pfsense

http://10.200.0.2/cp/pfsense
(/), (Enable per-user bandwidth restriction),

RADIUS Authentication - RADIUS Protocol - PAP
IP- WNAM, , 10.200.0.2

RADIUS-, letc/freeradius/clients.conf WNAM
send RADIUS accounting packets
interim update
WAN, ()
Use RADIUS Session-Timeout attributes

default

default

. http://www.netams.com/files/wnam/misc/index-pfsense.php ,

pfSense HTTP- WNAM

WNAM.  ( -HomeK18). (), WNAM. ,

WNAM (:172.16.130.5).

WNAM (")

index.php

pfSense.

Services: Captive portal: HomeK18

Copinport | i S ETOPOY e e | oocher ] i mamngr |

IP address
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172.16.130.5

8.8.8.8

MNote:

CR@Rad
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Adding allowed IP addresses will allow IP access to/from these addresses through the captive portal without being taken to the portal

page. This can be used for 2 web server serving images for the portal page or a DNS server on another network, for example.

WNAM NetFlow.

softflowd (

pfSense).



http://10.200.0.2/cp/pfsense
http://www.netams.com/files/wnam/misc/index-pfsense.php

softflowd: Settings
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Intarface

Hagt

Pzt
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Hap Limit

Natfiow version

Figw Tracking Lawel

LAY
WAN
Loeea )

Pick an inkaefuee from which o calct natfiow data. A separate inmtance of softfewd wil be bunched fer aach nbarisce,

[, 172.16.130.13
Spacly ihe hat 1o which datsgrams wil be zeni.

[, 20002
Enter the port to which datagrams vwill be sast.

Spachy e maomum number of Reees b concurrently trach befors older Rows are sapred. Defaul: 2192,

Sat the [v TTL or the Pve hap bmi to hoplenit. softfiowd vwill use the defaul system TTL when suporting flows o
wnicatt hatt. Whan sxparting to & mukicstt group, the defau® TTL will ba 1 (Ls. ink=local).

Er
Salect the desired varzion of the NetFizw pratocel

Fd ¥
Spacify which Bow elements softfloed thould be veed to define o fow. track_level may be one ol “Rel (Erack averything
n the Row, the default). “prote” (track source and destination addresses and protocoll or " [only track source and
destination addresess]. Felecting ekbar of the htter cpticns will produce Fows with kss nbermation in them (+.9.
TCP/UCP ports will not be recorded). This will caues flows ko be conpoldated, reducing the quantity of cutput and CPU
lvad that softfowd will place on the system at the cost of some detad being lost.

Garsaral

Mawimum Lfstimes

Expire Inbgrval

TOR RET

TOF FIN

uoe

s, 300

[S#conds]) This i the genaral timecut appled to ol raffic unless overridden by ons of the other timeouts.,

s, 600

{Feconds]) This i the madmem Hetime that a Row may edst for. A Rows are Forcbly expired when they pass maxife
tesoads. To disable this feature. specify o maxife of 0.

[%, 30

{Seconds) Speciy the mterval Between gupiry chacks. Increase this b group more fows ints & BetFow packet. To
dixable this featurs, specfy 3 sxpint of 0.

[, 300

{Seconds) This & the genaral TCP timeout. sppled to open TOM conpections.

% 20

[Seconds) This timecut & appled to & TCP connection when & RET packet has bean sent by cne or both endpsints,

[ 10

[Feconds) This bimecut i spplad to & TOP connection when & FIN packet has Bean sent by both andgoints.

%, 300

[Seconds) This i the genars] UDP timeoct. sppbed b 5B UDP connectiond.

Save

(LAN), IP- WNAM, (20002), (5), (full), . softflowd "Status" "Services".

@ , RADIUS Accounting-Interim, () - NetFlow.

WNAM (),5 ( pfSense-1).

WNAM IP- , pfSense DHCP-.

1. DHCP-. , Web- DHCP-.

2. (shell) pfSense

a. pkg bootstrap;



#!

b. pkg install perl5;

c. pkg install p5-10-Socket-1P;

d. pkg install joe.

3. - WNAM /usr/local/bin/joe /usr/local/bin/wnam-dhcpd-bridge.pl:

/usr/local/bin/perl

use constant WNAM_HOST =>"172.16.130.5";

use 10::Socket::INET;

9l

=1;

my $sock = new 10::Socket::INET(PeerAddr => WNAM_HOST, PeerPort => 20001, Proto => 'tcp’, Timeout => 0.5) or undef $sock;

if

(defined $sock) {

if (defined $ARGV[0])}{
my $type = $ARGV[0];
my $ip = SARGVI[1];
my $mac = uc $ARGV[2];

my $name = $ARGV[3];

if (defined $type and defined $ip and defined $mac) {

print $sock "DHCP type=$type ip=$ip mac=$mac name=$name\n";

}
}
}

4.

5.

h

6.

pfSence

chnod +x /usr/ 1 ocal / bi n/ wham dhcpd- bri dge. pl

6));

option fqgdn. host name, option

DHCP: /usr/local/bin/joe /var/dhcpd/etc/dhcpd.conf
on comit ({
set clip = binary-to-ascii (10, 8, ".", |eased-address);
set clhw = binary-to-ascii (16, 8, ":", substring(hardware, 1,
set clhost = pick-first-val ue(host-decl -nane,
ost-nane, "");
execut e("/usr/l ocal / bi n/ wmam dhcpd-bridge.pl", "commit", clinp,
}
DHCP: "Services - DHCP Server".

WNAM ("™ "),

, (WAN) pfSense.

cl hw, clhost);
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http://pkg.freebsd.org/freebsd:10:x86:64/release_3/All/nano-2.4.3.txz

[2.3.2-RELEASE][admin@pfsense.k18.netams.com]/etc/inc: nano /usr/local/captiveportal/radius_authentication.inc

/I Extra data to identify the client and nas
$rauth->putAttribute(RADIUS_FRAMED_IP_ADDRESS, $clientip, addr);
$rauth->putAttribute(RADIUS_CALLED_STATION_ID, $calledstationid);
$rauth->putAttribute(RADIUS_CALLING_STATION_ID, $callingstationid);
$rauth->putVendorAttribute(14122, 1, "9");

/I Send request
$result = $rauth->send();

[2.3.2-RELEASE][admin@pfsense.k18.netams.com]/etc/inc: nano /usr/local/captiveportal/radius_accounting.inc
$racct->putAttribute(RADIUS_FRAMED_IP_ADDRESS, $clientip, "addr");
$racct->putAttribute(RADIUS_CALLED_STATION_ID, $calledstationid);
$racct->putAttribute(RADIUS_CALLING_STATION_ID, $callingstationid);

$racct->putVendorAttribute(14122, 1, "9");

/I Send request
$result = $racct->send();

/I Evaluation of the response

- RADIUS-

rad_recv: Access-Request packet from host 172.16.130.4 port 40167, id=96,
| engt h=138
NAS- | P- Addr ess 172.16. 130. 4
NAS- | dentifier "pf sense”
User - Nane = "4C: 57: CA: 2C: OF: 4C"
User - Password = "password”
Servi ce- Type = Logi n- User
NAS- Por t - Type = Et her net
NAS- Port = 2042
Framed- | P- Addr ess 172.16. 70. 48
Cal led-Station-1d = "172.16. 130. 4"
Cal ling-Station-1d = "4c:57: ca: 2c: Of : 4¢"
W SPr - Location-ID = "9"
# Executing section authorize fromfile /etc/freeradius/sites-enabl ed/ default
+group aut horize {
++[ preprocess] = ok
[ pap] WARNING No "known good" password found for the user. Authentication nay
fail because of this.
++[ pap] = noop
++[ chap] = noop
rlmperl: WNAM Q AUTH NAS- Port - Type=Et hernet Cal |l ed-Station-1d=172.16. 130. 4 NAS-
| P- Addr ess=172. 16. 130. 4 Cal |l i ng- Stati on-1d=4c: 57: ca: 2c: 0f : 4c Franed-1 P-
Addr ess=172. 16. 70. 48 NAS-Identifier=pfsense User- Name=4C: 57: CA: 2C: OF: 4C User -
Passwor d=passwor d Servi ce- Type Logi n- User W SPr-Locati on-1D=9 NAS- Port=2042
rlmperl: RECV: |G : Socket:: | NET=GLOB(0x1456770)
rimperl: WNAM A: K Acct -1 nteri m I nterval =300 Sessi on- Ti meout =300 (48)
rlmperl: authorize reply: .OK
rlmperl: Added pair NAS-Port-Type = Ethernet
rlmperl: Added pair Called-Station-1d = 172.16.130.4
rimperl: Added pair NAS-I|P-Address = 172.16.130.4
rlmperl: Added pair Calling-Station-Id = 4c:57:ca: 2c: 0f : 4¢c
rlmperl: Added pair Franed-|P-Address = 172.16.70. 48
rlmperl: Added pair NAS-ldentifier = pfsense
rlmperl: Added pair User-Nane = 4C. 57: CA: 2C. OF: 4C
rlmperl: Added pair User-Password = password
rimperl: Added pair Service-Type = Logi n-User
rlmperl: Added pair WSPr-Location-1D = 9
rimperl: Added pair NAS-Port = 2042
rlmperl: Added pair Acct-Interimlinterval = 300
rimperl: Added pair Session-Timeout = 300
rlmperl: Added pair C eartext-Password = password
rimperl: Added pair Aut h-Type = PAP
++[perl] = ok
+} # group authorize = ok
Found Aut h- Type = PAP

S =SS =S =S =S =S =S =S === = = =



# Executing group fromfile /etc/freeradius/sites-enabl ed/ defaul t
+group PAP {
[pap] login attenpt with password "password"
[pap] Using clear text password "password"
[ pap] User authenticated successfully
++[pap] = ok
+} # group PAP = ok
WARNI NG Enpty post-auth section. Using default return val ues
# Executing section post-auth fromfile /etc/freeradius/sites-enabl ed/ default
Sendi ng Access-Accept of id 96 to 172.16.130.4 port 40167
Acct-Interimlnterval += 300
Sessi on- Ti meout += 300
Fi ni shed request 36.
Going to the next request
Waki ng up in 4.9 seconds.

rad_recv: Accounting-Request packet from host 172.16.130.4 port 64326, id=19,
| engt h=159

NAS- | P- Address = 172.16.130.4

NAS- | dentifier = "pfsense"

User - Nanme = "4C: 57: CA: 2C: OF: 4C'

Acct - St at us- Type = Start

Acct - Aut hentic = RADI US
NAS- | P- Address = 172.16.130.4
NAS- I dentifier = "pfsense”

NAS- Por t - Type = Et her net

NAS- Port = 2042

Acct - Session-1d = "214606a2575e53cd"

Franed- | P- Addr ess 172.16. 70. 48

Called-Station-1d = "172.16. 130. 4"

Calling-Station-1d = "4c:57: ca: 2c: Of : 4c"

W SPr - Location-1D = "9"
# Executing section preacct fromfile /etc/freeradius/sites-enabl ed/ default
+group preacct {

++[ preprocess] = ok

[acct _uni que] Hashing 'NAS-Port = 2042, NAS-Identifier = "pfsense", NAS-| P- Addr ess
= 172.16. 130. 4, Acct-Session-1d = "214606a2575e53cd", User - Nane = "4C:. 57: CA: 2C. OF:
4C"’

[acct _uni que] Acct-Uni que-Session-1D = "5e89ff 48449f d085".

++[ acct _uni que] = ok

+} # group preacct = ok
# Executing section accounting fromfile /etc/freeradius/sites-enabl ed/ default
+group accounting {

[detail] expand: 9% Packet-Src-1P-Address} -> 172.16.130.4

[detail] expand: /var/log/freeradi us/radacct/ % % Packet-Src-|P- Address}: -
{Packet - Src-1 Pv6- Address}}/detail - %% @ -> /var/log/freeradi us/radacct/172.

16. 130. 4/ det ai | - 20170209

[detail] /var/log/freeradi us/radacct/ % % Packet- Src-1P- Address}: - % Packet - Sr c-

| Pv6- Addr ess}}/ detail - %% @ expands to /var/| og/freeradius/radacct/172.16.130.4
/detail-20170209

[detail] expand: % -> Thu Feb 9 19:51:29 2017

++[detail] = ok

[radut np] expand: /var/log/freeradius/radutnp -> /var/log/freeradius/radutnp
[radut np] expand: % User-Nane} -> 4C.57: CA: 2C. OF: 4C

++[ radut np] = ok

rimperl: WNAM Q ACCT NAS-Port-Type=Et hernet Called-Station-I1d=172.16.130.4
Acct - Sessi on-1d=214606a2575e53cd Acct - St at us- Type=Start NAS- | P- Addr ess=172
16.130.4 Cal ling-Station-1d=4c:57: ca: 2c: Of : 4c Framed-| P- Address=172. 16. 70. 48 NAS-
Identifier=pfsense Acct-Authenti c=RADI US User - Nane=4C: 57: CA: 2C. OF: 4C W SPr -
Locati on-1D=9 NAS- Port=2042 Acct - Uni que- Sessi on-1|d=5e89f f 48449f d085

rilmperl: RECV: |G :Socket:: | NET=GLOB(0x1456770)

rimperl: WNAM A K (2)

rlmperl: Added pair NAS-Port-Type = Ethernet

rlmperl: Added pair Called-Station-1d = 172.16.130.4

rlmperl: Added pair Acct-Session-ld = 214606a2575e53cd

rlmperl: Added pair Acct-Status-Type = Start
rlmperl: Added pair NAS-1P-Address = 172.16.130.4
rimperl: Added pair NAS-I|P-Address = 172.16.130.4

rlmperl: Added pai
rimperl: Added pa

Calling-Station-1d = 4c:57:ca: 2c: Of : 4¢c
Framed- | P- Address = 172.16. 70. 48

= = == = = =



rlmperl: Added pai
rimperl: Added pai
rimperl: Added pai
rimperl: Added pai
rlmperl: Added pai
rimperl: Added pai
rlmperl: Added pai
++[ perl] = ok
[attr_filter.accounting_response] expand: % User-Nanme} -> 4C 57: CA 2C. OF: 4C
attr_filter: Matched entry DEFAULT at |ine 12
++[attr_filter.accounting_response] = updated

+} # group accounting = updated

Sendi ng Accounting- Response of id 19 to 172.16.130.4 port 64326

Fi ni shed request 37.

Cleaning up request 37 ID 19 with tinestanp +1486

CGoing to the next request

Waki ng up in 4.9 seconds.

Cl eaning up request 36 ID 96 with tinmestanp +1486

Ready to process requests.

NAS- I dentifier = pfsense

NAS- I dentifier = pfsense

Acct - Aut hentic = RADI US

User- Nane = 4C: 57: CA: 2C. OF: 4C

W SPr-Location-1D = 9

NAS- Port = 2042

Acct - Uni que- Sessi on-1d = 5e89f f 48449f d085

_= = = == = =
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