Rotek

1.4 WNAM Wi-Fi Rotek (http://www.rotek.ru). CooveChilli,, . RT-BR24-WFN2E v2 v7.54-5.43635.
(, ,~IP-,SSID ) . WiFi (HotspotUAM). SSID.
data Logout
Bhrorex i & A o
] B 1 atans

Configurasion sawed

= WIRELESS CONFIGURATION

) Repeater mode: | Disabled v Operating country:  RU
o 2.4 GHz
Enabile radio: n:
IEEE mode: = 802 11bign v Channel: Ao £ 40 MHz (Upper)

Tx power, dBm: 10

Security Broadcast S50

Hotspar (LIS s

Add virtual AP

- "Hotspot (UAM)".

"WIRELESS AP SETTINGS" IP- WNAM RADIUS Primary server, Serversecret(). () WNAM “freeradius" /etc/freeradius/clients.conf.



http://www.rotek.ru

WIRELESS AP SETTINGS

S5ID: | rotek_aAP Broadcast 55I0: n:]
Security settings
Security: Hotspot (LIAM)
B UAM sellings
RADIUS  WISPr Captive portal Secunty  MNebwork  White/Black list
HASID: rotek Server secrat:
Primary server: 172.16.130.13 Authentication port: 1812

Secondary server: Accounting port: 1813

& Bandwidth Kimitation
B WACL

B Advanced seftings

IP- (,) WNAM "WISPr" "Location Name".



WIRELESS AP SETTINGS

SSID: | rotek_AF
Security settings

Security: | Hotspot (UAM)
B UAM sellings

RADIUS | WISPr  Captive portal | Security  Mebwork

WISPr Location

Location name: 16

Operator name:

MHetwork name:

WISPr defaull max bandwidth

Download, kbps: 0

@ Banawidth kimitation

B WACL

B Advanced sellings

Broadcast SSI0; m

White/Black list
150 country ¢ode:
E.164 country code: 0

E.164 area code: 0

Upload, kbps: 0

(external) "Login URL"

WNAM http://:/cp/rotek.



WIRELESS AP SETTINGS

5§ID:

Security settings

Security:

B UAM sellings

RADILUS

WISPr

Splash page type:

Portal secret:

& Bandwidth Kmitation

B Advanced seftings

SSID “"Security" "Open" ()

Captive portal

rotek_AR

Hotspot (LAM)

Securty  Nebwork

External

Broadcast 55I0; n:]

White/Black list

Login URL:

Welcome URL:

Logout URL:

Blacklist redirect URL:

hitp:172.16.130.5:8080/cpirolek




WIRELESS AP SETTINGS

SSID: | rotek_aP

Security settings

Security: Huotspat (LLAM)

B UAM sellings

RADIUS WISPr Captive portal  Securty = Nebwork

Security:  Open

& Bandwidth Kmitation

B WACL

B Advanced setlings

White/Black list

Broadcast 5SI0;

1P-, IP-, DNS-.



WIRELESS AP SETTINGS

SSID: | rotek_aP

Security settings

Security: Hotspat (LLAK)

B UAM sellings

RADIUS WISPr Captive portal  Security  MNetwork

White/Black list

Thess saifings are uted to 2af up hotspod network and DHCP sarser insige &

Interface IP address: 192 168 566

Network mask: 255255 2550

Service on LAN Ethernet:

B Banadwidth imitation

B WACL

B Advanced sellings

-Whitelist-( ) WNAM DNS- IP-.

Broadcast 55I0; m

DHS server 1:

DHS server 2:




WIRELESS AP SETTINGS

S5§ID: | rotek_aAP Broadcast 55I0:
Security settings
Security: Hotspot (LIAM)

B UAM sellings

RADIUS WISPr Captive portal Securty MNebwork  White/Black list

White/Black list auto update:
White list
Whitelisted addresses ane alowed for non-authenticaled users

Host [ IP address Dascription

BEEE
172.16.030.5

Black list
Blocidisted addresses ard always blocked even for suthenticaled users
Haost | IP address

List is empty

B Banawidth iimitation
B WACL

B Advanced sellings

2 -

WNAM. ™ """  _IP- . -



M3meHeHWe cepBepa AocTyna

MapameTphbl RADIUS SNMP/TACACS+ KaTteropuu o
Tun WmA ycTpoicTBa

Rotek v rotek
IP agpec (NAS-IP-Address) BHewHW IP agpec

192.168.5.66 192.168.1.1
MecTononoxeHue

LAB K18

KommeHTapuii

NMorun © Mapons @

A
Vcnonb3oBaTh CHETHYUKW aKKayHTWHra nony4eHo 0 3anucen
(] MeHaTE MecTamK CHETYMKK Npuémalnepenaydn
() Onpenensare umeHa ycTpoicTe aboHeHTOB
[] MpuHUMmaTEL deTany3auuio notokos NetFlow nony4yeHo 0 3anucen

m‘ CoxpaHUTE U3MEHEHWUSA 3aKpbITh

(). ()- WISPrLocation Name, (192.168.5.0/24 ). ()




N3meHeHWe nnowagku

MapaMeTpel ABTOpH3aLMA

Homep

16

Appec/HasBaHWe

K18 Rotek Wifi

KOHTaKTHOE® NUL O

KoHTaKTHOE NKULO
KoMMeHTapHii

MpuceceHHan IP nogceTe

192.168.5.0/24

PaspelleHHLIN cepBep gocTyna

LAB K18 192.168.5.66

MNepeHanpaBneHne OrpaHu4eHuA CouceTd RADIUS

Tan

Mnowanka v

Tar

DononHNTenbHEIA ID Ha 3TOM cepBepe

Wi-Fi



INFORMATION

Product name: RT-BRZ4-WFNIE w2
Device serial Mo 0%32164500000C0A
Operating country: RLU

Network mode: Router IFyvd

24 GHZ

Channgl: 1

Channel width, MHz:
Ta poswr, dBm; 10
Holse level, dBm: -85

Friendly device name:
Device location:
Latitudhe Longitude:

Protocol:
Radio mode:
Antenna gain, dBi:

W]

RT-BR24-AFN2E v2
Device locabon
oo

802, 114N
MIMG 22
k)

Hetwork SSI0 Security Bagadeast S50 Statsons
b _aP Htgat (LAM) ey 1
WanN i LAN El YIFSISS,
IP method: Statc IP address: 19216321
IPaddress: 172.16.130.60 Subnet mask: 2556255255
Subnel mask: 2552552550 DHCP server: Enabled
Default gateway: 172161301
i WIRELESS NETWORKS o
A y Infg Counters
P 24 GHz
s
SSID: rolex_ AP
Total stationsAimit 17128
= Station =IP address Srgnal, dBm Ta/Rx rate, Mbps TeRxCCOL % = Pratocol < Link uptime
SCATCA 152050 E2i.5H BS54 e E12.0n 4 min, 31 sec
WNAM (™).




MapameTpbl 3anMcK O ceccun
MAC 4C57-CA A IP appec 192.168.5.1
Bpems Haana 30.05.2017, 10:10:37 BpeMA 3aBeplIeHNs
OnuTensHOCTE 04 19M 9c Cepeep Qoctyna 192.168.5.66
MpuWHATO, GanAT 65963757 OTnpaeneHo, 6anT 1440744
MNnowanka 16 K18 Rotek Wifi
Touka pocTyna EC:4C:4D:56:35:28 (Rotek) Kanan
MonkzoBaTtens AC5T-CA: B i 79996662233
UaeHTUdNKaTOp ceccun 576fa6a500000001-2c0f4c

MoOTOKW OaHHBIX B FTOR CECCMM I'IapaMETpu y’LIETHOIT'I 3anMc none30BaTena

Q !

- wnam.log

10:17:21. 275 DEBUG [c. n. w. web. cp. Capti vePortal Controller:586] - CP Rotek
redirect: cid=4C 57: CA: XX: XX: XX, ip=192.168.5.3, ap='ec: 4c: 4d: 56: 35: 28",

Rot ek=192. 168. 5. 66: 3990

10: 17: 21. 320 DEBUG [c. n. w. web. cp. CaptivePortal Control | er: 1929] -

processAut hRequest ROTEK: usernane=4C:. 57: CA: XX: XX: XX, i p=192.168.5.3, server=192.
168. 5. 66: 3990, site_id=16, domai n_i d=bh52e73ebe0e0ea9031343b07a6573c74, dst='http:
/I provider.rul'

10: 17: 21. 320 DEBUG [ c. n. w. web. cp. Capti vePortal Control | er: 2088] -

processRedi rect Request G mac=4C: 57: CA: XX: XX: XX, met hod=FORM

f or MName=58ced8183b22¢81878411fad, redirectU |l =http://provider.ru/, key=87bh0af bd-
2c66- 4d75- 9dad- 88a43c2f eOdc

10: 17: 22. 990 DEBUG [ c. n. w. web. cp. Capti vePortal Control |l er: 1793] - RedirectC

login: site_id=16, username=4C: 57: CA: XX: XX: XX, dst="http://provider.ru/"',

dst _extra='null"’

10: 17: 22. 993 DEBUG [c. n. w. web. cp. Capti vePortal Control | er: 2491] - | ogi nAt NasCi
ROTEK mac=4C: 57: CA: XX: XX: XX, i p=192.168.5.3, server=192.168.5. 66: 3990, dst='http:
[/ provider.ru/'

10: 17: 23. 004 DEBUG [ com net ans. wnam web. cp. CoovaChilli:43] - backToRotek | ogin

| en=509, server='192.168.5.66:3990', usernanme=4C: 57: CA: XX: XX: XX,

enc_passwor d=c54f 0098978f 98f 4, dst="http://provider.ru/’

10: 17: 23. 093 | NFO [ WhanRadi us: 594] - AUTH for new session | D=57739d0f 00000001-
2c0f 4c, request MAC=4C:. 57: CA: XX: XX: XX, |P=192.168.5.3, cust_clientid=

10: 17: 23. 109 | NFO [ WhanRadi us: 767] - ACCT Start new session | D=57739d0f 00000001-
2c0f 4c, MAC=4C: 57: CA: XX: XX: XX, 1 P=192.168.5.3, NAS=192. 168. 5. 66

RADIUS-, freeradius (freeradius -X).

rad_recv: Access-Request packet from host 172.16.130.69 port 53106, id=59, length=273
ChilliSpot-Version = "1.3.0"


http://ec:4c:4d:56:35:28
http://provider.ru/
http://provider.ru/
http://provider.ru/
http://provider.ru/
http://provider.ru/
http://provider.ru/
http://provider.ru/

User-Name = "4C:57:CA:XX: XX:XX"

User-Password = "password"

Service-Type = Login-User

Acct-Session-Id = "57739d0f00000001"

Framed-IP-Address = 192.168.5.3

NAS-Port-Type = Wireless-802.11

NAS-Port =1

NAS-Port-1d = "00000001"

Calling-Station-Id = "4C-57-CA-XX-XX-XX"

Called-Station-Id = "EC-4C-4D-56-35-28"

NAS-IP-Address = 192.168.5.66

NAS-Identifier = "rotek"

WISPr-Location-ID = "isocc=,cc=0,ac=0,network="

WISPr-Location-Name = "16"

WISPr-Logoff-URL = "http://192.168.5.66:3990/logoff"

Message-Authenticator = 0x214190c2a9c0eb3f33c8a0794f507179

# Executing section authorize from file /etc/freeradius/sites-enabled/default

+group authorize {

++[preprocess] = ok

[pap] WARNING! No "known good" password found for the user. Authentication may fail because of this.

++[pap] = noop

++[chap] = noop

rim_perl: WNAM Q: AUTH Message-Authenticator=0x214190c2a9c0eb3f33c8a0794f507179 User-Password=password WISPr-
Location-ID=isocc=,cc=0,ac=0,network= NAS-Port=1 Framed-IP-Address=192.168.5.3 ChilliSpot-Version=1.3.0 NAS-IP-
Address=192.168.5.66 Calling-Station-1d=4C-57-CA-XX-XX-XX NAS-Identifier=rotek WISPr-Location-Name=16 User-Name=4C:57:
CAXX:XX:XX Acct-Session-1d=57739d0f00000001 Called-Station-ld=EC-4C-4D-56-35-28 NAS-Port-Type=Wireless-802.11 NAS-
Port-1d=00000001 Service-Type=Login-User WISPr-Logoff-URL=http://192.168.5.66:3990/logoff

rim_perl: RECV: 10::Socket::INET=GLOB(0x1c21918)

rim_perl: WNAM A: OK Acct-Interim-Interval=300 Session-Timeout=600 WISPr-Bandwidth-Max-Down=5120000 WISPr-Bandwidth-
Max-Up=1024000 (112)

rim_perl: authorize reply: .OK.

rim_perl: Added pair Message-Authenticator = 0x214190c2a9c0eb3f33c¢8a0794f507179

rim_perl: Added pair User-Password = password

rim_perl: Added pair WISPr-Location-ID = isocc=,cc=0,ac=0,network=

rim_perl: Added pair NAS-Port = 1

rim_perl: Added pair Framed-IP-Address = 192.168.5.3

rim_perl: Added pair ChilliSpot-Version = 1.3.0

rim_perl: Added pair NAS-IP-Address = 192.168.5.66

rim_perl: Added pair Calling-Station-Id = 4C-57-CA-XX-XX-XX

rim_perl: Added pair NAS-Identifier = rotek

rim_perl: Added pair WISPr-Location-Name = 16

rim_perl: Added pair User-Name = 4C:57:CA:XX:XX:XX

rim_perl: Added pair Acct-Session-1d = 57739d0f00000001

rim_perl: Added pair Called-Station-ld = EC-4C-4D-56-35-28

rim_perl: Added pair NAS-Port-Type = Wireless-802.11

rim_perl: Added pair NAS-Port-Id = 00000001

rim_perl: Added pair Service-Type = Login-User

rlim_perl: Added pair WISPr-Logoff-URL = http://192.168.5.66:3990/logoff

rim_perl: Added pair Session-Timeout = 600

rim_perl: Added pair WISPr-Bandwidth-Max-Up = 1024000

rim_perl: Added pair Acct-Interim-Interval = 300

rim_perl: Added pair WISPr-Bandwidth-Max-Down = 5120000

rlim_perl: Added pair Cleartext-Password = password

rim_perl: Added pair Auth-Type = PAP

++[perl] = ok

[auth_log] expand: %{Packet-Src-IP-Address} -> 172.16.130.69

[auth_log] expand: /var/log/freeradius/radacct/%{%{Packet-Src-IP-Address}:-%{Packet-Src-IPv6-Address}}/auth-detail-%Y%m%d ->
Ivar/log/freeradius/radacct/172.16.130.69/auth-detail-20170602

[auth_log] /var/log/freeradius/radacct/%{%{Packet-Src-IP-Address}:-%{Packet-Src-IPv6-Address}}/auth-detail-%Y%m%d expands to
Ivarl/log/freeradius/radacct/172.16.130.69/auth-detail-20170602

[auth_log] expand: %t -> Fri Jun 2 10:17:30 2017

++[auth_log] = ok

+} # group authorize = ok

Found Auth-Type = PAP

# Executing group from file /etc/freeradius/sites-enabled/default

+group PAP {

[pap] login attempt with password "password"

[pap] Using clear text password "password"

[pap] User authenticated successfully

++[pap] = ok

+} # group PAP = ok

# Executing section post-auth from file /etc/freeradius/sites-enabled/default

+group post-auth {

[reply_log] expand: %{Packet-Src-IP-Address} -> 172.16.130.69

[reply_log] expand: /var/log/freeradius/radacct/%{%{Packet-Src-IP-Address}:-%{Packet-Src-IPv6-Address}}/reply-detail-%Y%m%d -
> [var/log/freeradius/radacct/172.16.130.69/reply-detail-20170602

[reply_log] /var/log/freeradius/radacct/%{%{Packet-Src-IP-Address}:-%{Packet-Src-IPv6-Address}}/reply-detail-%Y%m%d expands
to /var/log/freeradius/radacct/172.16.130.69/reply-detail-20170602

[reply_log] expand: %t -> Fri Jun 2 10:17:30 2017


http://192.168.5.66:3990/logoff
http://192.168.5.66:3990/logoff
http://192.168.5.66:3990/logoff

++[reply_log] = ok

+} # group post-auth = ok

Sending Access-Accept of id 59 to 172.16.130.69 port 53106
Session-Timeout += 600

WISPr-Bandwidth-Max-Up += 1024000

Acct-Interim-Interval += 300

WISPr-Bandwidth-Max-Down += 5120000

Finished request 1.

Going to the next request

Waking up in 4.9 seconds.

rad_recv: Accounting-Request packet from host 172.16.130.69 port 39306, id=11,
engt h=216

Chi | l'i Spot - Ver si on "1.3.0"

ChilliSpot-Attr-10 = 0x00000002

Event-Timestanp = " 29 2016 13: 04: 08 MsK"

User - Nane = "4C: 57: CA: XX: XX: XX"

Acct - St at us- Type = Start

Acct - Session-1d = "57739d0f 00000001"

Framed- | P- Address = 192.168.5. 3

NAS- Port - Type = Wrel ess-802. 11

NAS-Port =1

NAS- Port-1d = "00000001"

Calling-Station-1d = "4C 57- CA- XX- XX- XX"

Cal l ed-Station-1d = "EC 4C 4D 56- 35- 28"

NAS- | P- Address = 192. 168. 5. 66

NAS- | dentifier = "rotek"

W SPr - Location-1D = "isocc=, cc=0, ac=0, net wor k="

W SPr - Locati on- Name = " 16"

# Executing section preacct fromfile /etc/freeradius/sites-enabl ed/ default
+group preacct {

++[ preprocess] = ok

[acct _uni que] Hashing 'NAS-Port = 1,NAS-ldentifier = "rotek", NAS-1P- Address =
192. 168. 5. 66, Acct - Session-1d = "57739d0f 00000001", User - Nane = "4C: 57: CA: XX: XX
[acct _uni que] Acct-Uni que-Session-1D = "9a52h5614889da5c".

++[ acct _uni que] = ok

+} # group preacct = ok

# Executing section accounting fromfile /etc/freeradius/sites-enabl ed/ default
+group accounting {

[detail] expand: 9% Packet-Src-1P-Address} -> 172.16.130.69

[detail] expand: /var/log/freeradi us/radacct/ % % Packet-Src-|P- Address}: -
{Packet - Src-1 Pv6- Address}}/detail - %% @ -> /var/log/freeradi us/radacct/172.
16. 130. 69/ det ai | - 20170602

[detail] /var/log/freeradi us/radacct/ % % Packet- Src-1P- Address}: - % Packet - Sr c-
| Pv6- Addr ess}}/ detail - %% %@ expands to /var/log/freeradius/radacct/172.16.130. 69
/detail -20170602

[detail] expand: % -> Fri Jun 2 10:17:30 2017

++[detail] = ok

[radut np] expand: /var/log/freeradius/radutnp -> /var/log/freeradius/radutnp
[radut np] expand: % User-Nanme} -> 4C. 57: CA: XX: XX: XX

++[ radut np] = ok

rimperl: WNAM Q ACCT W SPr-Location- 1 D=i socc=, cc=0, ac=0, net wor k= NAS- Port =1
Acct - St at us- Type=Start Franed-|P- Address=192. 168.5.3 Chilli Spot-Version=1.3.0
NAS- | P- Addr ess=192. 168. 5. 66 Cal | i ng- St ati on-1d=4C- 57- CA- XX- XX- XX NAS-
Identifier=rotek Acct-Unique-Session-|d=9a52b5614889da5¢c Chilli Spot-Attr-
10=0x00000002 W SPr - Locat i on- Nane=16 User - Nane=4C: 57: CA: XX: XX: XX Acct - Sessi on-
1 d=57739d0f 00000001 Cal | ed- St ati on-1d=EC- 4C- 4D- 56- 35- 28 NAS- Port - Type=Wr el ess-
802. 11 NAS- Port-1d=00000001

rlmperl: RECV: |G : Socket::|NET=GLOB(0x1c21918)

rimperl: WNAM A: K (2)

rlmperl: Added pair WSPr-Location-ID = isocc=, cc=0, ac=0, net wor k=

rimperl: Added pair NAS-Port =1

rlmperl: Added pair Acct-Status-Type = Start

rlmperl: Added pair Franed-|P-Address = 192.168.5.3

rlmperl: Added pair ChilliSpot-Version = 1.3.0

rimperl: Added pair NAS-I|P-Address = 192.168.5. 66

rlmperl: Added pair Calling-Station-Id = 4C 57- CA- XX- XX- XX

rimperl: Added pair NAS-Identifier = rotek

= = = == = = =



rlmperl: Added pair Acct-Uni que-Session-Id = 9a52b5614889da5c

rimperl: Added pair ChilliSpot-Attr-10 = 0x00000002

rimperl: ERROR Failed to create pair Event-Tinestanp = 29 2016 13: 04:08 MK
rimperl: Added pair WSPr-Locati on-Nanme = 16

rlmperl: Added pair User-Name = 4C: 57: CA: XX: XX: XX

rimperl: Added pair Acct-Session-1d = 57739d0f 00000001

rlmperl: Added pair Called-Station-l1d = EC 4C-4D- 56- 35-28

rlmperl: Added pair NAS-Port-Type = Wrel ess-802. 11

rlmperl: Added pair NAS-Port-Id = 00000001

++[perl] = ok

[attr_filter.accounting_response] expand: % User-Nanme} -> 4C: 57: CA: XX: XX: XX
attr_filter: Matched entry DEFAULT at |ine 12
++[attr_filter.accounting_response] = updated

+} # group accounting = updated

Sendi ng Accounting- Response of id 11 to 172.16.130.69 port 39306

Fi ni shed request 2.

Cleaning up request 2 ID 11 with tinestanp +63



	Беспроводные точки доступа Rotek

