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(MAC Auth. Password),  ( captiveportal_pass, password).
Cisco WLC MAC- "MAC Filtering"

1. Cisco WLC "WLANs" "Security".

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit ‘tmp’
= WL:A::S " Gemeral | Security | QoS | Policy-Mapping | Advanced |
» Advanced Layer 2 [ Layer 3 T AAA Servers \|

Layer 2 Security £ | Hone ¥

MAC Filtering®

Fast Transition

Fast Transition

2. "Layer 3"
wifuan]n,
CISCO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs = Edit ‘tmp’
T wLANS General | Security | QoS | Policy-Mapping | Advanced

R z\ e —

Layer 3 Security Web Policy ¥
Authentication
Passthrough
Conditional Web Redirect
Splash Page Web Redirect

& On MAC Filter failured?
Preauthentication ACL IPvd | whanm ¥ IPvE | None ¥ WebAuth Flexael | None v

Slegping Client Enable

Over-ride Global Config ¥ Enable
Web Auth type External{Re-diract to external server) ¥
URL | http://172.16.130.5:8080/cp/cisco

‘PN Pass-Through

L]

"Alow AAA Override".
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CISCO MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit “tmp"
- wa.:::s | Gemeral | Security | QoS | Policy-Mapping | Advanced
» Advanced
Allow A8 Qverride ¥ Enabled DHCP
Coverage Hole Detection Enabled OHCP Server Override

Enable Session Timeout
DHCP addr. Assignment ¥ Required

Aironet IE # Enabled

Daagnostic Channel Enabled OEAP

Override Interface ACL IPv4 | None 7 IPvE | Hone ¥ Split Tunnel (Printers) Enabled
F2R.BlockinlAcion Dusabzd T Management Frame Protection (MFP)
Client Exclusion 2 Enabled -
Maximum Allowed Clients £ o MFP Client Protection 2 | Optional ¥
Static 1P Tunneling LI Enabled DTIM Period (in beacon intervals)
Wi-Fi Direct Clients Policy Cisabled v

Maximum Allowed Clients Per 4P Radio 200 T Hoftn)) |8

Clear HotSpot Configuration Enabled 402.11b/g/n (1 - 255) |

Client user idle timeout(15-100000) A3

Client user idle threzhald {0-10000000) O BEwtes NAC State | Hone L

Off Channel Scanning Defer Load Balancing and Band Select
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