Mikrotik

WNAM , HTTP-, , . (hotspot), Mikrotik. - (UniFi, D-Link, -  Mikrotik).

(D Mikrotik RouterOS 7.

lip hotspot walled-garden
add dst-host=wnam_ip dst-port=80
/ip hotspot walled-garden ip

add action=accept disabled=no dst-address=wnam_ip !dst-address-list dst-port=80 protocol=tcp !src-address !src-address-list
wnam_ip ip- WNAM.

: http://lwww.netams.com/files/wnam/misc/mikrotik.txt.

- Mikrotik.

, IP-. 10.130.1.1  (ether2-master-local, bridge-local), 172.16.130.9 etherl-gateway, "

As Quick Set
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|8 Interfaces

EE Bridge |m

5 Switch 4

=2 peP 3 items

“8 Mesh

" MPLS - & Address Network Interface

sl 1p ¥ | i1 default configuration

ARP o] o 10.130.1.1/24 10.130.1.0 ether2-master-local
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Addresses pir WARN
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http://www.netams.com/files/wnam/misc/mikrotik.txt
http://wiki.mikrotik.com/wiki/Manual:TOC
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Name |dhcp1
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As Quick Set

1 Wireless

|8 Interfaces

R £
Bridge
L | QK || Cancel || Apply | | Remove |
£ Switch
w3 PPP
S2 Mesh
w7 MPLS Enabled o
ks 1p
om— Name | default
Accounting Interface | bridge-loc al v |
Addresses
Cloud Relay
DHCP Client
Lease Time |DE: 00:00
DHCP Relay
DHCP Server Bootp Lease Time forever ¥ |
DMNS
Firewall P
S Src. Address
IPsec
Meighbors Delay Threshold
Packing
Authoritative | after 2s delay v |
Pool
sSMB
SNMP Lease Script |
el Add ARP For Leases |
Settings
Sacks Always Broadcast
TFTP
Use RADIUS
Traffic Flow
, DHCP- . |, DHCP- IP- Mikrotik UniFi, DHCP (43).




Eg Bridge

0K “ Cancel ” Apply ‘ |Remwe]

E¥ Switch
= PPP
o1 mesh Address 10.130.1.0/24 |
&’ MPLS Gateway ¥ [1013011 .
ks 1p
ARP Netmask & (24 |
Accounting

DNS Servers ¥ |B.B.B.B | F
Addresses
Cloud Domain -
DHCP Client
DHCP Relay WINS Servers w
DHCR Server NTP Servers ¥
DNS
Firewall CAPS Managers -
Hotspot

MNext Server w
IP=ec
Meighbars Boot File Name
Packing
Pool DHCP Options = -~
Routes DHCP Option Set ¥
sSMB
SHMP Comment |defau1t configuration
Services

,  NAT (masquerade, ).

. NAT .




L. TS | Filter Rules ”W“ Managle ” Service Ports ” Connections ” Address Lists ” Layer? Protocols
M8 Interfaces
Eﬁ Bridge | Add New || Reset All Counters |
= Switch
el rep 19 items
“I5 Mesh
) MPLS # Action Chain Sre. Address R;Eress Prot.. Src. Port Dst. Port Any. Port %Ei:e s Out. Interface
g1 = D 0 & jump dstnat
LT ; - D 1 & jump hotspot
BT = D 2 =|| redirect hotspot 17 {udp 53
Addresses -l ] 3 =] redirect hotspot 6 (tcp) 53
Cloud =] D 4 2| redirect hotspat & (tcp) 80
DHCF Client = D 5 = redirect hotspat 6 (tcp) 443
DHCP Relay = o 5 Fa jump hotspot 6 (tcp)
DHCP Server = D 7 A jump hotspot 6 (tcp)
e =] D 8 =] redirect hs-unauth 6 (tcp) 80

[E - ] 9 = redirect hs-unauth 6 (tcp) 3128
AT -l D 10 =l redirect hs-unauth 6 (tcp) 8080
JrEEr =] D 11 =] redirect hs-unauth 6 (tcp) 443
LEgies - D 12 & jump hs-unauth & (tcp) 25
Packing - ] 13 =] redirect hs-auth & (tcp)
el - D 14 & jump hs-auth & (tcp) 25
EE ;:: place hotspot rules here
SMB ElE |x 15 & passthrough | unused-hs-g
SN"“.? -|o| 16 =l masquerade | srcnat 10.130.1.0/24 etherl-gateway
Servicac

p
@ ., (firewall) fasttrack:

action=fasttrack-connection chain=forward comment="default configuration" connection-state=established,related

s ., (Hotspot). 0.

1 Wireless
8 Interfaces

J Servers ” Server Profiles H Users ” User Profiles ” Active ” Hosts ” IP Bindings ” Service Ports ” Walled Garden ” Walled Garden IP List ” Cookies |

Ei Eridge

|Add New“ Hotspot Setup‘

== Switch
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EE Bridge

| QK || Cancel || Apply | | Remove | | Reset HTML
5 sSwitch
= PPP
S8 Mesh
7 MPLS Enabled "l
EE
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Accounting Interface | bridge-local v |
Addresses
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DHCP Client
DHCP Relay
DHCP Server Idle Timeout
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Eirewsll Keepalive Timeout
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Meighbors IP of DNS Name 0.0.0.0
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Proxy Status running
Pool
: hotspot, "HTTP PAP". (Interim Update). Location ID, .
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Login By )
[«#| HTTP PAP [ | Trial
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Use RADIUS |
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Interim Update & |00:10:00

& Manual

@ winBox NAS Port Type 19 (wireless-802.11) ¥ |

"Session Timeout"  -). WNAM ™ ().
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( -) "IPBindings", IP- .

As Quick Set
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https://docs.netams.com/pages/viewpage.action?pageId=8945787

1 Wireless

8 Interfaces

| Servers ” Server Profiles ” Users H User Profiles ” Active ” Hosts ” IP Bindings ” Service Ports || Walled Garden “ Walled Garden IP List ” Cookies |

EE Bridge
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=% PPP
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7 MPLS - 4 Action Server Method Dst. Host Dst. Port Hits
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52 eridge
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gg Bridge

== Switch
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o128 Mesh
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EE 1P
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Cloud
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DHCP Relay

DHCP Server
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IPsec
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Packing
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SMB

SHMP

Services

Settings
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TFTP
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Web Proxy

# Routing

ioi System
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Files

Log
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}Q Tools

¥ MetaROUTER
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| n ] || Cancel || Apply | |Remnue| |Reset Status
Enabled .
ppp lagin
Service #| hotspot wireless
dhecp
Called ID
Domain
Address 1172.16.130.13
Secret T

Authentication Port

Accounting Port

Timeout

Accounting Backup

Realm

Src. Address
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Requests

Accepts

Rejects
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Comment
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NetFlow (IP-, TCP/IP

)

WNAM.  (traffic flow)




(WNAM) NetFlow

g ::d;: I Apply J [ TargelsJ
=3 PPP
°Ia Mesh
g :::'Ls Enabled ¥
Interfaces ¥ | bridge-local v
Cache Entries 32k v |
Active Flow Timeout |DU:3D:DD
Inactive Flow Timeout |[][]:[][]:1 5
Finished Flows ]
Active Flows 0
Unmanaged Packets ]
Unmanaged Bytes 0




:: Bridge

et Switch

ok |[[cancel | Anply | [Remove]

=3 PPP

°Ia Mesh

o7 MPLS

5 1P

rlogin.html /hotspot/  Mikrotik.

Address

Port

Version

v Template Refresh

v9 Template Timeout

1172.16.130.5

20002

5]
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winbox.exe ( CLI).
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& admin@se §8 s s 00 - WinBox v6.27 on RBI51Ui-2HnD (mipsbe)

[=la]

|

Hide Passwords [ (2

A Quick Set File: List ||
- tefaces | =| | Backap || Resore |
1 Wireless |File Name Type |Size | Creation Time 7| -
B Bridge [ hotspot-mt 145l directory May/07/2015 20:05:21 |+
- [= hotspot-mt 14mlWISPAcces... xsd file 42518 May/ 07,2015 20:05:21
ﬁ FPP [= hotspot-mt 1.4l /alogin html it file 8218  May/07/2015 20:05:21
2 Switch [= hotspot-mt 1.4l /emor html it file 4168 May/07/2015 20:05:21
[ hatspat-mt 1.4l Alogout html - html file 361 B May/D7/2015 20:05:11
“13 Mesh [E hotspotmt 1.4l Aogin html it file 7878 May/07/2015 20:05:21
258l |P [- [=1 hotspot-mt 1.4ml Aogout html it file 3598 May/07/2015 20:05:21
; [=1 hotspot-mt 1.4mlHogin htm it file B3DB  May/07/2015 20:05:21
' MPLS | pub directory Mar/11/2015 23:12:09
3 Routing [+ | Dheotspot directony Jan/ 171970 03:54:40 |
=| hotspotrogin.html il file . 1424 B Apr/17/72015 23:(1351
1ot System " | E hotspot/zlogin himl himl file @
’ Queuss = hotspot /emor html it file i
. [ hotspot /emors bd bt file
(1 Files Chotspot/img directory Jan/17/1970 03:54:40
|| Log [ hotzpotimgAogobottompng  png file 35258  JanA17/1970 03:54:40
‘ﬁx Radius [= hotspot Aogin html htrl file B4 B Jan/17/1970 03:54:40
[= hetspot Aogout html htrl file 18138  Jan/17/1970 03:54:40
}é’ Tools ¥ D hatspotv directory Jan/17/19570 03:54:40
@ New Teminal [= hotspotAv/alogin Html htrl file 13038 JanA17/15970 03:54:40 ||
[ hotspot Av/emors b b file IB10B  JanA17/1570 03:54:40
#3 MetaROUTER [ hatspat AvAogin html it file JM0BBE  JanA17/1570 03:54:40
'én Partition [2 hotspat v Aogout hitml trnl file 18438 JanA17/1570 03:54:40
[E hotspotAv/radvert html [t file 14758  JanA17/1970 03:54:40
| & Make Supout rf [ hotspot.Av/status html htrl file Z760B  JanA17/1570 03:54:40
9 Marual [= hotspot/md5 js jafile JO0KEB Jan/17/1970 03:54:40 |
1481 B JanA17/1970 03:54:40 W
E. Boit 60 tems (1 selected) 17.1 MiB of 128.0 MiB used BB free
. http://www.netams.com/files/wnam/misc/.
@ HTML- ¢ -)
G ) - WNAM.
* action="http://172.16.130.5:8080/cp/mikrotik” - () WNAM, TCP-. , -Tomcat - WNAM (80 8080). “/cp/mikrotik" Mikrotik,
® name="site-id" value ="1"- , . WNAM, IP- , 0.
login.html,
Mikrotik .
WNAM """ "Mikrotik", IP-,



http://www.netams.com/files/wnam/misc/
http://172.16.130.5:8080/cp/mikrotik

ViameHeHne cepBepa AocTyna

MNapameTpsl RADIUS SNMP/TACACS+ MopTsl KaTteropuu 2
KnwveHt
Tun WUma ycTponcTEa
Mikrotik v
IP agpec (NAS-IP-Address) BHewHun IP agpec
172.16.130.9 192.168.1.1
MecTononoxeHne
test

KoMmeHTapui

Norvs © Napone ©
wnam )
CNonb30BaTL CYETUMKN AKKAYHTUHTA nonyyeHo 0 3anuceil

MeHATE MecTami CHETYNKN Nprémanepenadn
OnpedendTs WieHa YCTPOACTB a00HEHTOB

MNpUHMMETE geTannaauuno notokoe NetFlow nonydyeHo 0 3anucen

m] COXpaHWTb M3MEHEHUA 3aKpLITL

- - ., (http://wiki.mikbill.ru/billing/nas_access_server/mikrotik_hosts).
. Mikrotik Winbox

System|Scheduler



http://wiki.mikbill.ru/billing/nas_access_server/mikrotik_hosts

Schedule <clear_not_auth

S clear not_auth| | OK
Start Date: | Mar/30/2016 | | Cancel
Start Time: I15‘.45:5? |i| Apply

Interval: |00:05:00
| | Disable
On Event:
foreach i in [ /ip hotspot host find where
authorized =no and bypassed =no ] do={ Copy
/ip hotspot host remove S
} Remove

Owner: |:Ih

Policy: [v! ftp v reboot
read v wiite
v/ policy v test
'v| password |v sniff
sensitive

Run Court: |60 |
Next Run: |Mar/30/2016 23:50:57 |

enabled

, "On Event" :

:foreach i in [ /ip hotspot host find where authorized =no and bypassed =no ] do={

/ip hotspot host remove $i

}




schedule <clear_idle>

Name: | SEETHEL | 0K
Start Date: |Mar/30/2016 | | Cancel
Start Time: | 15:45:57 =] [ Acply

Interval: |Dﬂ:ﬂ5:ﬂﬂ ]
Disable
On Event: r—
toreachiin [ /ip hotspot host find where
|idletime>00:01:00 ] do={ Copy
/ip hotspot host remove S
) Remove
Owner: |dh
Policy: v/ ftp v reboot
v read v write

v policy v test
v password ¥ sniff
v sensitive

Run Court: |0

Next Run: |Mar/31/2016 00:05:57

enabled

, "On Event" :

:foreach i in [ /ip hotspot host find where idle-time>00:01:00 ] do={

/ip hotspot host remove S$i

}
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