1.3 WNAM ( -). OAuth2.0.

, - WNAM support@netams.com

- WNAM 1.6 )¢ ) . . , . ., ( ). (VipNetCSP CSP), OpenSSL-( support@netams.com ).
1. /home/wnam/esia_cert.pem /home/wnam/esia_cert.key . WNAM " "" esia_certificate esia_key:
OonucaHue Hma 4 3BHayeHue
MyTe 4o dhaina cepTHHKaTA B3aUMO0SHCTBHA C esia_certificate /homeiwnam/esia_cert.pem
ECHA (PEM)
Manka ¢ cepTuduEaTamu ECHA esia_cerificate_path  /homefwnam
MyTe Ao haina knoya esammogencTemna ¢ ECHA esia_key /homeiwnam/esia_cert key
(PEM)

2. WNAM, wnam.log "ESIA_GOST", :

12:58:15.316 INFO [EsiaService.java:121] - ESIA_GOST: ECGOST3410-2012 CN="...", EMAILADDRESS=..., OID.1.2.643.100.4
=..., 0ID.1.2.643.100.1=..., O=..., C=RU
12:58:15.361 INFO [EsiaService.java:140] - ESIA_GOST: ECGOST3410-2012 Private Key

(D WNAM . NTP.

3. . https://esia.gosuslugi.ru/console/tech , ( ):


mailto:support@netams.com
mailto:support@netams.com
https://esia.gosuslugi.ru/console/tech

B HagewmmHwi

https://esia.gosuslugirg/idp/rlogin?ecc=bp ¥ &

rocycnyru

DocTyn k cepercam
INEKTROHHONS NPABNTENLCTES

Bxon

B TexHonornyeckun noptan ECHUA

Lpyron nonbaosarent

Mapones

TRFRRREIRRREEEE

Bowtu

BoCcCcTaHoBUTE Naponk

BofTi ¢ NOMOWEH 3NEX TPOHHBIX CPELCTE




‘*“;:e... ag:g‘mgm TexHonoru4yeckui noprtan Q =

ECHMA
OO0 "HETAMC"

TexHONOAUNECKUE Mopman CMEHNTE ODEHUIAUNG

HHbopMaLMOHHEIE CHCTEME! CepBEHChI WecTtopunA onepauMi

Yupapienue uHGOpMalMOHHBIMH cucTeMaMu "O0O

"HETAMC™

Hazsanwe MHeMOHWKS

Cucema ynpasneHna GecnposogHuIM gocTymon WHNAM WNAMTESTH i

©

PocTeReKod




OCHOBHBIE OAHHEIE CUCTEMEI

HazgaHue cHcTeMel | CMCTEME ynpasneHus DecnpoBoOHEM nocTynom WNAM |

Otofpaxaemoe | WIFi aBTopusauma yepes ECHA |
Ha3BaHue

YiawWTe HasBaHWe CUCTEME, KoTopoe Byner oTobpawaTech
NoNs30BaTeNAM MOCYCNYT W MHTETPHPOBAHHLD CHCTEM.
PexomeHgyeTca yK a3biBaTh NOHATHOE ANA MACCOBOMO
MaNL30BATENA HalBaHue, HanpuMmep, BMecTo «EguHss® nopran
rocyAapCTBEHHLEX Yenyr (DyHKuMA)e - alocycnyrms.

MHEMOHKKA cHCcTEME | WHNAMTEST

Ecnu cucTema zapercTpuposasa 8 CM3B, To muemormka 8 ECHA
A0M¥HA COOTEETCTEOBATL MHEMOHKMKS TOHKHM NOAKNKYEHWA B
CM3B. Cuctema, pervcTpupyeman 8 ECHMA ¢ yenwio nonydeHna
pocTyna k cepawcy ECHA 8 CM3B, gonwra Gume NpegeapuTensho
zapermcTpuposaqa g CM3B

WHdopMauma o cucTeme | CHeTema WHNAM no3BonAeT NPosoaMTh aBTOPM3aLKIo
nonssoeatensi WiFi cornacHo TpeGoBaHuaM

JaKoHODATENLCTEA P

URL cHcTemMbl | hitpoiawww whnam.ru |

OTBETCTBEHHEIN 3A 3KCNNYATALMIO CUCTEMEI

OUO | miegrmipefio g simemiage: e |

Eeegume MMA OTBETCTEEHHOMN COTPYAHHER BALLEA OPTAHUIEALMA W
efEpUTE ero M3 Beinafanwen cnucka. MNonslceartent JonweH
GinliT NPHCOBOMHEH K YIETHOA 33NHCH BALLEH ODFSHWUIALMM.

Afpec ANeKTPOHHORA
NOHTE

‘ i ki g e ) |

Homep TenedgoHa [.' - i S I

(ert, )



S5 agﬁﬂ%ﬁm TexHONOrM4YecKUn nopTan Py mm—

ECHA
COO"HETAMC"

TexHonozuveckud nopman

HHdopmaumoHHEIe cHCTEMB! CepBucel WcTopuna onepaumi

CucreMa yrnpapJieHHs 6ecIIpoBOAHBIM JocTyriom WNAM

YNPABNEHWE CEP THPUKATAMMK

4 DnA3arpyam cepTWOUKATA HAXMUTE « 3aMDYINTE CEPTHDHKATS, + JarpyIuTe cepTHdMKar
ﬁ OnA oBHOETEHNA JaHHB HAYMUTE « DIHOSN T

Ne Komy Boigan Kem BhimaH CpoK QeRCTENR
CM=WNAM-ESIA, OU=WNAM CH=WNAM-ESIA, OU=WNAM ¢ 01.06.2016
1464789884 Q=Netams LLC, L=Moscow, Q=Netams LLT, L=Moscow, ;.s 18.10 2643 & o
ST=Moscow. C=RU ST=Moscow, C=RU '
5. (DR O "0. . , WNAM

WNAM et OAuth


https://digital.gov.ru/ru/documents/4244/

Wireless Network Access Manager  Ceogka  [lMombaosaTtenn  Ceccumn Kd

Cou,man bHble CeTU

BKoHTakKTE O OHOKNACCHWEK Facebook Instagram ECHA
MHeMOHHMKa CUCTEMBI WNAMTEST1
Agpec Bo3BparTa http:#M172.16.130.5:8080/cp/sociallesia
Menone20BaHne ® TecToBOE ' NMPOOYKTMBHOE
Maponk Ha cepTUdUKaT Wnam-pass
O6nacTe gocTyna http:/ffesia.gosusliugi.rufusr_inf
¢ ) () -""- WNAM,
, (D WNAM cookie , , . WNAM., Mikrotik  http://wnam.company.ru/cp/mikrotik, " " http://wnam.company.ru/cp/social/esia.
\ "fullname birthdate gender email mobile id_doc snils inn",  “fullname openid". " "(). , ().
G} WNAM | https://esia-portall.test.gosuslugi.ru/, , https://esia.gosuslugi.ru/. ™ WNAM . ( ), -

6. nginx location { ...}:

proxy_buffer_size 16k;
proxy_buffers 4 16k;
proxy_busy_buffers_size 16k;
client_body_buffer_size 16K;
client_max_body_size 8m;

e - http://__wnam/wnam/auth_test.


https://digital.gov.ru/ru/documents/4243/
http://wnam.company.ru/cp/mikrotik,
http://wnam.company.ru/cp/social/esia
https://esia-portal1.test.gosuslugi.ru/
https://esia.gosuslugi.ru/

OB6Lwme HacTPONKK

Pep‘“pex-r [ Kop"egoﬁ CTRaHHULEI JanadHan MHdopPMaUMeHHaA CTpaHMLE v

MmA wabnoHa cTpaHuubl | Buifiop

TecToBbIE HHTEPtDEiichl CMC 1 WaBNOHOE CTPaHMY otnpaeka CMC (4  cTpannuyb noprana @ pexnama 4

Hepapxua/rpynnMpoBEKa NNowWanok n

"Auth in ESIA"

Esi aUser{firstNane=""', lastNane='-', mddl eNane=""', birthDate=Mon Feb 07 03: 00
00 MSK 1994, gender="M, trusted=true, verifying=false, snils="000-000-600 02
i nn=' 000123123002' , status=' REA STERED }

-wnam.log

23:40: 13. 855 DEBUG [ com net ans. wnam web. Aut hControl | er: 259] - Request esia code

23:40: 13. 855 DEBUG [ com net anms. wnam web. Aut hControl | er: 260] - State 7324de34-
618e- 4ed9- b5cc- f 5ea35838ae9

23:40: 14. 021 DEBUG [c.n.w. s. socnhet . esi a. Esi aService: 136] - Esia token EsiaToken
{idToken="null"', state='c4a355eb-70e3-4dcd-95a5-b9f cd581lbbal’

accessToken='...', payload=null, error="null', errorDescription="null"'}
23:40: 14. 022 DEBUG [c.n.w. s. socnet. esi a. Esi aServi ce: 147] - {"al g":"RS256", "sht":"
access", "typ":"JW", "ver": 1}

23:40: 14. 022 DEBUG [c.n.w. s.socnet. esi a. Esi aService: 148] - {"exp":1483911613,"
scope":"http:\/\/esia.gosuslugi.ru\/usr_inf?0i d=1000299654","iss":"http:\/\/esia.
gosusl ugi .ru\/","nbf":1483908013, "urn:esia:sid":"...","urn:esia:shj_id"
1000299654, "client _i d": "WNAMIEST1", "i at": 1483908013}

23:40: 14. 130 DEBUG [c.n.w. s. socnet. esi a. Esi aServi ce: 211] - Response: EsiaUser
{firstNane=""', l|astName='-', mddl eNane="", birthDate=Mon Feb 07 03: 00: 00 MSK
1994, gender="M, trusted=true, verifying=false, snils="000-000-600 02'

i nn="000123123002', status='REG STERED }

"™, sms.html,

<A href="#" type="button" onclick="esia();'><button class="btn btn-primary"> <
/ but t on></ a>

<script type="text/javascript">
function esia() {

docunent .|l ocation. href="$(soc_esia)";
return fal se;

</script>

, Wi-Fi




eeecC MTS RUS 7= 23:20 @ 47 % W

a esia-portall.test.gosuslugi.ru C

rocycnyru

HocTyn k cepemcam
3/1eKTPOHHOMO MPaBUTENbCTBA

BXxo/1

000-000-600 02

Lpyroi nons3oBaTenb

Maponb

eee0c0 MTSRUS ¥ 23:20 @ 47 % W

a esia-portall.test.gosuslugi.ru &

rocycnyru

HPEHOCTHBHEHME npas AocTtyna

Cuctema ynpaeneHus 6ecnpoBoaHbIM
poctynom WNAM

3anpawmsaeT cledyioLlme npasa:

e [IpocMOTp BCexX OaHHbIX Ballen y4eTHON

3anucn




eec0oc MTSRUS & 23:20 @ 47 %W
@ esia-portall.test.gosuslugi.ru

Haxunmas «[pepoctaBuTh»,

Bbl paspeLuaeTe 3TON UH(POPMaLUOHHON
CncTemMe NCNoNb3oBaTh yKasaHHbIe
OaHHble cornacHo ee npasunam
1 ycnosusim. Bel Bcerga moxxete oTo3eatb

aTO paspelleHrie U3 cBoero NpPoduns.

OtkazaTb MpegocTaBuTb

8 800 100-70-10 support@gosuslugi.ru
+7 499 550-18-39 @®opma obpaTHOA CBA3U

, WNAM




MapameTpbl 3an1cK o Nonb3oBaTtene

MAC AC:57an

Bpems cosnanua 08.01.2017, 22:28:03

Bcero npuHaTo, M6 0

DHCP naeHTHUKaTOP

Umn aC
Tenedpon TenedmoH
Coucete (4

MNocnegHui IP agpec 10.130.3.253

Bpems nocnegxero 08.01.2017, 22:33:04

nogKnYeHnA
Bcero oTnpaeneHo, M6 0
CeccHi 1
Bexpop Apple
Kog cmc-aeTopusaummn 1 ESIA

CouceTs: ESIA, MHH: 000123123002, CHMNC: 000-000-600 02, Bo3pacT: 22, non:

MALE, Mma: AHOpeil KOHTEHT-MeHexep, Apy3eil: 0, AeHb pOXOEHUA: T (beepana

1994 r, agTopu3soBaH: 08.01.2017, 22:28:03, nocneaHui exon 08.01 2017,

KommeHTapui

User-Agent: Mozilla/5.0 (iPhone; CPU iPhone OS 10_2 like Mac OS X)

AppleWebKit/602.3.12 (KHTNML, like Gecko) Version/10.0 Mobile/14C82 Safari/c602.1

Craryc He GnokuMposaH

Bce ceccu NoNe30B3aTENA
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