TACACS+- (). , s (), . TACACS+ RFC 8907, TCP- 49.
1.6.2956 WNAM TACACS+. 1.6.2994 TACACS+ . WNAM-1.6-TACACSPLUS WNAM-1.6-T : 10, 100, 1000.
® Cisco IOS (Catalyst 2960);
® Cisco ASA (ASAv);
® Cisco NX-OS (Nexus 9000v);
® Cisco I0OS XE (Catalyst 8000v, C9800-CL Wireless Controller);
® Cisco I0S XR (XRv 9000);
® Cisco AireOS (VWLC 7.4.100);
® Eltex (MES5332A);
® Huawei S5710
® Juniper (vMX vcp).
TACACS+ ., , (). . TACACS+ , WNAM . , . TACACS+
(:) (), , TACACS+.
TACACS+ -49, , WNAM ™ . systemd- WNAM, /etc/systemd/system/wnam.service

AmbientCapabilities=CAP_NET_BIND_SERVICE

systemctl daemon-reload

systemd-:

systemctl restart wnam

- /home/wnam/logs/wnam.log :

01

TACACS+ ()

2022 18:52:44. 460 DEBUG [c. n.wnam servi ces. TacacsPl usServi ce: 91] -
TacacsPl us Service started

WNAM. (). """ (tacacsplus_key).

[lononHuTernbHbie HAaCTPOWKK

Onucanne
oTBETA

Umna 4 3Ha4eHue

CeKpeTHbIA KIMioY ANA B3aUMOAEACTBUA C tacacsplus_key secret
oBopyaosaHuem no npotokony TACACS+

Mowck:

W3meHeH

Monk3soBatens

tacacsplus_key : secret. WNAM. NAS (). "TACACS+" ™ "" ""()



https://www.rfc-editor.org/rfc/rfc8907.html

M3meHeHne cepBepa goctyna

MapameTpel RADIUS TACACS+ Kateropum

CeKpeTHbiIi ko4 © @

m] ‘ Yoanutb CoxpaHUTb U3MEHEHMA 3aKpbITh

[@ ., """ (NAS)




3meHeHune cepeepa gocTyna

MNapameTpbl RADIUS TACACS+ KaTeropuu

Tvin WM#A ycTpoWcTBa
Mikrotik v

IP agpec (NAS-IP-Address) BHewHun IP agpec
192.168.1.1 192.168.1.1

MecTononoxeHue

MecTtononoxexue

KommeHTapwii

NoruvH Maponb

»
(J WMcnonb3oBaTb CHETYUKW akKayHTUHIa nony4yeHo 0 sanncen
0 MeHATL MecTaMKn CHETHUKU NpUEMa/nepeaaYn
(J Onpegensite MIMeHa YCTPOWNCTE aboHEeHTOB
() MpuHuMmaTe getanusaumnio notokoe NetFlow nony4exo 0 3anucen
m CoxpaHuTb U3MEHEHUS 3aKpbITh

TACACS+:

Active Directory ();




e e A

KopnopaTweHas asTopu3aums b
MnaTHsIi gocTyn

KOHCTpYKTOp CTpaHML
Bayuepsi

Kareropyu

PeKnaMHbIe KamnaHum
CoyMantHbie ceTH

Onpocbl

HoTUHEaLHK

Mposainepsl SMPP

—

MpoMUNK 8y TEHTHHDMWUKALM K
MpounK aBTopU3aLIMM
Mpogunu yCTPORCTE
Cnyx0a Active Directory
YAOCTOBEPAKLLMA LIEHTP

CepTUdmKaThl

Mpynnbl TACACS+
Mons3oeateny TACACS+
Mpogunu TACACS+

3arpyxaemble ACL

0)

® AD CHAP NTLM;
L]
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