FreelPA

1.6.3209 WNAM adctool  FreelPA :

®* RADIUS- PAP EAP_PEAP (NT Hash).
®* RADIUS- PAP, EAP_PEAP EAP_TLS (ldentity) ().
® TACACS+/ .

* - WNAM.

Astra Linux 1.7.3 ™.

FreelPA 4.8.10, Microsoft Active Directory,

(): astradom.wnam.ru;
(): wnam16-astra.astradom.wnam.ru;
® adctool: wnam-15.astradom.wnam.ru;

-root ( sudo).

Hii
apt install freeipa-server-trust-ad
i pa-adtrust-install --add-sids

#HA

i pa perm ssion-add 'ipaNTHash service read'

ri ght =read
i pa privilege-add ' Radius services'
servers to operate'

i pa privilege-add-perm ssion 'Radi us services'

read'
Hit#H RADI US-

i pa rol e-add ' Radi us server'

--desc="Radi us server

|, FreelPA

--attrs=i paNTHash --type=user --

--desc="Privil eges needed to allow radiusd

--perm ssions="ipaNTHash service

role"

i pa role-add-privilege --privileges="Radi us services" 'Radius server'

HHH ,

i pa service-add 'wnam wnanl6- astra. astradom wnam ru'

Idif.txt , ( - Qwerty123):

dn: Kkrbprinci pal name=wnanf wnanil6- ast r a. ast radom wnam r u@ASTRADOM WNAM RU,
cn=servi ces, cn=account s, dc=astradom dc=wnam dc=r u

changetype: nodify
add: objectd ass
obj ect d ass: sinpleSecurityQObject

add: user Password
user Password: Qnertyl123

| daprodi fy -f Idif.txt
astradomwnamru -Z

wifiastra  ( ipa-adtrust-install, ):

-D 'cn=Directory Manager'

-W-H I dap://wnanil6- astra.



/-,‘ FreelPA & Administr.

WaeHTndukauyms MNonnTwka AyTeHTUdMKaLMA CeTeBble UTyx6 IPA-cepeep
MoNb30BaTENK NEL CnyxBbl Tpynnel MNpegcTagnexws 1D ABTOYYACTHME ~
AKTWEHbBIE NONB3I0BaTENA '\-'-;fastrs

v - wifiastra

NapameTpbl

wifiastra asnaeTtca YHECTHHMEKOM:

Mprennerun Parsec MUHMMENBHEIE KATETOPUNM KOHGUAEHLMENEHOCTIA MakcumansHele KaTEropui KoHGWAEHLMANBHOCTIA Macka ayawTa ycnexa
Macka ayauTa oTkasa [pynnel nonssoeatensii (2) CeTeEbie rpynnsl Ponun Mpaeuna HBAC Mpas Sudo
2 06roBuTE || D BepryTe | | X Coxpanwte | | Jefictema v
e — p - AL U AT 5 o ~
MapaMeTpbl NAEHTUOUKALNY MNapameTpbl Y4ETHOWN 38N
JonxHocTe Wma yuétHoid wifiastra
sanucK
Wma * Astra Nonb30BaTENA
Damunua * Wifirest User Napone R
NonHoe uma * Astra Wifitest User OkoHuarue 2023-05-26 22:32:367
AeACTENA
OTobpaxaemoe Astra Wifitest User napons
MMA
uip 1665000001
WMHuumane AW
1D rpynne 1663000001
GECOS Astra Wifitest User
Meesgonnm wifiastra@ASTRADOM.WNAM.RU | ¥Yaanute
Knace YHETHOW
IannucKn Jo6asute

- FreelPA "Radius server" wnam/wnaml6-astra.astradom.wnam.ru :

/j FreelPA & Administ

WaeHTUMKaLms MonuTvka AyTeHTUdUKALMA CeTeBble C IPA-cepeep

rpynnel MpeacragneHws 1D ABTOYYaCTHUK

MNonb3oBaTenu Y30bl

am&-astra.astradom.wnam.ru@ASTRADOM.WNAM.RU

a: wnam/wnam16-astra.astradom.wnam.ru@ASTRADOM. WNAM.RU

smam|8-astra.. YMPaBNRETCH:

wnamiwnam16-astra... AEnRETCA YHACTHUKOM wnami

NapameTpbi Paonn (1) ¥3nwi (1)
2 06HoBuTe | | D Bepryte || X Coxpanuts | | JlefictBuna ~
[NapameTpbl CNyxbb MNoaroToeka

MNceegoHmm wnam/wnam16- CocTtoaHue + Wimeetca kntou Kerberos, cnyxBa nogroTosneqa k
YUETHOIR astra.astradom.w \STRADOM.WNAM.RU | ¥YaanuTte paboTe
sanucu
HdobaenTe
CepTudukaT Cnyxbb
Cny>x6a wnam -

CepTiduratsl JobaenTs

Wma ysna wnam16-astra.astradom.wnam.ru




AobGaenTe cnyx6y 'wnam/wnam16-

astra.astradom.wnam.ru@ASTRADOM.WNAM.RU" B ponu

[JoctynHo OxugaeTca

O | Wma ponn @

0 | Wma ponn
Enrollment Administrator

O | Radius server
helpdesk

IT Security Specialist
IT Specialist
Security Architect

User Administrator

Jobaeute || OTMeHWTE

Cnyxba: wnam/wnam16-astra.astradom.wnam.ru@ASTRADOM.WNAM.RU

wnam/wnam18-astra... ABNASTCA YHaCcTHMKOM!

wnam/wnam18-astra... ynpasnasTca:

MapameTphl Ponw (1) ¥znw (1)

= O6HoBuTe | T Ypanute |+ [lobaeute
0 | Wma ponn
a Radius server

MokazaHo zanmck:c 1 no 1 us 1.

Cnyxba: wnam/wnam?e-astra.astradom.wnam.ru@ASTRADOM. WNAM.RU

wnam/fwnam18-astra... AENASTCA YYaCTHUKOM:

wnam/wnam16-astra... ynpagnaeTca:

MapameTphl Pomn (1) Y3nw (1)

= O6HoeuTe | W Ypanute | + [oBauTe
0 Wmaysna

O wnam18-astra.astradom.wnam.ru

MokasaHel z2anucuic 1 no 1 ws 1.

WNAM

WNAM ™ "" " FreelPA"



Cnyx0bl kKaTanoroe

CraTyc cepenca Bpemn paGotel: 131 days, 10:17:45

MoAKMIOYHTE HOBLIA [OMEH AD MNOOKNIO4YHTL HOBLINA JOMEH FreelPA

Mokazate 10~ 3anuced
OomeH * KoHHeKkTOpbI BawHeIX rpynn BamHeIX aTpMGyTOB
B Tabnuue oTcyTCTBYIOT AaHHbIE

3anucu ¢ 0 0o 0 u3 0 sanucei

MoUCK:

KouTponnep

Mpeabioylian | Cnegylowas

/home/wnam/adctool/config.json.

CozgaHue nogknw4eHns K FreelPA

KoHTponnep nomeHa (FQDN) wnam16-astra.astradom_wnam.ru

- Wi o -asira.ast .
CepBUCHaA YYETHAR 3aNKCh wnamfwnam16-astra.astradom.wnam.ru

Maponk

MoaKnIUYMTLCA OTMeHS

Cnyx06bl kKaTanoros

CTaTyc cepenca BpemA paGoTul: 15:22:52

MoAKNIOYUTE HOBLIA foMeH AD MonKMio4Y|Th HOBLIM AoMeH FreelPA

MokasaTe| 10~ 3anucei

OomeH 4 KoHHeKTOpbI BaxHLIX rpynn BamHbIX aTPUBYTOR

astradom.wnam.ru IPAILDAP 0

Mounck:

KoHTponnep

wnam16-astra.astradom.wnam.ru




Cnyxba katanora

WMma gomeHa

TecT aBTopU3aLIUKu MepenoakniHMTECA

astradom.wnam.ru

WMA KoHTpONNepa aoMeHa

wnam16-astra.astradom.wnam.r

MyTe rpynnel B KaTanore

cn=astrawifigroup,cn=groups,cn=accounts, dc=astradom,dc=wnam,dc=ru
cn=trust admins,cn=groups,cn=accounts,dc=astradom,dc=wnam,dc=ru
cn=editors,cn=groups,cn=accounts dc=astradom,dc=wnam.dc=ru
cn=admins,cn=groups,.cn=accounts, dc=astradom,dc=wnam,dc=ru

cn=ipausers,cn=groups.cn=accounts, dc=astradom,.dc=wnam,dc=ru

Tpynnol
# Wmsa rpynnist
Group for Wi-Fi clients
O Trusts administrators group
[} Limited admins who can edit other users
[ Account administrators group
(] Default group for all users
LDAP

TecTUpoBaHWe asTopu3aluK Yepes cnyxby kaTanora

YKAMUTE YHETHBI® OaHHBIE:

NoruH wifiastra

Maponb

Moaknio4eH!e ® LDAP
Pezynetat

[{"'name":"Group for Wi-Fi

clients","fullCn":"cn=astrawifigroup,cn=groups,cn=accounts, dc=astradom,dc=wnam,dc=
ru","sid":"1665000003"}, I"name":"Default group for all
users""fullCn":"cn=ipausers,cn=groups,cn=accounts,dc=astradom,dc=wnam,dc=ru","si

d""ipausers"}]

() NTLM or FreelPA




TecTMpoBaHMe aBTopU3aumMn Yepes cnyxby kaTanora

YKaWWTe YHETHRIE OaHHBIE:

MorKH wifiasira
Hapoﬂb LITERYTY RS
() LDAP @ NTLM or FreelPA
MogknoYyeHue
PesyneTaTt

"IPA PASSSWORD CHECK SUCCESS"

FreelPA WNAM. , /home/wnam/adctool/logs/console.log.




	Подключение к FreeIPA

