WNAM Vo

(‘D ., WNAM, , RADIUS, 802.1x, TLS.

WNAM

1. - (/home/wnam/logs/wnam.log)

18:45:55.944 -
TRACE - : TRACE, DEBUG, WARN, INFO, ERROR
[c.netams.wnam.documents.aaa.ASession:132] -

log [74] authorization - add tag 'EAP/AD ' to customer categories, MAC=58:91:CF:97:4D:7A -
-, IP- 0 -., (grep). (, ),  /home/wnam/logback.xml. : logback.xml :/home/wnam:

cd / hone/ wnam

wget - O | ogback.xm 'http://docs. netans. com downl oad/ attachnment s/ 49677573
/1 ogback. xm ?ver si on=2&nodi fi cati onDat e=1659021808000&api =v2

/home/wnam/wnam.conf:

export JAVA OPTS="- Xn8512m - Xnx4g -Dj ava. net. preferl| Pv4St ack=true \
- Dl oggi ng. confi g=/ hone/ wnan | ogback. xm \
- Dj avax. net . debug=al | \

-Dj ava. security. debug=access: st ack: t rust manager"

logback.xml - (100 ), . WnamFileAppender

<l-- see https://|ogback. qos. ch/ manual / appenders. htm -->
<appender nane="Wanti | eAppender"” cl ass="ch. qos. | ogback. core.rolling.
Rol |'i ngFi | eAppender " >
<file>l ogs/wnam | og</fil e>
<append>t r ue</ append>
<rol lingPolicy class="ch.gos. | ogback. core.rolling.Ti neBasedRol | i ngPol i cy">
<fil eNamePattern>l ogs/ wnam %d{yyyy- MM dd}. | og. zi p</fil eNanePat t er n>
<maxHi st ory>10</ maxHi st ory>
</rollingPolicy>
<encoder >
<pattern>%d{HH mm ss. SSS} % 5l evel [% il e{36}:%ine] - %sg%nM</pattern>
</ encoder >
</ appender >

2. - (/home/wnam/logs/console.log)

wnam.log, (stdout) WNAM. - Java-, (WNAM) :

18:44:44.975 WARN [o.a.t.util.scan.StandardJarScanner:175] - Failed to scan [file://home/.m2/oracle/database/jdbc/ojdbc8/21.5.0.0
Joraclepki.jar] from classloader hierarchy
java.io.FileNotFoundException: /home\.m2\repository\com\oracle\database\jdbc\ojdbc8\21.5.0.0\oraclepki.jar ()

at java.util.zip.ZipFile.open(Native Method)


https://docs.netams.com/download/attachments/49677573/logback.xml?version=2&modificationDate=1659021808000&api=v2
https://logback.qos.ch/manual/appenders.html
https://docs.netams.com/pages/viewpage.action?pageId=49677626

3. - RADIUS- (/home/wnam/radiuslog)

- RADIUS- WNAM, , IP- RADIUS-. --.log.

ORER

- RADIUS- WNAM, . (AUTH, ACCT, CoA) :

RADIUS-,

22:54:43.774 AUTH REQ :
22:54:43.774 AUTH REQ :
1 VSA: Cisco-AVPair: service-type=Framed
22:54:43.774 AUTH REQ :
22:54:43.774 AUTH REQ :
22:54:43.774 AUTH REQ :
22:54:43.774 AUTH REQ :
Q : EAP-Message -
20223c217a29d375c84c41bd07fd131d3814478d12dfe8cccd7a30b0fo0deddc63

22:54:43.774 AUTH REQ

22:54:43.774 AUTH RE

0x020b002b190017030100
22:54:43.774 AUTH REQ :
1 VSA: Cisco-AVPair: audit-session-id=AC108226000000F26219599A
22:54:43.774 AUTH REQ :
22:54:43.774 AUTH REQ :

22:54:43.774 AUTH REQ

22:54:43.774 AUTH REQ

22:54:43.801 AUTH RSP
22:54:43.802 AUTH RSP

User-Name - wifitest
Service-Type - Framed-User

Cisco-AVPair-service-type - Framed
Framed-MTU - 1500

Called-Station-Id - 18-9C-5D-93-47-81
Calling-Station-Id - 28-D2-44-95-A7-A4

Message-Authenticator - 0x885ch6ae2270c5513a86ee4ba59a4619

Cisco-AVPair-audit-session-id - AC108226000000F26219599A
NAS-Port-Type - Ethernet

1 VSA: Unknown-Sub-Attribute-2: 0x4661737445746865726€6574302f31
22:54:43.774 AUTH REQ :
22:54:43.774 AUTH REQ :
22:54:43.774 AUTH REQ :
22:54:43.774 AUTH REQ :
: Access-Accept, ID 164

: AVP: MS-MPPE-Recv-Key =
0x72238fab10a003d396e3
22:54:43.802 AUTH RSP :

NAS-Port - 50001

NAS-Port-ld - FastEthernet0/1

State - 0x7d2855622d623e6f393964386¢c5c4f3c
NAS-IP-Address - 172.16.130.38

489fde9f2a641cd40e9770b86acf5ab3b98b5a9clchs
AVP: MS-MPPE-Send-Key =

0x79b589448fd5cdbaballe8064861949b486142a3accc89f5b25f0b213788c94f

22:54:43.802 AUTH RSP
22:54:43.802 AUTH RSP
22:54:43.802 AUTH RSP
22:54:43.802 AUTH RSP

Wireshark.

802.1

al2sessions ( ASession)

: AVP: EAP-Message = 0x030b0004

: AVP: User-Name = wifitest

: AVP: Message-Authenticator = 0x851808893f141063d347dbba615c9a9a
: AVP_LEN=5

- WNAM.

monn
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MapameTpbl 3aMUcK 0 ceccuu

MAC 58:91:CF:97:4D:7A Bpemsa Hauana 24.04.2022, 18:45:55
MoeHTHMKaTOP wifitest UMz TecToBbIH Baidaii 2
IP appec 10.241.144.117 MeTon ® EAP_PEAP
SsiD Corporate Wi-Fi Dpe#MoB 4,
Mnowaaka FNM B CWA CepBep AocTyna FNM LAB I0S XE
Mpogonne EAP/AD COTPYAHWKN Ter fm_wif v
Ay TEHTUMKALMMK
npOﬁHJ‘Ih AETOPHIAUMWH FNM Wi-Fi Tar v
Nor nogKknYeHHUA:

1: findOrCreate - alprofiles candidates: 4, a2profiles candidates: 8 -

2: filterForAlIdentity - alprofiles candidates: 3 for source access server / bclient

3: filterForWLAN - alprofiles candidates: 3 for wlan "Corporate Wi-Fi' (ID=2)

4: newRadiusFrame - Frame type: EAP_IDENTITY, Frame ID: 2, RADIUS EAP State: null

5: filterForfAlIdentity - alprofiles candidates: 3 for identity wifitest

6: radius - send RADIUS CHALLENGE with 3 attributes

7: newRadiusFrame - Frame type: EAP_NAK, Frame ID: 3, RADIUS EAP State: @x6eddid4fe932663e2fobdedded7aloas

8: filterForAlMethod - alprofiles candidates: 2 for method EAP_PEAP

9: filterForAlMethod - checkForAdIdentity 'wifitest' reguested, cached=false, requested=false

18: radius - send RADIUS CHALLEMNGE with 3 attributes

11: newRadiusFrame - Frame type: EAP_PEAP, Frame ID: 4, RADIUS EAP State: Bx6ed87d4fe932663e2f6b4a64469793644

12: filterForAlMethod - alprofiles candidates: 2 for method EAP_PEAP -
i S . - . "

MapaMeTphbl YYETHOM 33NUCK NONB30BATENA CKONMPOBATE Nor B Gydep 3aKpLiTh

(ASession wnam_db) (clipboard) JSON-:

24.04.2022, 18:45:55




{
"id": "626570b3df 3ee423a0f 91053",
"mac": "58:91: CF:97:4D:. 7A",
"identity": "wifitest",
"name": " 2",
"nameCN': nul |,
"nameSAN': nul |,
"port Type": "Wrel ess",
"met hod": "EAP_PEAP",
"ip": "10.241.144.117",
"eapSessionld": "0x6e407d4f 6932663e2f 6b464469793644",
"acct Sessionld": "A806B45D000009AA5C401C54",
"ssid": "Corporate W-Fi",
"W anld": "2",
"accessServerld": "5f6dd26a8005e1b8e0338059",
"accessServerNane": "FNM LAB | CS XE",
"accessServerPort": "capwap_90000005",
"accessServer Vendor": null,
"accessServer Enabl ed": true,
"siteld": "2",
"siteNanme": "FNM B CWA",
"siteEnabl ed": fal se,
"beclientld": null,
"bli ent Name": nul |,
"startTine": 1650815155163,
"endTi ne": 1650815155959,
"frames": 12,
"alProfileld": "623599750a64e63ba40a6d43",
"alProfil eNane": "EAP/AD ",
"alTag": "fnmwfi",
"alProperties": null,
"alResult": "All ow',
"a2Profileld": "6259633803e250364c4a7113",
"a2Profil eNanme": "FNM W-Fi ",

"a2Tag": null,
"a2Properties": null,
"a2Result": "Accept",
"log": "",

"mat chedA1P":

[].
"mat chedA2P": [],
"password": null

}

1: findOCreate - alprofiles candidates: 4, a2profiles candidates: 8
2: filterForAlldentity - alprofiles candidates: 3 for source access server

bcli ent

3: filterForW.AN - alprofiles candidates: 3 for wan 'Corporate W-Fi' (I1D=2)
4: newRadi usFrane - Frane type: EAP_IDENTITY, Frame ID: 2, RADIUS EAP State:
5: filterForAlldentity - alprofiles candidates: 3 for identity wifitest

6: radius - send RADIUS CHALLENGE with 3 attributes

-, TLS- WNAM ., . - , RADIUS-.

WNAM
1.-

,  (Wi-Fi,) ., ( 802.1x) :-, , DHCP, DNS, NAT,,
2.

-, RADIUS-.  WNAM,
WNAM ;
WNAM ( RADIUS- );
e WNAM ( , PKI, ).

, -wnam.log



18:45:55.316 TRACE [c.n.wnam.services.WnamRadiusService:711] - WnamRadiusService init SSL subsystem for EAP
18:45:55.316 TRACE [c.n.wnam.services.WnamRadiusService:713] - WnamRadiusService accepted client cert issuer: CN=WNAM

Lab Root CA, O=Netams. LLC, OU=Development, L=Moscow, EMAILADDRESS=support@netams.com

18:45:55.316 TRACE [c.n.wnam.services.WnamRadiusService:713] - WnamRadiusService accepted client cert issuer: CN=Registry
Server, O=Netams. LLC, OU=Development, L=Moscow, EMAILADDRESS=support@netams.com
18:45:55.317 TRACE [c.n.wnam.services.WnamRadiusService:715] - WnamRadiusService TLS server: CN=Auth Server,
O=Netams. LLC, OU=Development, L=Moscow, EMAILADDRESS=support@netams.com
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