Juniper Mist

Juniper Mist WNAM 1.6.2672 (2021).  AP43, ,

. ( -0.8.21301).

Mist , - , WNAM  (UDP port 1812, 1813, 1700) NAT.  Mist , Network - WLANS :

MAC address authentication by RADIUS lookup:
Guest Access with Mac Authentication Bypass:
RadSec:

RADIUS Authentication Servers: IP WNAM, 1812,
RADIUS Accounting Servers: I[P WNAM, 1813,
Enable Interim Accounting: , - 120 300

NAS IP Address: ,

CoA/DM Server: IP  WNAM, 1700,
Event-Timestamp: optional

Guest Portal: No portal (go directly to internet)

* WNAM 172.16.131.5;

® wnam_radius;
L]
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WLAN ID
72¢ec095-2cb4-4d14-b0fS-c40f01292152

Labels

WLAN Status
® Enabled O Disabled
O Hide ssiD

J Broadcast AP name

Radio Band
® 24GHzandsGHz O 24GHz O SGHz
Band Steering

[ Enable

Client Inactivity

Drop inactive clients after | 1800 seconds

Geofence
[J Minimum client RSS! (2.4G)

0

) Minimum client RSSI (5G)

Data Rates

@ compatible (allow all connections)
) NoLegacy(2.4G, no 11b)
O High Density (disable all lower rates)

)

b Custom Rates

WiFi Protocols

NiFi-6 ® gnabled O Disabled

WLAN Rate Limit

I Limm aamliml e bllhme w

Security
O WPA-2/PSK with passphrase

O WPA-2/EAP (802.1X)

@ Open ACCess

Less Qptions
O WPA-2/PSK with multiple passphrases
MAC address authentication by RADIUS lookup

Guest Access with Mac Authentication Bypass

Web Auth Whitelist

Allowed Subnets

Allowed Hostnames

OJ Prevent banned clients from associati ng

Metwork Security Page

RadSec

O Enabled ® Disabled

RADIUS Authentication Servers

172.16.131.5: 1812

Add Server

RADIUS Accounting Servers
Enable interim Accounting

Interim Account ng Interval 120

172.16.131.5:1812

Add Server

(0 randomize authentication and accounting server per AP

MNAS ldentifier

MIST

NAS IP Address

CoA/DM Server

@ Enabled O Disabled

172 1R 121 & - 1700
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nl:ll] Analytics

[ vLimit downlink to Mbps - Add Server

O netws _ .
CIE RS Per-Client Rate Limit Event-Timestamp

@ Organization U Limit uplink to Kbps ~ O Mandatory ® Optional
O Limit downlink to Mbps -
Application Rate Limit VLAN
O Enabled @ Disabled ® untagged O Tagged O ool O Dynamic
w ENa

Guest Portal

® o portal (go directly to internet)

, WNAM  Mist ,.. """ , : """ "Mist" "NAS-IP-Address" , . RADIUS Auth/Acct , RADIUS CoA ( ).

WNAM ™ ""



3meHeHWe cepBepa gocTyna

MapameTpsi RADIUS

TN WmA ycTpolcTEa
Mist ~ mist_ap

IP agpec (NAS-IP-Address) BHewHuA IP agpec
172.16.131.0/24 192.168.1.1

MecTononowxeHwe
ABE Lab

KOMMEHTapHHA

Noruu Napone

MCnonk30BaTh CYETYUKM AKKaYHTHUHMA nony4yeHo 13 3anucei

[] MeHATEL MECTaMH CHETYHEM npyeMa/nepenaqm

(] OnpeaenaTs UMEHA YCTPOMUCTE a00HEHTOB

(] MpUHAMATE ETANW3ALMI0 NOTOKOB NetFlow nonyyeHo 0 3anucen

m YOanuThL COXpaHWTb H3MEHEHUS 3aKpbiTh

"RADIUS" URL WNAM.



3meHeHWe cepBepa gocTyna

MapameTphl RADIUS

ATpWBYThI NpeaBapHUTENEHOW aBTOPH3ALIMK -

cisco-avpair=ur-redirect=http:/M172.16.131.5/cp/mist?%URL%

ATpWEYTI COA / NOCT-aBTOPH2ALMK

CeKkpeTHBIN knioy @ MopT CoA 1700

ERTERT TR T IR

MAC aETOpH3aUMA

m] Y¥OanuTh COXpaHWTb H3MEHEHHA JAKpPBITE

URL

cisco-avpair=url-redirect=https://wnam.provider.ru/cp/mist?%URL%

MAC- RADIUS- CoA-. (™ ™) (SSID).



MameHeHwe nn owaakxk1

MapameTps ABTOPHIALMA MpHBeTCTEME

Homep

310

AgpeciHaseaHHe

ABS LAB

lWiwupoTa

KOHTaKTHO® Nk

Anton

NpuceoeHHan IP noageTs WNK MAC Tover gocTyna

172161310724

PaspeleHHbIA CepEep AOCTYNA

VnpaeneHie SSID
N &=

OrpaHH4eHua CoucetH RADIUS
Twn
Mnowanka w
HOonrora
S5ID
WiKAR-Mist

DononHWTeNbHbIA |ID Ha 3ToM cepeepe

YANHTE COXPAHMTE HIMEHEHHR 3aKpeTE

RADIUS- WNAM

iptables,

"radiusd_networks" (" " ").




M3ameHeHwe napameTpa

Hmn

radiusd_networks

OnMcaHqe

[onycTHMbe ceTH RADIUS-KNHeHToR Ana padoThl C Cepeepom

JHAYEHHE

172.16.131.0/24

TpeSyeTcA Nepesarpyaka npunowerua? [a

— -

C, ) . WNAM (/home/wnam/logs/wnam.log) :

15:42: 41. 360 DEBUG [ c. n. wnam servi ces. WhanCndServi ce: 1169] - M st MAB AUTH
MAC=34: 9E: DF: 6C: AF: 21, NAS_ | P=172.16. 131. 197, CUST=exi sting, site_id=310
15:42:41. 400 DEBUG [ c. n. wnam ser vi ces. WhanCndSer vi ce: 567] - ACCT Start new

sessi on | D=897D8F5E7CI9FA85C, NMAC=34:9E: DF: 6C: AF: 21, |P=null, User=349edf 6caf 21,
NAS_| P=172. 16. 131. 197, site_i d=310

15:42:41. 418 DEBUG [c.n. w. s. c. Connecti onl nfoCache: 303] - cached nac: 34: 9E: DF: 6C:
AF: 21, session_id: 897D8F5E7COFA85C, nas: 172.16.131.197 M ST [N

15:42:42. 722 DEBUG [ c. n. wnam ser vi ces. WhanCndSer vi ce: 567] - ACCT Interi m Update
new sessi on | D=897D8F5E7COFA85C, MAC=34: 9E: DF: 6C: AF: 21, |P=172.16. 131. 199,

User =349edf 6caf 21, NAS_ | P=172. 16. 131. 197, site_i d=310

15:42:45. 743 DEBUG [c.n.w. services.vendors. M st Service: 189] - CP m st redirect:
mac=34: 9E: DF: 6C: AF: 21, ip=172.16.131.199, ap_nac=d4: 20: b0: e7: 93: 61, server=172.
16.131. 197, donmi n=897D8F5E7CIFA85C

15: 42: 45. 786 DEBUG [ com net ans. wnam web. cp. PageGener at or: 643] -

processAut hRequest M ST: usernanme=34: 9E: DF: 6C. AF: 21, ip=172.16.131. 199,
server=172.16.131. 197, site_id=310, domai n_i d=897D8F5E7CI9FA85C, dst='http://bash.
im adv curr/max=1/1

15: 42: 45. 789 DEBUG [ com net ans. wnam web. cp. PageGener at or: 381] -

processRedi rect Request G nmac=34: 9E: DF: 6C. AF: 21, net hod=FORM

f or mMName=58bdc4965e4df 6273ac60210, redirectUrl =http://bash.im key=a6c7d153-2af 7-
4f aa- 9971- cdf f 6e1d058a

15:42:51. 980 DEBUG [c.n. w. web. cp. Capti vePortal Controller:2095] - webLogi nC :
site_i d=310, usernane=34: 9E: DF: 6C. AF: 21, dst="http://bash.im k6 dst_extra="http://

bash.im

15: 42: 51. 982 DEBUG [ com net ans. wham web. cp. PageGenerator: 771] - | ogi nAt NasGi

M ST nmac=34: 9E: DF: 6C: AF: 21, ip=172.16.131.199, server=172.16.131.197, dst="http:/
/ bash.im

15: 42:51. 990 DEBUG [c.n. w. servi ces. vendors. M st Service: 158] - M st |ogin:
key=a6c7d153- 2af 7- 4f aa- 9971- cdf f 6e1d058a, mac=34: 9E: DF: 6C: AF: 21, server=172.

16. 131. 197, ip=172.16.131.199, site_id=310, phone=79666555221, snscode=null,
897DBF5E7CIFA85C

15: 42: 52. 022 DEBUG [c.n. w. servi ces. vendors. M st Servi ce: 148] - backToM st Vab CoA
status=true, response=CoA- ACK, MAC=34:9E: DF: 6C. AF: 21, AP_I| P=172.16.131.197, dst='
http://bash.im


http://bash.im
http://bash.im
http://bash.im
http://bash.im
http://bash.im
http://bash.im
http://bash.im
http://bash.im
http://bash.im

15: 42: 52. 055 DEBUG [ c. n.wnam servi ces.

WhanCndSer vi ce: 1304] - AUTH for new

sessi on | D=897D8F5E7CI9FA85C, request MAC=34: 9E: DF: 6C. AF: 21, | P=172.16.131. 199,

cust _clientid=null, site_id=310

15: 43: 41. 845 DEBUG [ c. n. wnam ser Vi ces.
exi sting session | D=897D8F5E7CIFA85C,
| P=172. 16. 131. 199, User =349edf 6caf 21,
15:45:41. 726 DEBUG [c.n.wnam servi ces.
exi sting session | D=897D8F5E7CIFA85C,

| P=172. 16. 131. 199, User =349edf 6caf 21,
15:47:41. 602 DEBUG [ c. n. wnam ser vi ces.
exi sting session | D=897D8F5E7CIFA85C,
1 P=172. 16. 131. 199, User =349edf 6caf 21,
15:49:41. 619 DEBUG [ c. n. wnam servi ces.
exi sting session | D=897D8F5E7CIFA85C,
| P=172. 16. 131. 199, User =349edf 6caf 21,
15: 49: 56. 247 DEBUG [ c. n. wnam ser Vi ces.

session | D=B97D8F5E7COFA85C, duration=

WhanCndSer vi ce: 567] - ACCT I nterim Update
dur ati on=00: 00: 49, NMAC=34: 9E: DF: 6C:. AF: 21,
NAS | P=172. 16. 131. 197, site_id=310
WhanCndSer vi ce: 567] - ACCT | nteri m Update
dur ati on=00: 02: 49, MAC=34: 9E: DF: 6C: AF: 21,
NAS_| P=172. 16. 131. 197, site_i d=310
WhanCndSer vi ce: 567] - ACCT I nterim Update
dur ati on=00: 04: 49, MAC=34: 9E: DF: 6C: AF: 21,
NAS | P=172.16. 131. 197, site_id=310
WhanCndSer vi ce: 567] - ACCT | nteri m Update
dur ati on=00: 06: 49, MAC=34: 9E: DF: 6C: AF: 21,
NAS | P=172.16. 131. 197, site_id=310
WhanCndSer vi ce: 567] - ACCT Stop existing
00: 07: 04, MAC=34: 9E: DF: 6C. AF: 21, | P=null,

User =349edf 6caf 21, NAS_| P=172. 16. 131. 197, site_i d=310
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