Teltonika

WNAM 1.6.2393 Teltonika. OpenWrt. CoovacChilli. , (), , Wi-Fi 0,
OpenVPN-, (  RUT 850). , .
1. (SSID)

"Wireless Access Point" "General Setup” .

<gg TELTONIKA Status - Network - Services - System Logout[s

Wireless Configuration

() Wireless Access Points Add

$5ID: Teltonika_Router Disable Edit Remove
Encryption: no encryption

2 Wireless Station Mode

AR B A

Available when WAN 15 in WiFI operation mode only

<;g TELTONIKA Status - MNetwork - Services - System Logout[+

Wireless Access Point
Here you can cenfigure your wireless settings like radio frequency. mede, encryption etc
Device Configuration
General Setup Advanced Settings
Enable wireless |«
Channel = Auto v
Interface Configuration

General Setup Wireless Security MAC Filter Advanced Settings

SSID | Teltonika_Router

Back to Overview Save

2., Wi-Fi , (DHCP, DNS, NAT, Routing) .

3.,


https://teltonika-networks.com/

(gg TELTONIKA Status - Network - Services - System Logout[s

General Restricted Internet Access Logging Radius Server Landing Page Statistics URL parameters

Hotspot Configuration

@y Hotspotinstances
Y

Enabled: Yes

Disable Edit Manags
" Auth Mode: External RADIUS




TELTONIKA Status Network Services System

General | Restricted Internet Access  Logging  Radius Server  Landing Page  Statistics = URL parameters

Wireless Hotspot Configuration

General Settings

Configuration profile | Custom v

Logout address | 1.1.1.1
Authentication mode | External radius +
Authenbcation protecol | PAP v

Terms of Service

RADIUS server #1 180
RADIUS server 82 180

Authentication port | 18 12
Accounting port | 1813
Radius secret key | weesssses r
UAM port | 3990
UAM Ul port | 4980
UAM secret L
NAS ldentifier | rutd50
Swap octets
Location name

External landing page [+

Landing page address | http.//f 8l/cplco
Success URL | hupf 180/cpleo
HTTPS to landing page redirect
Use custom DNS
Walled garden
List Of Addresses The Client Can Access Without First Authenticating
Enable Address Port Allow subdomains
180 &0 Delete




RADIUS- PAP;
RADIUS-;

IP-(, ) "Walled Garden".

. WNAM,  IP 192.168.2.0/24 (™ "").

WNAM, "OpenWRT/CoovacChilli".

URL (landing) (success), : http://__/cp/coovachilli;

M3ameHeHMe cepBepa gocTyna

MapameTpbi RADIUS

Tvn

OpenWRT/DD-WRT u CoovaChilli

IP agpec (NAS-IP-Address)

192.166.2.254

MecTononoweHne

LAB RUTHS0

KoMmeHTapwif

Norvu

admin

¥ Wcnonb3oBaTk CHETYMKK dkKayHTHHMRA

¥ MEHATL MECTaMKU CYETYHEN NPUEMA/NEPEaAYMN
[[J OnpenenAaTs UMEeHa YCTPOUCTE aGOHEHTOB

[ MNpWHMMAETE AeTanu3aUu noTokos NetFlow

WmMA yeTpoKcTEa

rutas0

BHewHWA IP agpec

83.1459.45.149

Maponk

LTI TS

nony4yeHo 0 3anucen

nony4yexo 0 3anucen

YaanuTb COXpaHUTb M3MEHEHUS 3aKphbITh




8.

WNAM VPN, .NAS-IP-Address- ,..192.168.2.254. RADIUS-, ,

RADIUS- ( radiusd_networks) ,

- WNAM (wnam.log)

17:23:29.043 DEBUG [c.n.w.web.cp.CaptivePortalController:2520] - processAuthRequest COOVACHILLI: username=XX:XX:XX:XX:
XX:20, ip=192.168.2.3, server=192.168.2.254:3990, site_id=111, domain_id=9e63354d8c5ee79aff7e83fa02b382de, dst="https://wifi.
mos.ru/' adv curr/max=1/1

17:23:29.045 DEBUG [c.n.w.web.cp.CaptivePortalController:2843] - processRedirectRequestCi mac=XX:XX:XX:XX:XX:20,
method=FORM, formName=5c4c9ae40b35aa3lac5ddb54, redirectUrl=https://wifi.mos.ru/, key=b4813f4f-04b7-4€81-9266-
48c043c105c4

17:23:30.951 DEBUG [c.n.w.web.cp.CaptivePortalController:2291] - webLoginCi: site_id=111, username=XX:XX:XX:XX:XX:20,
dst="https://wifi.mos.ru/', dst_extra="https://wifi. mos.ru/'

17:23:30.951 DEBUG [c.n.w.web.cp.CaptivePortalController:3275] - loginAtNasCi COOVACHILLI mac=XX:XX:XX:XX:XX:20,
ip=192.168.2.3, server=192.168.2.254:3990, dst="https://wifi.mos.ru/'

17:23:30.964 DEBUG [c.n.w.s.vendors.CoovaChilliService:76] - backToCoovacChilli login len=509, server='192.168.2.254:3990',
username=XX:XX:XX:XX:XX:20, enc_password=ee02463efb3195fe, dst="https://wifi.mos.ru/'

17:23:31.160 DEBUG [c.n.wnam.services.WnamCmdService:861] - AUTH for new session ID=5e47fe6b00000001, request
MAC=XX:XX:XX:XX:XX:20, IP=192.168.2.3, cust_clientid=null, site_id=111

17:23:31.182 DEBUG [c.n.w.s.vendors.CoovaChilliHandler:39] - CP coovachilli redirect: cid=XX:XX:XX:XX:XX:20, ip=192.168.2.3,
ap='00:1E:42:20:3B:29', coovachilli=192.168.2.254:3990, challenge=9e63354d8c5ee79aff7e83fa02b382de

17:23:31.192 DEBUG [c.n.w.web.cp.CaptivePortalController:2520] - processAuthRequest COOVACHILLI: username=XX:XX:XX:XX:
XX:20, ip=192.168.2.3, server=192.168.2.254:3990, site_id=111, domain_id=9e63354d8c5ee79aff7e83fa02b382de, dst="https://wifi.
mos.ru/' adv curr/max=1/1

17:23:31.194 DEBUG [c.n.w.web.cp.CaptivePortalController:2843] - processRedirectRequestCi mac=XX:XX:XX:XX:XX:20,
method=FORM, formName=5c4c9ae40b35aa3lac5ddb54, redirectUrl=https://wifi.mos.ru/, key=b4813f4f-04b7-4€81-9266-
48c043c105c4

17:23:31.211 DEBUG [c.n.wnam.services.WnamCmdService:941] - ACCT Start new session ID=5e47fe6b00000001, MAC=XX:XX:
XX:XX:XX:20, IP=192.168.2.3, NAS_IP=192.168.2.254, site_id=111

17:23:31.247 DEBUG [c.n.w.web.cp.CaptivePortalController:448] - COOVACHILLI null, ci=b4813f4f-04b7-4e81-9266-48c043c105c4

WNAM (™).

MapamMeTpbl 3anUcK o Ceccun

MAC ®

BpeMAa Havana

a b ' s A 20 IP anpec 192.168.2.3

AnuTensHOCTE 04 8M 35¢ Cepeep goctyna 192.168.2.254
MNpWHATO, GalT 4683808 OTnpaeneHo, GanT 323054
Mnowanka 111 RUTB50
Touka gocTyna 00-1E:42:20:3B8:29 rut850 (CoovaChill) Kanan
MonksoEaTent a i w20 7915kl A
WAeHTHMKATOP ceccui 5e47fe6b00000001

IOTOKK OaHHBIX B JTOW CECCUM I‘Iapameprl ‘}“-IETHOIH 3AMKUCKH NoNBE30BaTENA

Teltonika.




" TELTOHHEA Status - MNetwork - Services - System

General Restricted Internet Access Logging Radius Server Landing Page Statistics URL parameters

Teltonika_Router

Hotspot Statistics

Hotspot statistics

Evenis perpage 10 v Search
Username + P+ MAC + Start time + End time + Use time + Download #+ Upload ¢+ Clean #
20 192.168.2.3 20 2020-02-15 16:59:57  2020-02-1517:21:31 001820 542 MB 524 49KB | Cjea

Showing 1to 1 of 1 entries




« TELTOHHEA Status - MNetwork - Services - System Logout [+

General Restricted Internet Access Logging Radius Server Landing Page Statistics URL parameters
Clients Management
: Hotspot Clients
@ Logged in: Yes IP Address: 192 16823 Idle | Max: /- sec. Download: 460 MB Legout
i URL: hitp:/fcaptive apple MAC Address: 20 Duration / Max: 44310800 sec.  Upload: 332 45 KB
Realtime Traffic
Y Y
3 =53 ow, 3 sefonds interva
Inbound: 0 Kbits/s Average: 0.02 Kbits/s Peak: 17.5 Kbitsis
(0 KBytes/s) 0 KBytes/s) 2.22 KBytes/s)
Qutbound: 0 Khits/s Average: 002 Kbits/s Peak: 6271 Khits's
(0 KBytes/s) 0 KBytes/s) 7.84 KBytes/s)
Back to Overview

letc/chilli/wlan0O/hs.conf

radi usserverl "1.2.3.180"

radi usserver2 "1.2.3.180"

radi ussecret "wnamradi us”

radi usaut hport 1812

radi usacct port 1813

uanserver "http://1.2.3.180/cp/coovachilli"
radi usnasid "rut 850"

papal waysok

uam ogoutip "1.1.1.1"

adm nupdatefile "/etc/chilli/w an0O/Iocal .conf"

letc/chilli/wlanO/main.conf



# THI'S FILE | S AUTOVATI CALLY GENERATED

cndsocket /var/run/chilli.w an0. sock
uni xi pc chilli.w an0.ipc
pidfile /var/run/chilli.w an0O. pid

net 192.168. 2.0/ 255. 255. 255.0
uanl i sten 192. 168. 2. 254
uanport 3990

dhcpi f w an0

uanal | owed "192. 168. 2. 254, 1. 2. 3. 180: 80"
uamanydns

hot spoti d hot spot 1

domain "l an"

dns1l "192.168. 2. 254"

wwwai r /etc/chilli/ww
wwnbi n /etc/chilli/wwsh
uanui port 4990

adm nuser "chillispot™"

adm npasswd "chillispot"

conup "/etc/chilli/conup.sh"
condown "/etc/chilli/condown.sh"

successurl "http://1.2.3180/cp/coovachilli"

Teltonika .
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