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® 172.16.130.13 - RADIUS- WNAM;
® 172.16.130.5 8080- WNAM, RADIUS CoA;
® 10.208.144.213 - Cisco VWLC 8.0.140.0;
® 10.208.148.0/24 - ;
® SSID - tmp.

WNAM ,.. (- RADIUS-) . IP-, , IP-,

1.
SSiD """, , -, DHCP,NAT,. SSID . L2 ("Layer2 Security" "None"), "Mac Filtering" . Cisco.

CISCO MONITOR  WLANs  CONTROLLER WIRELESS  SECURITY MANMAGEMENT COMMANDS HELP  FEEDBACK
WLANSs WLANs > Edit "tmp’
~ WLANs —_— PR
e General | Security | QoS | Policy-Mapping | Advanced
b Advanced Layer2 | Layer3 [ mm]
Layer 2 Security £ | None v

MAC Filtering® &

Fast Transition

Fast Transition

L3 "Layer 3 Security"  ( Web Auth).

CISCO MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY  MAMAGEMENT COMMANDS HELF  FEEDBACEK
WLANSs WLANs > Edit 'tmp’
v WLAMs —— - -
e General | Security | QoS | Policy-Mapping | Advanced |
» Advanced [ Layer 2 | Layer 3 AAA Servers
Layer 3 Security | Wone v

" Servers" ( WNAM), Interim Update ().


https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
http://1.1.1.1/

MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY  MANAGEMENT COMMANDS  HELP  EEEDBACK

WLANSs WLANs > Edit ‘tmp’
N \Tl::f _ General | Security | QoS | Policy-Mapping | Advanced
» Advanced f Layer 2 [ Layer 3 ‘| AAM Servers
Select AAA servers below to override use of default servers on this WLAN
Radius Servers
Radius Server Overwrite interface Enabled
Authentication Servers Accounting Servers
¥ Enabled ¥ Enabled
Server 1 | IP:172.16.130.13, Port:1612 ¥ || 1P:172.16.130.13, Port:1813 ¥
Server 2 | None ¥ | Hane v
Server 3 | None ¥ || None v
Server 4 | None ¥ || None v
Server 5 | None T | Hone T
Server 6 | None T | None v
Radius Server Accounting
Interim Update + Interim Interval 300
LDAP Servers
4
"Advanced"

® Allow AAA Override;
® DHCP address assignment - Required;
® NAC State: RADIUS NAC ( ISE NAC).

"Client Exclusion”.

MONITOR  WILANs CONTROLLER  WIRELESS  SECURITY  MAMNAGEMENT COMMANDS  HELP  FEEDBACK

WLANSs WLANs > Edit 'tmp’
« WLANS - . - -
e General | Security | QoS | Policy-Mapping | Advanced

¥ Advanced
Allgw AAA Override ¥ Enabled DHOP
Coverage Hole Detection #| Enabled DHCP Server Owernde
Enable Session Timeout
Rironet IE Enabled DHCP Addr. Assignment . Required
Dingnostic Channel 13 Enabled OEAP
Overnide Interface ACL 1Pvd | None ¥ [IPvE | None ¥ Split Tunnel Enabled
Layerd Acl Mone ¥
P2P Blocking Action Disabled v Management Frame Protection (MFP)
Client Exclusion & Enabled

MFP Client Protaction 2 | Optional ¥
Maximum Allowed Clignts £ o
DTIM Peried (in beacon intervals)

Static IP Tunneling 41 Enabled
Wi-Fi Durect Clients Policy Cusabled v

802.11a/n (1 - 255) 1
802.11b/g/n (1 - 255) |1

MAC

Maximum Allowed Clients Per AP Radio 200

Clear HotSpot Configuration Enabled

Clent user idle timeout{15-100000)

Client user idle threshold (0-10000000) O Bytes

MAC State | Radius NAC ¥
Load Balancing and Band Select

ACL (), WNAM . ACL( "wnam_cwa").

{D ACL WNAM. :  WNAM "wnam-cwa" "cwa_wnam".
(.




CISCO MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY  MANAGEMENT

COMMANDS

HELP  FEEDBACK

Security Access Control Lists
* AAR
General Enable Counters
= RADIUS
Authentication Name Type
Accounting 1
welcome-wnam 1Pvd
Fallback = = Q
DNS @ 1Pva -]
Downloaded AVP
ST Foot Notes
LDAP
Local Net Users 1. Counter configuration is global for acl snd layer2acl.
MAC Filtering

= Disabled Clients
User Login Policies
AP Policies
Password Policies

» Local EAP

Advanced EAP
¥ Priority Order
b Certificate

w Access Control Lists
Access Control Lists
CPU Access Control Lists
FlexConnect ACLs

Layer2 AClLs
ACL , DNS-. DNS- , .0 -
(D ACL "Access Control Lists" (..).
, FlexConnect, wnam_cwa "FlexConnect ACLs". ACL Wireless FlexConnect Groups ACL Mapping Policies.
Wireless FlexConnect Groups > Edit 'HREAP1'

w Access Points

All APs

WLAN VLAN mapping |

~ General | Local Authentication | Image Upgrade | ACL Mapping | Central DHCP |

» Radios
802.11a/n/fac

| AAA VLAN-ACL mapping "|" WLAN-ACL mapping "| Policies |

802.11b/g/n
Dual-Band Radios
Global Configuration

» Advanced Policies
Mesh Policy ACL wnam_flex -
RF Profiles

Add |
FlexConnect Groups
FlexConnect ACLs

OEAP ACLs
MNetwork Lists

Policy Access Control Lists

wnam_flex

ACL - VLAN, WLAN ..

:.13() .5(CoA).




MONITOR W ONTROLLER ~ WIRELESS URITY  MANAGEMENT HELP  FEEDEA

Security Access Control Lists > Edit
* AARA
General General

5
hentication Access List Name WIBM_Cwh

Deny Counters v
- r“;‘;'*’""“ RVF Seq Action  Source IP/Mask Destination 1P/ Mask Protocol Saurce Part Dest Port DSCP  Direction  Number of Hits
ACACS+
DR 1 Permt  0.0.0.0 /0.0.0.0 0.0.0.0 / 0.0.0.0 uoe DS Any any  Any ] a
Local Net Users 2 Permt  0.0.0.0 /0.0.0.0 0.0.0.0 / 0.0.0.0 uoR Ary DNS Any  Any ] -]
RIAC ERino 3 Permt  0.0.0.0 / 0.0.0.0 172.16.130.5 [ 255.285.255.285  Mny Ay Ay any  Any o a
User Login Policies 4 Permt  172.16.130.5 / 255.255.255.255  0.0.0.0 / 0.0.0.0 Ay Ary Ary Any  Any [ e
AP Policies , P
Password Policies S Deny 0.0.0.0 /o000 0000 [ en0g any Amy Any Ay Any -] [~

Local EAP
Advanced EAP
Priority Order
Certificate

MONITOR ~ WLANs CONTROLLER  WIRELESS  SECURITY  MANAGEMENT COMMANDS  HELP  FEEDBACK

Security RADIUS Authentication Servers
- AAA )
Auth Called Station 1D Type AP MAC Address:SSID -
General
» RADIUS A ,
Authentication Use AES Key Wrap (Desegned for FIFS customers and requires a key wrap compliant RADIUS server]
Accounting
Fallback MAC Delimiter Colon ¥
DNS
Downloaded AVP Hetwork Earwer
L4 1;'::C5‘ user Management Index Server Address(1pva/Ipvé) Port 1PSec Admin Status
LDA
Local Net Users ¥ i 1812 Disabled Enabled -]
MAL Filtering = 2 ] 1812 Disabled Enabled [ - ]
* Disabled Clients
User Login Policies o’ 2 172.16.130.13 1812 Disabled Enabled [~ ]
AP Policies o 4 L 1812 Disabled Enabled -]
Password Pol
apword Pall Sam = = 5 172.16.130.5 1812 Disabled Enabled [~]
b Local EAP

/etc/freeradius/clients.conf (WNAM 1.6). "Support for RFC 3576" ( "Support for CoA").

m
CISCO MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY  MANAGEMENT COMMANDS  HELP  FEEDBACK
Security RADIUS Authentication Servers > Edit
AAR
v Conaral Server Index 5
* RADIUS Server Address{Ipvd/Ipvs) 172.16.130.5
Authentication
Accounting Shared Secret Format AsCIL ¥
lIback
E‘L;a" Shared Secret wes
Downloaded AVP Confirm Shared Secret e
¥ TACACS+
LDAP Key Wrap ) )
Local Net Users (Desgned for FIPS customers and requires a key wrap compliant RADIUS server)
MAC Filtering Pert Number 1812
w» Disabled Clients
User Login Policies Server Status Enabled ¥
AP Policies
Password Polices Support for RFC 3575 Enabled ¥
b Local EAP Server Timeout 2 seconds
Advanced EAP Network User ¢! Enable
b Priority Order Management ¥l Enable
b Certificate Realem Ligt
b Access Control Lists IPSec Enable

"RADIUS Accounting Servers" .



cisco

CONTROLLER

WIRELESS  SECURITY

MANAGEMENT COMMANDS  HELP  FEEDBA

CK

Security RADIUS Accounting Servers
- AAA
] Acst Called Station ID Type AP MAC Address:SSID A
= RADIUS MAC Delimiber Colon
Authentication
Accounting
Fallback Network Server
e User Index Server Address(Ipvd /IpvE) Part 1PSec
Downloaded AVP i 172.16.130.13 1813 Disabled
* TACACS+
LDAP
Local Met Users
MAC Filtering

Dizabled Chents
User Login Policies

Admin
Status

Enabled -]

AP Policies

Password Poliges
b Local EAP

G )

afia]n
CISCO MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY  MANAGEMENT COMMANDS HELP  FEEDBACK
Security RADIUS Accounting Servers > Edit
L Server Index 1
General
= RADIUS Server Address(Ipvd/Ipvs) 172.16.130.13

Authentication
Accounting
Fallback
DNS
Downloaded AVP
k TACACS+
LDAP
Local Net Users
MAC Filtering
» Disabled Clients
User Login Palicies
AP Policies
Password Polices

b Local EAP
Advanced EAP

¥ Priority Order

b Certificate

b Access Control Lists

Shared Secret Format
Shared Secret
Confirm Shared Secret
Port Number

Server Status

Server Timeout
Network User

Realm List

IPSec

ASCIL ¥

wes

wen

1813

Enabled ¥

2 seconds

¥ Enable

Enable

WNAM.

2. WNAM

Cisco WLC (
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MameHeHne cepBepa A0CTyNa

[NapameTpel RADIUS TACACS+

KnueHT

Tvn

Cisco WLC

IP agpec (NAS-IP-Address)

KaTeropuu £

Wma yeTporcTBa

wic.2h

BHewHwn IP appec

10.208.144. 213 192.168.1.1
MecTononoxeHune
HF lab r550a
KommeHTapui
4
TNoruH Mapone
2
icnone3oeaTte CHETYMKN 8KKaYHTUHTA nony4eHo 0 3anucen
(] MeHATL MecTaMn CUETUMKW NpUaMa/nepenadn
OnpefenaTs UMEHA YCTPOWCTE aBoHEHTOR
(] MNpwHUMaTe oeTanu3auuio notokoe NetFlow nonydeHo 0 3anucen
m] CoxXpaHWTb M3MEHEHUA 3aKpeITe
RADIUS
® cisco-avpair=url-redirect=http://___wnam/cp/cisco?%URL%
® cisco-avpair=url-redirect-acl=wnam_cwa
[ G} ., cisco-avpair = url-redirect-acl=wnam_cwa.
,ACL , .%URL% WNAM . , . WNAM HTTPS (80), URL .

RADIUS ( ) CoA.




ViameHeHWe cepBepa gocTyna

[apameTphl RADIUS TACACS+ KaTeropum
ATpubYTEI NpegBapuUTENLHOW aBTOPU3aUUK

cisco-avpair=url-redirect=http://uma_eawero_cepeepa_wnam/cp/cisco?%URL%
cisco-avpair=url-redirect-acl=wnam_cwa

ATpubyTel CoA |/ nocT-aeToOpUIaLMK

CekpeTHbIA KNy @ & Mopr CoA

1700

4

¢ ™™. (0. , WNAM, RADIUSCoA ( ).

"ID" () WLAN/SSID , . RADIUS- Airespace-Wlan-Id, .




WNameHeHne nnowanku

MNapameTpsl ABTOpU3IALLMA

Homep

4

Appec/HasBaHHe

HF WIFI LAN

KoHTakTHOR NHUO

Anton
KoMMeHTapHiA

NpuceoeHHan IP nogceTte

10.205.148.0/24

_—

PHPEWEHHhIﬁ Ccepeep gocTtyna

Coucetu RADIUS

MepeHanpasnexue OrpaHuyeHus

Tun

Mnowanka v

Tar

AononHuTenbHBIA ID Ha 3TOM cepBepe

HF Lab r550a 10.208.144.213

h""'-h-..________

KaTeropuu

(=]

¥OAanuTL CoxXpaHuTb H3IMEHEHHA 3aKpbiTh

A

WNAM .

WNAM Wi-Fi . WNAM




MapameTpbl 3an1cK 0 CECCUM

MAC

Bpema Ha4yana
OnWTeneHoCcTE
MpuHATO, BaWT
Nnowaaka
Touka gocTyna
Monb3oBaTens

MOeHTU(DHKATOP CRCCHI

MOTOKKM AAHHBIX B 3TOA CECCHM

24:0D:C2:B7:F9:B6

19.08.2017, 12:46:34

0y 1m 40c

483203

4 HF WIFI LAN

IP agpec
BpemA 3aBepleHnn
CepBep gocTyna

OTnpaenexo, 6anT

34:AB4E6ACH:40 SSID=tmp (Cisco AP)

24:0D:C2:B7:F9:B6 android-ede5e79dad599c31

d590d00a00000576/b089859-bTOb6

MapameTpbl }.""-IETHOIH JAanUCK NoNb30BaTENA

10.208.148.176
19.08.2017, 12:45:14
10.208.144.213

93159

KaHan

79995592211
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