
 CWA  2504, 55, vWLC
   1.4.1391  WNAM        .     Cisco       Cisco ISE,   WNAM    ISE   .      ISE   . 

  -   Cisco   :

   -         ;
    (WNAM);
     (   );
    RADIUS-      .

         ,       .       DNS, SSL-.        URL        "".http://1.1.1.1/

 ,     ,   CWA   :

        RADIUS-    (WNAM)    ACL  URL ;
    -       (   );
     (WNAM);
    WNAM     RADIUS CoA      ;
      RADIUS-     "";
 WNAM      .

 ,            .

  CWA    SSID,  , , DHCP         .

      :

172.16.130.13 - RADIUS-  WNAM;
172.16.130.5  8080 -      WNAM,   RADIUS CoA ;
10.208.144.213 -  Cisco vWLC    8.0.140.0;
10.208.148.0/24 -     ;
SSID - tmp.

     WNAM    , ..   (-  RADIUS-)    .  IP-,   ,      IP-,    .

1.  

     SSID   " "  ,        ,    -, DHCP, NAT, .     SSID   .  L2    ( "Layer 2 Security"     "None"),    "Mac Filtering"  .         Cisco.

  L3     "Layer 3 Security"      ( Web Auth).

   " Servers"         (  WNAM),     Interim Update (    ).

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
http://1.1.1.1/


  "Advanced"      :

Allow AAA Override;
DHCP address assignment - Required;
NAC State: RADIUS NAC ( ISE NAC).

    "Client Exclusion".

   ACL ( ),      WNAM  .    ACL (    "wnam_cwa"). 

 ACL         WNAM.  :      WNAM  "wnam-cwa"  "cwa_wnam".



    ACL        ,   DNS-.            DNS-   ,        .     ()  .

     ,     FlexConnect,       "FlexConnect ACLs".     ACL        Wireless  FlexConnect Groups  ACL Mapping  Policies.wnam_cwa

    ACL  - VLAN, WLAN  ..   .

      .      : .13 ( )  .5 ( CoA ).

 ACL   "Access Control Lists"     ,        (..  ).



     "Auth Called Station ID Type" (AP MAC Address::SSID). 

       .             ( WNAM  1.6).     "Support for RFC 3576" (   "Support for CoA")./etc/freeradius/clients.conf

     -   "RADIUS Accounting Servers" .



      ( ,     ).

     .       WNAM.

2.   WNAM

       Cisco WLC (     ""  " ").        , , ,     .



  RADIUS     "  "  :

cisco-avpair=url-redirect=http://___wnam/cp/cisco?%URL%
cisco-avpair=url-redirect-acl=wnam_cwa

 ,  ACL    ,    .  %URL%    WNAM    .     ,      .     WNAM    HTTPS    ( 80),   URL  .

    RADIUS  (    )   CoA.

      ,   , , cisco-avpair = url-redirect-acl=wnam_cwa.



        (    ""  "").     ()  .    ,   WNAM  ,      RADIUS CoA       (    ).

  " ID"     ( )  WLAN/SSID  ,     .    RADIUS- Airespace-Wlan-Id,   . 



     WNAM .

3.   

      WNAM       Wi-Fi .             WNAM      .



 


	Режим CWA для 2504, 55хх, vWLC

