RADIUS

1.5.2074 WNAM - RADIUS. G,,), WNAM, ., ,, Active Directory RADIUS- . WNAM " () RADIUS-,
, Active Directory.

RADIUS- Cisco ACS 5.8 .

, () - RADIUS-, G ) 208 IETF.
B i e g
T 5 - DIUS = RADIUS IETF

Filter: | v | mateh if: v v
Attribute -~ D Type Direction Multiple Allowed
Tunnel-Type G4 Tagged Enum  BOTH true
User-Mame 1 String INBOUMND false
User-Password 2 HEX String INBOUND false
WNAM-208 208 String OUTBOUND false

RADIUS [ETF

(, » WNAM-208) : String.

General
...... || satribute:  [WNAM-208
Description: |wnam web auth rights

RADIUS Configuration
Attribute 1D: 208

Direction: OUTBOUND WV
Muitiple Allowed:

Attribute Type
Attnbute Type: String
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RADIUS IETF



Frec [ want J

(] Attribute  ~  Type Description
] WnamRole String

Z4 System Administration

Internal Users

WnamRole.



Ziz System Administration

Internal Users

(RADIUS-) - WNAM (WNAM servers).

71 Network Resources

Device Type

General

£ Affribute: | WnamRole

Description: |

Attribute Type
afiribule Type: St

#MaximumLength:[32 |

Default Value: |

Attribute Configuration
Mandatory Fields
[] Add Policy Condition

Policy Condition Display Name: |

£ = MonA o0R3aTenLHLl 4NA JanonHedHa

» All Device Types
VEN Senvice
‘WirelessSenvices

WNAM 172.16.135.6, RADIUS- (  WNAM RADIUS-).




Network Resources > Metwork Devices and AAA Clients > Edit: "wnam”

# Name:

(@) Single IP Address () IP Subnets () IP Range(s)

% IP: [172.16.1356 |

[wnam |
Description: | |
Network Device Groups
|Location | [0 Locations || Select |
|Device Type ||A!I Device TypesWNAM servers || Select |
IP Address

Authentication Options
b TACACS+ []

v RADIUS

% Shared Secretluu | Show |

CoA port

["] Enable Key\Wrap
Key Encryption Key: |
Message Authenticator Code Key: |

Key Input Format ASCll '® HEXADECIMAL
Security
L W
(SGA)
% = MNonA 00R33TEN:=HEl ANA 33N0NHEHHA
( WNAM, WNAM admins).
My Workspace Users and |dentity Stores > |denfity Groups
b 557 Network Resources Identity Groups
Fiter: [ V] waten | v] [6d v
dentity Groups
= [nternal ldentity Stores .
Users [] HName Description
Haosis [1 = AlGroups Identity Group Root
= External Identity Stores ] mschap users
L] WNAM admins

(), (WnamRole)

ADMIN;
OPERATOR,;
OPERATOR_LIM;
PORTAL;
VIEWER.



I b teg My Workspace

I Users and ldentity Stores = Internal ldentity Stores = Users > Create

51 Network Resources

I General

& Name: |operator | Status: | Enabled | &
- : Gmups Description: | |
+ Internal identity Stores
Users| # Identity Group: |All Groups:WNAM admins || setect |
Hosts Email Address: | |
+ External Identity Stores
— Account Disable
Active Directory
RSA SecurlD Token Servers ] Disable Account if Date Exceeds: |2019-May-09 | B pyyyy-Mmm-dd)
RADIUS Identity Servers [ ] Disable account after successive failed attempts
Cerificate Authorities
Ceriificate Authentication Profile Password Hash
Identity Store Sequences

» & Policy Elements
» [ Access Policies

[] Enable Password Hash

Applicable only for Internal Users to store password as|
Authentication types CHAPMMSCHAP will not worlk: if th
While disabling the hash, ensure that password is reco

» [ Monitoring and Reperis

Password Lifetime

¢ 23 System Administration

[] Password Never Expired/Disabled: expiredidisabled

Password Information
Fassword must:
» Contain 4 - 32 characters

Owerwrites user account blocking in case password

% Password Type: | Internal Users | | Select |
# Password: |-.oa-..a- |
# Confirm Password: |l.oa-..a- |
] Change password on next login
User Information
WnamRole: | OPERATOR
£t = [NonA cORIETENEHEE BNA 33N0MNHEHKA
<
| Submit | | Cancel |
» td My Workspace I Users and Identity Stores > Intemnal Identity Stores > Users
» 49 Network Resources I Internal U
|| Fee T CJuaent | V] [6] -
= Internal Identity Stores [] Status User Name  « |denfity Group Description
Users [ e support Al Groups:WNAM admins
Hosts
+ External Identity Stores [l a wnam All Groups:WNAM admins
L DAP




Ftr vt |
[[] MName «  Description
[l PemitAccess

[ WNAM admin access

v|v

Authorization Profiles

— General | Common Tasks | RADIUS Attributes |

Pur!w .............. E “ts ......................................... e MName: |WNAM admin access g |

Description: |

£: = lonA 00R3aTENLHEL BNA 3AN0MNHEHKMA

Authorization Profiles

208 , WnamRole .



Edit: "WHAM admin access”|

| General | Commen Tasks | RADIUS Attributes

Authorization Profiles

Common Tasks Aftributes

Atiribute Type Value
Manually Entered

Attribute Type Value

[Internal Users]WnamRole

| Addn |[ Editv ]| Replacen || Delete |
Dictionary Type: | RADIUS-IETF v
% RADIUS Attribute: | WNAWM-208 || setect |
2 Aftribute Type: [String |
Aftribute Value: | Dynamic v|
% | Internal Users v||WnamRole || select |

E TR ]

Filter: [ Status v Match if: [Equals V|| v [ ClearFiter |[Ge] =
Conditions Results )
[] status Name . e ) Hit Count
Compound Condition Authentication Method  Identity Source
@ Rule-VPN NDG:Device Type in All Device Types VPN Service match PAP_ASCI AD1 8761
[ ] Rule-mschap  System:Protocol match Radius match MSCHAPY2 ldStoreSeq 6476089
] Rule-AD System:AuthenticationMethod match MSCHAPV2 -ANY- AD1 0
(-] Rule-'WNAR NDG:Device Type in All Device Types:!WNAM servers  match PAP_ASCII Internal Users 29

(D Rule-WNAM:

-, Internal Users.




General

Name:|RuI&WNAM Status: | Enabled | &3

6 The Customize button in the lower right area of the policy rules screen controls which policy

conditions and results are available here for use in policy rules.

Conditions

Compound Condition:

Condition:

Dictionary: Attribute:

| NDG v | Device Type || Select |
Operator: Walue:

lin V] Static ™

All Device TypesWHAM servers || Select |

Current Condition Set:

Replace WV

MDG:Device Type in All Device Types\WMNAM servers
(s

W
Undo | Preview
Authentication Method: | match v|Pap_asci || Select |
Results
Identity Source: interna) Users | Select | b
Cancel Helg
.
» i My Workspace Access Policies > Access Services > Defaull Metwork Access > Authorization
» 5 Network Resources 5 Policy| Exception Polic
» 3 Users and Identity Stores ——
Network Access Authorization Policy
» %ﬂ Policy Elements
Filter: Match it [Equais || v - -
- Conditi Results
v Access Services [[] Status MName _ on (_)T.s _ ?“ Hit Count
J Service Selection Rules Authentication Status Compound Condition Authorization Profiles
Default Devic i Rule- Internal Users:UserldentityGroup in All Groups:mschal
v e b L G 1 O -] match AuthenticationPassed 2 e e z Pemmit Access ]
Identity 1 users
Authorization Rule- ) . B
v @ Default Network Access 2 O [ ] 5 match AuthenticationPassed  NDG:Device Type in All Device Types'WNAM servers WNAM admin access 20
\dentit 2
~ Max User Session Policy

"WNAM admin access",.. 208.




General

Name:|Rule—2 | Status: | Enabled v e

The Customize button in the lower right area of the policy rules screen controls which policy
conditions and results are available here for use in policy rules.

Conditions

Authentication Status: | match w | AuthenticationPassed || Select |
Compound Condition:

Condition:

Dictionary: Atiribute:

| NDG v | Device Type || select |

Operator: Value:
Static ]

All Device Types\WHNAM servers || Select |

Current Condition Set:

Undo | Preview

Results
Authorization Profiles:

|WNAM admin access )
£

WNAM , ,  ( hex-208-):

root @lebi an64: ~# radtest support support acs58.local 1 wnam
Sendi ng Access-Request of id 111 to 72.211.44.19 port 1812
User - Nane = "support"”

User - Password = "support"

NAS- | P- Address = 127.0.1.1

NAS-Port =1

Message- Aut henti cat or = 0x00000000000000000000000000000000
rad_recv: Access-Accept packet from host 72.211.44.19 port 1812, id=111,
| engt h=86

User - Name = "support"”

C ass = 0x434143533a61637335382f 3332383334323737352f 313733373238
Message- Aut henti cat or = 0x2eddf af 2d924b50f 6f 21290d9d2bc908
Attr-208 = 0x4f 50455241544f 52

WNAM. - RADIUS- /etc/wnam.properties, .




radius_webuser_auth True false (), RADIUS.
radius_webuser_server |, IP- DNS- RADIUS-.
radius_webuser_secret

radius_webuser_attr ,

radius_webuser_create = True false (). "-" RADIUS-.

RADIUS-.
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