FortiwLC

1.5 WNAM  FortiWwLC . FortiwLC ( WNAM) HTTP/HTTPS- RADIUS-( WNAM). ( FortiwLC 50D-VM 8.4.2, VMware).

RADIUS- "RADIUS" "ADD" RADIUS- ,

= FERATINET  FortiWLC 5.4-2build-1 | FortiWLC-50D-VM 17:47:26 | FWCVM-S0@192.168973 T QL e v

&) Monitor RADIUS Profiles (2 entries) @

2 Contguratn X YT (T [

3 System Config - RADIUSProfile | RADIUSIP  RADIUS  Remote RADIUS  MAC Password | Called-Station-  Owner  RADIUS | RADIUS

Mame Port RADIUS Relay AP- Address Type 1D Type Server Server

v Security Server [[v] Drelimiter Timeout Retries
Profile =}

m & wmam_radivs 77.241 B | 1812 off 1 Colon) SharedKey = MacAddressSSID | controller | 2 3
Captive Partal # | wmam radius_acct | 77.241 1813 Off 1 Colon () SharedKey = MacAddresssSSID | controller | 2 3

RADIUS- ( WNAM - 77.241..).

= FERTINET.  FortiWLC 8.4-2build-1] FartiWlLe- 5000

174740 PWCVM-508192.168.97.3

& Monitor RADIUS Profiles - Update @
%5 Configuration
7 spemConts
W Security
Description WNAM Rads server Enter 0-128 chars
Profile
RADIUS IP X 241 o |
RADIUS
RADILS Seorat whaRba - Enterl- 84 chars
Captive Partal
RADIUS Port 1812 Walid range: | 10:24-63535)
Guest Users
Remote ADHUS Server of o
MAC Filtaring RADIUS Ritlay AP-ID 1 =
WAR] Server BAAC Address Delimiter Colon () v
VPN Client Pasparced Type SnaredKey v
VPN Server Called Station- 1D Type MacAddress 5510
Certificates O on w
Rogue APs RADIUS Server Timeout 2 Walid range: [1-20]
¥ Wireloss RADIUS Server Retrics 3 wWalid range: [1-10]
RADIUS- ( WNAM - 77.241..).



= FERATINET.  FortiWLC 8.4 2build-1| FortiWLC-500-VM

E) Monitor RADIUS Prafiles - Update @

5 Configuration

> System Config

17:47:49  FWCVM-50@192.16897.3 {

~  Security
Ceescription WMNAM Radwes Acel server  Enter 0-128 chars
Profile
RADIUS IP Ix 241 u |
RADIUS
RADIUSSegpee eEeasdeee - Erter- 54 chars
Captive Portal .
RADIUS Port 1513 walid range: [ 1024-43533)
Guest Users
Remote RADIUS Server of -
MAC Filtering RADIUS Relay AP-ID ] =
WAPI Server AL Address Delimiter Colon () v
VPN Client Password Type SharedKey v
VPN Server Called-Station-ID Type Matasdress SSID
Certificates T ofl
Rogue APs RADIUS Sarver Timeout 2 Walid range: [1-20]
¥ Wireless RADIUS Server Retries 3 Walid range: [1-10]
Captive-. "Captive Portal" "Global Settings", "https" "Default" "Certificate".
= F2ERATINET.  FortiWLC 8.4-2build-1 | FortiWLC-500-VM 17:48:17 | FWEVM-50@192.168.57.]
& Monitor Captive Portal - Global Settings @
5 Configuration Global Settings Captive Portal Profiles Captive Portal Exemptions
> System Config ¥ |nternal Partal Settings
' Security Paortal URL
Profile Pratacol ® hitps hitp
RADILS Certificate =D aut- v
* Please make sure DNS server has the above redirection URL
entry mapeed to the Controller's IF sddress
Guest Lisers

Captive- (WNAM-CP)

"Captive Portal" "Captive Portal Profiles"

= FiZRATINET. FortiWlC 84-2build-1| FortiWLC-500-VM

174s22  wovmsoaniers Yr QO B wain v
@ Monitor Captive Portal Profiles '0
%5 Configuration Global Settings Captive Portal Profiles Captive Portal Exemptions
2 System Config 8
o
v Security . N . . .
CP Name Owner CHNA Authentication  Primary Secondary Primary Secondary Captive Portal Captive
bypass = Type Profile Profile Accounting Accounting [External Server Portal
Profile Type Exemption
RADIUS Q ALL voALL T
s WHNAM-CP controller - Off radius wnam_radius wnam,_radius_acct Fortinet-Connect | 1
- Captive-. - Captive- "Captive Portal" "Captive Portal Exemptions"



ZATINET,  FortiWLC 8.4-2build-1 | FortWLC-500-VM 174827  FwovMsoe192165973 Tk A adein

9 Menitor Captive Portal Exemptions @

5 Configuration Global Settings ~ Captive Portal Profiles
»  System Config
T

- .
Secarlty Profile Name Description FODN Cwner
Profile Py "
RADIUS ra 1 Wham_pass httpe!77.241 controller

Captive- (WNAM-CP), RADIUS- URL : http://77.241../cpffortiwlc ( "FQDN").

"Fortinet-Connect", NAT

H Edit Captive Portal Profile )

CP Marme WHAM-LP

I-"'!bl

A  User Authentication

Authentication Type radnss v
Radius Authentication

Prirnary Authentication WIAAT_r g ¥

Secondary Authentication Mo Radius r

Radius Accounting

Primany Accounting Wham_rachus_acct v
Secondany Accounting Mo Radius v
Agoounting Interim interval &0 Valid range; [ £0-34000]

External Portal Settings

External Server Fortinet-Connect v

External Portal URL hitp 77 241 =mm Biscpifortig Enter 0255 chars.
Public i of Controller 185 151

Advanced Settings

Session Tamesut 0 Walid range:; [0-1240]

Activity Temeout 0 Walid range; [ 0-50]

Seszion Caching Time 1 Wallid ranpe; [ 1-1440 ]

CHA bypass off "

WNAM (. "Edit Captive Portal Exemption" "Added FQDN"



|| Edit Captive Portal Exemptions @

Profile Name 1
Drescriplion wWinam_pass Enter 0-128 chars
FODN Enter 1-254 chars

Added FODN
FQDN
httpe 77241, il

, SSID (:sp_FWC-test) Captive-.

= F:ZRTINET.  FortiWLe 84-2build-1 | FortiWLC-500-VM 174924 Fwovmsopizuesrs fr QU By sein
@ Moeniter Security Profiles (3 entries) @
B comguaton W i e [
Y System Config = Security L2 Data Captive  Captive MAC Firewall Captive Portal | Firewall | Passthrough =~ B02.11W- Online Cramer
Profile Modes Encrypt = Portal Portal Filtering = Capability = Bypass For Filter ID | Firewall Management  SignUp
v Seeurity Name Allowed profile MAC Fiilter IDx Frame
Authentication Protection
B
RADIUS pot-
& default Open Nane Disabled oft none Off disable controller
Captive Portal configured
Guest Users & ::;::WC' Optn | Neme | WebAuth "C"';MM' On none on wnam_filter | disable :tn‘-ﬁm.l-'ed contraliar

(wnam_filter), - SSID.




& Monitor

Security Profiles - Update @

%h Configuration
> System Config

w  Security

RADILIS
Captive Portal
Guest Users
MAE Filtering
WAPI Server
VPN Client
VPN Server
Certificates
Rogue APs

> Wireless

¥ Wired

> Policies

E
VPN Client
VPN Server
Certificates
Rogue APs

> Wireless

? Wired

SECURITY SETTINGS

Online Sign Up
Leourity Mode *
CAPTIVE PORTAL SETTINGS
Captive Portal
Captive Portal profile
Captrve Partal Authentication Methad
Passthrough Firewall Filter 10
MAC FILTERING SETTINGS
MAC Filtering
ACL Ervvronment State
WAC Austh Primary RADIVS Profile Mams
MAC Auth Secondary RADIUS Profile Blame
MAC Accountong Primary RADIUS Profls Hame
e MAC Accounting Secondary RADIUS Prohle Mame
FIREWALL SETTINGS
Firewadl Capabality
GEMERAL SETTINGS
Captive Portal Bypass For MAC Authentication

Security Logging

Shew Dtz Inda

WabAuth v
WHNAMCP »
exiemal

wnam_filter

On »

Disagled L

Wram_radivs *
Ne RADIUS v
wnam_radius_acct ¥

No RADIUS v

On w

n »

Enter 0-14 chars

("QoS" "QoS and Firewall Rules" ) ,

80 WNAM.

&) Moniter

% Configuration

?  System Config

> Seeurity

»  Wireless

> Wired

v Policies
I

Sorvice Control

> Devices
»  Access Control

> OWIPS

= FEATINET.  FortiWLC 8.4-Zbuild-1 | FortiWLC-50D-VM

QoS and Firewall Rules (9 entries) @

17:50:04  FWCVM-50@192.16897.3 Y

Global Quality-of-Service Parameters QoS and Firewall Rules QoS Codec Rules Marking Management Packets
X T () ()
1] De ion Destinati Dy ion | Source IP Source Source = MNetwork = Firewall
[ Netmask Netmask Port Protacol | Filter ID
o
# 1 0000 0.0.0.0 1720 0.000 0000 0 [
&, 2 0000 0.0u0.0 o 0.00.0 0,000 1720 ]
rFaE 0.0 0.00.0 5040 0000 0.000 ] 17
# 5 Q0.0 000 5040 0.00.0 0000 i} ]
rFa 00 0.00.0 5200 0000 0.0.00 ] 17
& 8 0000 0.00.0 ] 0000 0000 5200 17
# 100 | 772410 ® 255255255255 80 0.00.0 0.0.000 o ] wnam,_filter
& 101 | 0000 0000 o 77241 smom | 355255255255 80 & wnam_filter
# 1000 0000 0000 4] 0.00.0 00,00 o 1] wnam, filter

QB @A -

Packet Packet Qs
minimum | maximum | Protocol
length length

0 o H323
o o H.323
0 ] sip

] i} SIp

0 o ather
] o other
o o other
0 o other
o o other

"Qos"




EATINET. FortiWLC 84-Zbuild-1 | FortiWLC-50D-VM 17:50:26  FWCVM-S0@192.168.97.3
& Monitor Match  FlowClos
0] 100
4 Configuration
¥ System Config Destination 1P 77 241 . omm - @
3 Security Destination Metmask 255 . 255 . 258 .| 255
Y Wireless Destination Port ‘80 Valid range: [0-65533) @
N N L4 L=
3 Wired Source IP 1] o 0 0 = 0
Souree Metmask 0 0 .o |
v Polickes
Fietwark Protocol & | wilid range: [0-255]
Service Control ' ' e w
Firewall Filter ID wharm_filtar Enter 016 chars. @
»  Devices ) ) ’ -
Packet Firmum length _ID vakid range- [0-1300]
»  Access Control ) ) @
Packet maximum length _ﬂ | Walid range: [0-1304]
> WIPS
QoS Protoocd giher ¥
Average Packet Rate :ﬂ Valid range [0-200]
Artion FORWARD v
Token Bucket Rate 0 o kbps L sibps  Walid range: [0~ 1000]
Priceity :ﬂ | valid range:10-8]
Traffie Control off v
DéffSery Codepoint DiffSeny Disabled L
Z) Maintenance
Qors Rule Logging oftow
WNAM

WNAM ™ ""



MameHeHne cepBepa gocTyna

MNapameTpul RADIUS
Tvn WmA ycTpolcTEa
FortiwLC

IP agpec (NAS-IP-Address) BHewHWA IP agpec

192.166.97.3 192.151. "

MecTononoxeHe

Mercury tower

KoMmeHTapun

Bxog Mapone

admin anas

¥ MCNOoNs30BaTh CYETYMKM BKKAYHTHHE
] MeHATE MECTAMM CYETYMEN NPUEME/NEpPELaYHN
[/ OnpeaenATh MMEHa YCTPORCTE aG0HEHTOR

[ NMpuHUMETE geTanu3iauu notokos NetFlow

m | YOanuTh COXpaHWTh H3MEHEHMA 3aKpbiTh




radi us-profile wnam radi us
description "WNAM Radi us server"
i p-address 77.241. XXX. XXX

coa on

radi us-ti neout 2

radius-retries 3

radi us-version 0

key wnam radi us

port 1812

renot e-r adi us- server off

radi us-relay-apid 1
mac-del i m ter col on
passwor d-t ype shared- secret

call ed-station-id-type nacaddress-ssid
owner controller

exit

radi us-profile wnam radi us_acct
description "WNAM Radi us Acct server"
i p-address 77.241. XXX. XXX

coa off

radi us-ti neout 2

radius-retries 3

radi us-version 0

key wnam radi us

port 1813

renot e-r adi us-server off

radi us-relay-apid 1
mac- del i m ter col on
passwor d-t ype shared- secret

call ed-station-id-type nacaddress-ssid
owner controller

exit



security-profile sp_FWCtest
security-version 0O
key-rotation disabled
managenent - f rane- prot ecti on- 11w di sabl e
al | owed- | 2- nndes open
onl i ne-si gn-up not-configured
captive-portal webauth
captive-portal -profil e WNAM CP
captive-portal - aut h- nmet hod externa
psk key ""
firewal | -capability none
passthrough-firewal | -filter-id whamfilter
firewal | -filter-id ""
security-1loggi ng on
owner controller
static-wep key ""
static-wep key-index 1
captive-portal - bypass-nmac
macfiltering
mac-filter-radius-server prinmary wnamradi us
mac-filter-radius-server secondary ""
mac-filter-acct-radi us-server prinmary wnamradi us_acct
mac-filter-acct-radius-server secondary ""
mac-filter-state disabled
rekey period O
group-rekey interval O
bksa- cachi ng-period 0
radi us-server prinmary
radi us-server secondary
aut h-supplicant-ti neout 30
aut h-server-tinmeout 30
aut h- max-request 4
pae- max-reauth 4
pae-txperiod 30
eapol -key-retries
no kddi
no shared-aut hentication
no rekey period
no 8021x-network-initiation
no pmrk-caching
no reauth
exit



gosrul e 100 netprotocol 6 qosprotocol other
firewal | -filter-id wnamfilter
firewall-filter-id-match on
dstip 77.241. XXX. XXX
dstip-match on

dst mask 255. 255. 255. 255
dstport 80

dst port-match on

srcip 0.0.0.0

srcnask 0.0.0.0

srcport O

net prot ocol - mat ch on

action forward

priority O

avgpacketrate 0

t okenbucketrate 0O

dscp di sabl ed

gosr ul el oggi ng of f

gosr ul e-1 oggi ng-frequency 60
packet-nin-1ength O
packet - max- 1| ength 0

no trafficcontro

owner controller

exit

gosrul e 101 netprotocol 6 qosprotocol other
firewal | -filter-id wnamfilter
dstip 0.0.0.0

dstmask 0.0.0.0

dstport O

srcip 77.241. XXX. XXX

srci p-match on

srcmask 255. 255. 255. 255
srcport 80

action forward

priority O

avgpacketrate 0O

t okenbucketrate O

dscp di sabl ed

gosrul el oggi ng of f

gosrul e-1 oggi ng- f requency 60
packet-nmin-1ength O
packet - max-1ength 0

no trafficcontro

owner controller

exit
gosrul e 1000 netprotocol 0O qosprotocol other
firewal | -filter-id wnamfilter
dstip 0.0.0.0

dstip-match on

dstnask 0.0.0.0

dstport O

dst port-match on

srcip 0.0.0.0

srci p-match on

srcmask 0.0.0.0

srcport O

srcport-match on

action drop

priority O

avgpacketrate 0O

t okenbucketrate O

dscp di sabl ed

gosrul el oggi ng of f

gosrul e-1 oggi ng- f requency 60
packet-nmin-1ength O
packet - max-1ength 0

no trafficcontro

owner controller

exit



essid FWC-test
enabl e
security-profile sp_FWC test

captive-portal -exenption-profile 1
fqgdn-nanmes http://77.241. xxx. xxx/
descri pti on wnam pass
exit

captive-portal -profile WNAM CP

port O

cha- bypass of f

radi us-profile primary wnamradi us

radi us-profile secondary ""

captive-portal -external -url http://77.241. xxx. xxx/ cp/fortiw c
captive-portal -external -ip 195.151.112. 84

| 3user-session-timeout 1

session-tineout 0O

activity-tineout O

aut henti cati on-type radius

accounting-radi us-profile primry wnam radi us_acct
accounting-radi us-profile secondary ""

accounting-radi us-profile interiminterval 60

external -server fortinet-connect

captive-portal -exenption-profile 1

owner controller

exit

captive-portal -gl obal -settings captive-portal-certificate default
captive-portal -gl obal -settings redirection-protocol https



	Беспроводной контроллер FortiWLC

