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1.3.1090 WNAM Huawei. Wi-Fi Huawei

AP2050, AP5030, AP4050, AP6050, AP6010 , FAT, ;
. FIT( ) AC6005, AC6605.

WNAM "External Portal Server". Huawei (Agile Controller)
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Firewall NAT,
Huawei ™ , - web-auth-server ( GUI ). , , .
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AP5030DN FAT V200R006C10SPCa00. Web-, (RADIUS-) CLI. . . IP- WNAM: 172.16.130.5, RADIUS-  80.

#

authentication-profile name wnam aut hentication-profile
portal -access-profile wnam portal -access-profile
free-rule-tenplate default_free_rule
aut henti cati on-schene radi us
accounti ng-schene defaul t
radi us-server wnam radi us
#
portal captive-bypass disable
#
radi us-server tenplate wnamradi us
radi us-server shared-key ci pher %% N =Y8Wh" ZWb: P(H d) 8>Nf 1<Pi 0=2bW.A" Xn1A8% %#
radi us-server authentication 172.16.130.5 1812 wei ght 80
radi us-server accounting 172.16.130.5 1813 wei ght 80
radi us-server hw dhcp-option-format new
radi us- server hw ap-info-format include-ap-ip
calling-station-id nmac-format hyphen-split node2 uppercase
radi us-attribute check Session-Ti meout
radi us-attribute check HWI nput-Comm tted-Information-Rate
radi us-attribute check HW Qut put-Conmitted-Information-Rate
#
free-rule-tenplate nane default _free_rule
free-rule 1 destination ip 172.16.130.5 nask 255. 255. 255. 255
#
url-tenpl ate nanme url Tenpl ate_0O
url http://172.16.130. 5/ cp/ huawei
url -paraneter ap-ip AP-1P ap-mac AP-MAC redirect-url redirect-url ssid ssid
user -i paddress user-ipaddress user-nmac user-mac sysnane sysname ac-ip ACIP
url - paranmeter nmac-address format delinmter : norma
#
web- aut h-server wnam server
server-ip 172.16.130.5
port 50200
url http://172.16.130. 5/ cp/ huawei
url-tenplate url Tenplate_ O
server-source ip-address ___ nmgnt__
#
portal -access-profile nane wnam portal -access-profile
web- aut h-server wnamserver |ayer3
#
aaa
aut henti cati on-schene default
aut henti cati on-schene radius



aut henti cati on- node radi us
aut hori zati on-schene default
accounti ng-schene defaul t
accounti ng- node radi us
accounting realtime 5
accounting start-fail online
dormai n defaul t
domai n default_adnin
#
w an
traffic-profile nane default
security-profile nane default
security-profile nane default-nesh
security wpa2 psk pass-phrase % %tU o>@/Zq@X@ - BP_r FX! &H3Gc™ _{ HZ<3| * AE( R %4
aes
ssid-profile nanme defaul t
ssid HUAVWE
vap-profil e nanme default
aut henti cation-profile wnam authentication-profile
nesh- handover-profil e nanme default
nmesh-profile name default
country-code RU
air-scan-profile nane default
rrmprofile nane default
radi o- 2g- profil e nanme default
radi o- 5g-profile nane default
wi ds
#
interface Wan-Radi 00/0/0
vap-profile default wan 1
#

portal captive-bypass enable

, Apple -, 0, ., (, https-) ,
CNA:

undo portal captive-bypass enabl e
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Apply
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WIrEIESS LAN — l_': ) Save Console & admin B i
APS030DM Meonitering Wizard Configuration Maintenance
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® Interface Authentication Profile Service Scheme External Portal Server Built-In Portal Server RADIUS HWTACACS Local User Advanced
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Apply
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Wireless LAN

APS030DM
® Interface
@ IP Service
® WLAN Service
@ Security
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User Group
ACL
WIDS
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PKI
Security Defense

@ Proxied Device
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Authentication Profile Service Scheme

Maximum number of STAz: 64

Portal Authentication Server List
Refresh

Create Delete

Server Name =
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10 v Total 2 record(s)
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Cenfiguration Maintenance

External Portal Server Built-In Portal Server

Apply

URL =

http://172.16.130.5/cp/huawei

Save Consele
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admin
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Wireless LAN

AP5030DN
® Interface
® [P Service
® WLAN Service
@ Security
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User Group
ACL
WIDS
SSL
PKI
Security Defense
® Proxied Device

® IGMP-Snooping

Maonitoring

* Server name :

*Server [P :

Shared key :
Packet port number :
*URL:

URL configuration result :

L URL Option Settings

Redirection Setting

+ User access URL:

+ UserIP:

| AP-IP :

+ 551D :

MAC Address

MAC address format :

URL Encrypt

Encrypted parameter name :

Encryption key :

Fortal server detection :

OK Cancel

Server IP

172.16.130.5

50200

http://172.16.130.5

0] LE.

Configuration Maintenance

fep/he

Confirm shared key :

Save

httpy//172.16.130.5/cp/huawei ?AP-IP = &LAP-MAC =&redirect-url=&issid=&euser-ipaddress= &user-mac=&esysname =

normal

-l Server Detection Configuration

' User MAC :

+ System name :

« AP-MAC :

*Separator :

Encryption vector name :

Confirm encryption key :

Conscle
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APS020DN Monitoring Wizard Cenfiguration Maintenance
® Interface Authentication Profile Service Scheme External Portal Server Built-In Portal Server RADIVS HWTACACS Local User Advanced
® IP Service “ RADIUS Server Profile
® WLAN Service Create Delete Refresh
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User Group
ACL 1 v Total 2 recordis) n
WIDS - Authentication/Accounting Server
Create Delete Refresh Profile Marme = el
SSL
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WII’B'ESS LAN - l_ o ﬁ . . Save Console & admin B i ==
APS030DN Monitoring Wizard Configuration Maintenance
@ Interface Authentication Profile Service Scheme External Portal Server Built-In Portal Server RADIUS HWTACACS Local User Advanced
@ IP Service 802.1X Authentication Global Settings
& WLAN Service Quiet tirner :
@ Security Portal Authentication Global Settings
Quiet timer:
AL
Port rwsmbsér in Portsl packets : 2000 Transparent transmission of  (— (aQ)
User Group authentication infermation : ' ’
er Grou
Portal version : o V18V2 v2
ACL
Upper alarm threshald o0 Lower alarm threshold =
percentage (%) : - percentage (3] :
WIDS S :
MAC Address Authentication Global Settings
Maximum suthentication failure et {5 :
SsL count !\)‘cfarl‘ turning quiet : sEeal10 Quiet gimer valus (2): 50
PKI Others
CNA apple-cna-bypass : 'k_Gn
Security Defense
Apply
® Proxied Device
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,  RADIUS-Accept
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- WNAM




21:08:11. 706 DEBUG [c.n.w. web. cp. CaptivePortal Control | er:544] - CP huawei
redirect: mac=4C: 57: CA: XX: XX: XX, i p=172.16.130. 154, ap=d4:c8: b0: 15: 1d: 40

[ HUAVEI ], server=Huawei, 192.168.0.5

21:08: 11. 722 DEBUG [c. n. w. web. cp. CaptivePortal Controller: 1661] -

processAut hRequest HUAWEI : user name=4C: 57: CA: XX: XX: XX, i p=172.16. 130. 154,
server=Huawei, site_id=3, dst="http://wwvru/'

21:08:11.722 DEBUG [c.n.w. web. cp. Capti vePortal Control |l er:1804] -

processRedi rect Request G mac=4C: 57: CA: XX: XX: XX, net hod=FORM

f or MNanme=58addf 80bd045a2f a888c7a6, redirectU |l =http://ww.ru/, key=33f0eb37-eel2-
4572- ad58- 10a1c237de00

21:08: 13. 053 DEBUG [c.n. w. web. cp. CaptivePortal Controller:1530] - RedirectC
login: site_id=3, usernanme=4C.57: CA: 2C. OF: 4C, dst="http://ww.ru/",

dst _extra='nul |’

21:08: 13. 053 DEBUG [c.n. w. web. cp. CaptivePortal Controller:2102] - |ogi nAt NasCi
HUAVEI nac=4C. 57: CA: XX: XX: XX, i p=172.16. 130. 154, server=Huawei, dst='http://ww.
ru/’

21:08: 13. 057 DEBUG [ com net anms. wnam web. cp. Huawei : 85] - backToHuawei | ogin

| en=439, server='172.16.130. 75", usernanme=4C: 57: XX: XX: XX: XX, passwor d=password,
dst="http://ww.ru/'

21:08: 13. 079 I NFO [ WhanRadi us: 522] - AUTH for new session

| D=Huawei 000000000000019e7f 4f 000019- 2c0f 4c, request MAC=4C: 57: CA: XX: XX: XX,

| P=172. 16. 130. 154, cust _clientid=i SE

21:08:13. 112 I NFO [ WhanRadi us: 683] - ACCT Start new session

| D=Huawei 000000000000019e7f 4f 000019- 2c0f 4c, MAC=4C: 57: CA: XX: XX: XX, | P=172.
16.130. 154, NAS=172.16.130.75

21:13:13.124 I NFO [ WhanRadi us: 683] - ACCT Interim Update existing

( Huawei 000000000000019e7f 4f 000019- 2c0f 4c) sessi on

| D=Huawei 000000000000019e7f 4f 000019- 2c0f 4c, MAC=4C: 57: CA: XX: XX: XX, | P=172.
16.130. 154, NAS=172.16.130.75

21:13:13. 652 | NFO [ WhanRadi us: 683] - ACCT Stop existing

( Huawei 000000000000019e7f 4f 000019- 2c0f 4c) sessi on

| D=Huawei 000000000000019e7f 4f 000019- 2c0f 4c, MAC=4C: 57: CA: XX: XX: XX, | P=172.
16.130. 154, NAS=172.16.130.75

Huawei .
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