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WNAM
, IP- . ¢ Android iOS:

® Android http://www.gstatic.com/generate_204.
® i0OS ( ) www.ibook.info, www.appleiphonecell.com, captive.apple.com ..

(), . Captive Network Assistant (CNA).

,CNA . (Cisco, Aruba) CNA Bypass,
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Macka noaceTtu 255.255.255.0
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DNS 8.8.4.4

CNA, Wi-Fi , . ,, . (Google, Yandex). HTTPS, 0 . HTTP ., (, Linux-, Mikrotik ..) HTTPS-. , , SSL- ,
WNAM.  HTTPS- .
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SNOYMBILNEHHAKK MOMYT NMTATLCA NOXMTHTL BAWW QaHHWE ¢ caATa habrahabr.ru
(HAnpUMep, NAPONK, COODLISHWA MNK HOMEPA GAHKOBCKMX KAPT).

He yaanocs ROATBEDAMTE, 4TO 3T0 cepeap habrahabr.ru. Ero cepric

Ga30nacHoCTH OTHOCKUTCA K mk.k18.netams.com, BoamomHo, cepeap HACTPOEH

HENPABMABHD WAK KTO-TO NBTASTCA NELEXBATATE BAWM QAHHBIS.
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, MITM (Man-In-The-Middle),

® https-.  HTTPS (. SSL) IP-, DNS-, 443.
* ( Mikrotik) (),
e TCP- SSL-, . ,, .
. "L, (, auth.provider.ru),  (, google.com).
e . WiF, ,.
(D - WNAM. SSL HTTPS-.
(,) HTTPS-.
*  WNAM HTTP- ;
*  HTTPS-
® HTTPS- -tomcat, WNAM
* HTTPS- ,
(D . HTTPS-  WNAM, ., HTTPS, , HTTPS- CNA.

HTTPS-  SSL.

° "
1

° , Synamtec, Thawte, Verisign, Comodo .. 1;
. Let's Encrypt WoSign (  90).

, . Letsencrypt , . ., ,. IP-, DNS- , SplitDNS DNS- Wi-Fi.



,  Mikrotik 172.16.130.9 mk.k18.netams.com, WNAM 172.16.130.13 debian64.k18.netams.com. 2- Wildcard- ( *.mydomain.ru).

, Letsencrypt, :

# openssl x509 -in cert.pem-text -noout

Certificate:

Dat a:

Version: 3 (0x2)

Serial Number:

03: 0c: ab: c8: e6: 3a: 0c: 7e: 5a: e5: ff: 23: ab: 5f: cf: 9b: 15: a5
Si gnature Al gorithm sha256W t hRSAEncryption

| ssuer: C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
Validity

Not Before: May 15 14:45:00 2016 GMVI

Not After : Aug 13 14:45:00 2016 GMVIr

Subj ect: CN=nk. k18. net ans. com

Subj ect Public Key Info:

Public Key Al gorithm rsaEncryption

Publ i c-Key: (2048 bit)

Modul us:

Exponent: 65537 (0x10001)

X509v3 ext ensions:

X509v3 Key Usage: critical

Digital Signature, Key Enciphernent

X509v3 Ext ended Key Usage:

TLS Web Server Authentication, TLS Web Cdient Authentication
X509v3 Basic Constraints: critical

CA: FALSE

X509v3 Subj ect Key ldentifier:

C4: B9: 60: 6C: 08: 8E: 00: AB: 9D: F9: 40: 59: 09: 1A: 16: B3: 62: 3C. 71: 36
X509v3 Authority Key ldentifier:

keyi d: A8: 4A: 6A: 63: 04: 7D: DD: BA: E6: D1: 39: B7: A6: 45: 65: EF: F3: A8: EC: Al
Aut hority Infornmation Access:

OCSP - URI:http://ocsp.int-x3.1etsencrypt.org/

CA Issuers - URI:http://cert.int-x3.1etsencrypt.org/

X509v3 Subj ect Alternative Nane:

DNS: nk. k18. net ans. com

X509v3 Certificate Policies:

Policy: 2.23.140.1.2.1

Policy: 1.3.6.1.4.1.44947.1.1.1

CPS: http://cps.letsencrypt.org

User Noti ce:

Explicit Text: This Certificate may only be relied upon by Relying Parties and
only in accordance with the Certificate Policy found at https://letsencrypt.org

/ reposi tory/

Signature Al gorithm sha256W t hRSAEncryption

nginx, tomcat 8080 nginx -. 0.

tomcat

JKS, -. fullchainl.pem  privkeyl.pem PKCS#12 debian64.p12. : Password.

openssl pkcsl2 -export -in fullchainl. pem-inkey privkeyl. pem -out debi an64.
pl2 -nanme toncat

JKS ¢


http://ocsp.int-x3.letsencrypt.org/
http://cert.int-x3.letsencrypt.org/
http://cps.letsencrypt.org
https://letsencrypt.org/repository/
https://letsencrypt.org/repository/
https://docs.netams.com/pages/viewpage.action?pageId=25493526

keyt ool -inportkeystore -deststorepass Password -destkeypass Password -
dest keyst ore debi an64.j ks -srckeystore debi an64. pl2 -srcstoretype PKCS12 -
srcstorepass Password -alias tontat

tomcat:

cp debi an64.j ks /etc/tontat7/

- letc/tomcat7/server.xml ,

<Connect or port="443" protocol ="org. apache. coyote. httpll.
Htt pl1Prot ocol " URI Encodi ng="UTF-8" keystoreFile="/etc/tontat7/ debi an64.
j ks" keyst orePass="Password" keyAlias="tontat" keyPass="Password"
maxThr eads="150" SSLEnabl ed="true" schene="https" secure="true" clientAut h="
fal se" sslProtocol ="TLS" />

- HTTPS (443):

touch /etc/aut hbind/ byport/ 443
chnod 500 /et c/aut hbind/ byport/ 443
chown tontat7 /etc/authbind/ byport/ 443

/etc/init.d/tontat?7 restart

- Ivar/log/tomcat7/catalina.out

I NFO Depl oynent of web application archive /var/lib/tontat7/ webapps/ ROOT.
war has finished in 52,197 ns
15, 2016 6:58:21 PM org. apache. coyot e. Abstract Protocol start
INFO Starting Protocol Handl er ["http-bio-80"]
15, 2016 6:58:21 PM org. apache. coyot e. Abstract Protocol start
INFO Starting Protocol Handl er ["http-bio-443"]
15, 2016 6:58:21 PM org. apache. catalina.startup.Catalina start
INFO Server startup in 54766 ns

WNAM https:///wnam/home,  SSL-,
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KomMy nuiman: debiant4.k 18.netams.com

Kem awipan: Let's Encrypt Autharity X3

Oewscrontenen ¢ 15, 05, 1016 no 13, 05, 2016

[ 3ssenerme nocrasusa |

Nogpoteses o CepTidemaTa

[ ]

(% Q] | Elements Console Sources Metwork Timeline Profiles Resources Security Audits

£} Cverview Security Overview

Main Origin ﬂ

leload to view details

2 This page iz secure [valid HTTPS)L
@  JefcreemencHu® CEpTHEHKAT
[As AoARAKUEHUA K STOMLY CARTY HEROALIYETCR SERCTETEALHBIN CEPTREMEAT CEPBEapS,

View cartificate

Mikrotik.



Winbox.

Settings Dashboard

[Dhetspot-mt1 May/07/2015 20:05:21
[E1 hotspot-mt 1/alogin html il file 12538 Jun/04/2015 10:16:05
[E1 hotspot-mt 1/ogin html il file 14238 Jun/02/2015 00:11:45
[Z1 hatsnot-mt1/emar biml hitml file B92 R  MeawN72015 200521

Winbox HTTP Web "System-Certificates".

Settings  Dashboard

Safe Mode | Session: -

|8 Interfaces Certificates |SCEPSewe¢s SCEPRA Requests OTP

I Wireless (#|[=| [7] | mpot || CardReinstal || Card Verfy || Revoke || Create Cert. Request | |c—|‘

LT

s, Bridgs [Name 7 [ssuer [Key Size  |Days Vaid  |Trusia ||
w4 PPP AT ca2 O-=Digital Signature Trust Co..CN=DST Root CAXZ 2048 1825 yes
KT cet_1 C=US O=Let's Encrypt CN=Let's Encrypt Authority X3 2048 90 yes

Only File: |chair11.pem
Passphrase: |

HTTPS "System-Services" (www-ssl), cert 1 443.
A5 Quick Set

™ Interfaces lz‘

i e |Name £ |F‘ort Available From

35 Bridge @ api 8728
@ api-ssl 8725

=2 PPP 2 fp 21

= Switch @ ssh 22
@ telnet 23

= @ winbox 8291

2l |P 12 @ waww 80

&7 MPLS 2

22 Routing 2

System 12

& Queues

Files

Log Awailable From:

41 Radius Certificate:

% Tools 2

|enabled

New Teminal
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Mikrotik

HTTPS.

<« c

https://mk.k18.netams.com

RouterOS v6.27

WebFig Login:

\\—' I J )
Mikror ik

You have connected to a router. Administrative access only. If this device is not in your
possession, please contact your local network administrator.

Login: |adm|n

Password: |

| Login

DNS-
1 Wireless

Ei Bridge

=3 PrP

22 Switch

“13 Mesh

=5l P

<7 MPLS

ﬁ Routing

w57 System

! Queues

[ Files

|5 Leg

A Radius

X’ Tools

| New Terminal
¥4 MetaROUTER
#2 Partition

1 Wireless
Ez Bridge
=3 PPP
=2 Switch
“13 Mesh

=5l P

<7 MPLS

8 Routing

457 System

! Queues

[ Files

|- Log

L Radius

X’ Tools

| New Terminal
P4 MetaROUTER
#2 Partition

hotspot/rlogin.html,

, HTTPS, .

v | v|w v

v v v

-

Servers  Server Profiles |Users L=g

[#][=]
Name i, |DNS Name

= @mkl mik k18neta...
Smk2

General

Login
Name
Hotspot Address
DNS Name
HTML Directory:

Rate Limit (poftx):

HTTP Prooy:
HTTP Proxy Port:
SMTP Server:

Hatspat Server Profile <ml1:

RADIUS
: ||| Cancel
- [10.13031 | & Apply
- |mk k18 netams.com | &
: |hotspot [E3|
| |~

| |~

o |

| |~

2items (1 selected)

Servers  Server Profiles |Users L=g

[#][=] [v]

Name i, |DNS Name
= @mkl mik k18 reta...
Smi2

Hotspot Server Profile <

General Login
Logi

MAC Auth. Pass

HTTP Cookie Lifetime: [3d 00:00:00
S5L Certificate: |cert_1

Trial Uptime

Trial User Profile: [default1

|
Trial Uptime Reset: [1d 00:00:00 |
|

RADIUS
in By: [_| MAC

[IHTTP CHAP [v]
HTTP PAP
["] MAC Cookie

word:

["] Split User Domain

Limit: |DD:31]:DD

2items (1 selected)

Mikrotik, HTTPS-

|defaut

DNS-,

<form name="wnamlogin" action="https://debian64.k18.netams.com/cp/mikrotik" method="post">
<input type="hidden" name="server-address" value = "mk.k18.netams.com:443" />

HTTPS- HTTPS-

Mikrotik.

SSL-.
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yAOCTOBEpeHWe CEPEEpPa
Safari He ynaeTcs npoBepKUTh
YOOCTOBEPEHWE CepTUOMKATa
«10.130.3.1». YT06bI NPOAONKUTE,
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(D , WNAM. Let's Encrypt 90, 1.




	Портал перехвата HTTPS

