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1.2.607 WNAM  Aruba ( Hewlett Packard Enterprise). Aruba3200 ArubaOS 6.4.2.4.
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WIZARDS Security > Authentication > Servers
AP Servers | AAA Profiles | L2 Authentication | L3 Authentication | User Rules | Advanced
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wip default Show Reference | Delete
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WIZARDS Security > Authentication > Servers
AP Servers | AAA Profiles | L2 Authentication | L3 Authentication = User Rules = Advanced
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I — 0 aut remate
arubQ  mosiLITY CONTROLL e
Dashboard  Monitering n Save Config 4
WIZARDS Security > Authentication > Profiles
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SIP authentication role --NONE-- A
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net desti nati on wnam desti nati on
host 89.11.95.19

ip access-list session wnam access
user host 89.11.95.19 svc-http pernit

user-rol e guest-1ogon

captive-portal "wnam captive_portal"”
access-list session ra-guard
access-list session |ogon-contro
access-list session captiveporta
access-1ist session v6-1ogon-contro
access-list session captiveportal 6

user-rol e guest

access-1ist session gl obal -sacl
access-list session apprf-guest-sacl
access-1list session ra-guard
access-list session http-acl
access-list session https-ac
access-1ist session dhcp-acl
access-list session icnp-acl
access-|ist session dns-ac
access-list session v6-http-ac
access-list session v6-https-acl
access-1list session v6-dhcp-ac
access-list session v6-icnp-ac
access-|ist session v6-dns-acl
access-list session wnam access

aaa rfc-3576-server "89.11.95. 19"
key XXX

aaa aut hentication mac "wnam nac_aut hprofil e"
delimter colon
case upper

aaa aut hentication-server radi us "wnamradi us"

host "89.11.95. 19"

key XXX

nas-identifier "Aruba"

nas-ip 89.11.95. 20

mac-del i m ter col on

called-station-id type nacaddr include-ssid enable delinmter colon

aaa server-group "wnamradi us_sg"
aut h-server wnam radi us

aaa profile "wnam aaa_profile"
initial-role "guest-I|ogon"

nmac- server-group "wnamradi us_sg"
radi us-accounting "wnam radi us_sg"
radi us-interi maccounting
rfc-3576-server "89.11.95. 19"

aaa authentication captive-portal "wnam captive_portal"”
server-group "wnam radi us_sg"

guest -1 ogon

no | ogout - popup-w ndow

protocol -http

| ogi n-page "http://89.11. 95. 19/ cp/ ar uba"

wel cone- page "http://89.11.95. 19/ cp/ ar uba?wel cone"
no enabl e- wel come- page

switchip-in-redirection-url
user-vlan-in-redirection-url

i p-addr-in-redirection-url "89.11.95. 20"
white-list "wnam destination"

appl e- cna- bypass



w an virtual -ap "guestnet"
aaa-profile "wnam aaa_profile"
ssid-profile "cittel-aruba"

vl an 162

band- st eeri ng
broadcast-filter all
deny-inter-user-traffic
dos- prevention

wmm t raf fi c- managenent -profile "wnni
!

ap-group "guestnet”
virtual -ap "guestnet"
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