CuncremMHble TpeboBaHUS

Ons ceoeit pabotel WNAM TpebyeT COOTBETCTBYHOLWEro annapaTHoro obecnevenums (KoMnbioTepa), onepaunoHHON CUCTEMBI,
06513aTe/IbHOM0 U AOMOSIHUTENIbHOIO MPUKIAAHOIO NPOrpaMMHOro obecrneyeHus.

B kauyecTBe KoMNbtoTepa NogonaeT Ntobol AOCTaTOYHO COBPEMEHHbLIN cepBep Un pabodas cTaHums. MonHOCTbIO
nopaepxusaetcs pasmeweHne WNAM Ha BUpTyanbHOM MawwmHe. TpebyeMble xapakTepUCTUKN CcepBepa HanpsiMyto 3aBUCAT
OT NJIaHUPYeMOW Harpysku (4mcna nonb3oBaTenen, NOToK 3anpocoB aBTopulaummn, obbem 6asbl AaHHbIX). [Ans 3aaay
cpeaHero ypoBHS, npu 4yncne nonb3osatenen B B ao 100 Tbicay, nopsaaka 1 3anpoca aBTopusaumn B cekyHay, Ao 500
OAHOBpPEMEHHO paboTallmx Nonb3oBaTenen, ¢ XxpaHeHNeM CTaTUCTUKKN A0 3 MecaueB pekoMeHayeTcs cepeep ¢ 4 6 O3Y,
npoueccopom Tnna Core i5, 200 I'6 amuckom. Mockonbky WNAM HanucaH Ha Java, NporpaMmbl Ha KOTOPOM OT/IMYaloTCS
NOBbILWEHHbIMU TpeboBaHNAMM K onepaTUBHOM NamsaTh, nNpu 6onbleM Yncne ogHOBPEMeEHHO paboTalownx nonb3oBaTenen
pekoMeHayeTcs umeTb oT 8 Ao 16 6 O3Y. Mpwu 6onbwom npeanonaraeMom obveme B, nnun ecnu Bbl cobrnpaeTecb akTUBHO
NnoJsib30BaTbCsl MHCTPYMEHTAMM CO3aHMA OTYETHOCTU, PEKOMEHAYETCS NPUMEHATb 6biCTpble (cepBepHble, He 6bITOBbIE)
XecTkue anckn, nydwe SAS mnm SSD. [Ins COXpaHHOCTM AaHHbIX pekoMeHayeM obbeanHsTb ux B Toma RAID 1/5/6.
Ob6s3aTenbHO No3aboTbTeCh O HAaNMYUKU UCTOYHUKA BecnepeboitHOro NUTaHMA K BalleMy cepBepy, KOHAULMOHepa B
CepBEPHOM MOMELLEHNE, eC/IM eCTb BO3MOXHOCTb - pa3AesibHbIX BXOAALMX DNEKTPUYECKUX TMHUI 1 ABYX 6NO0KOB NUTaHMs B
cepsepe.

Pacuér Tpebyemor AMCKOBOWM EMKOCTU A0MKEH OBbiTb OCHOBAH Ha cneayrwmx AJIMHAX eAUHUYHOM 3anucu B Tabnuue:

Tvn AaHHbIX Pasmep, 6anT Ha aucke, 6ainT  COOTHOLUEHME Yucna 3anucemn
session (ceccus aboHeHTa) 500 550 3

customer (aboHeHT) 500 660 1

log (nor) 380 400 4

flow (notok NetFlow) 325 350 100

adStat (nokas peknambl) 240 325 2

smsStat (CMC) 240 280 1

MpeaenbHble rapaHTMPOBaHHbIE MOKa3aTeNM Npom3BoanTeNbHOCTU cucTeMbl WNAM (B KnacTepHOM KOHbUIypauumn u npu
MCMOSIb30BaHNM BbICOKONPOU3BOAMTENIbHOrO 060pyA0BaHMA) COCTaBSAIOT:

1. KonunyecTtBo 3aperucTpmpoBaHHbIX aboHeHTOB B 6a3e gaHHbIx: He MeHee 1.000.000 wrT.

2. KonwnuecTso 3anuceri o ceccusix B 6ase aaHHbIx: He MeHee 100.000.000 wrT.

3. Konunuectso 3anuceit o notokax NetFlow Bepcuii 5 1 9 B 6a3e gaHHbIx: He MeHee 1.000.000.000 wT. (npwm
ncnonb3oBaHum nfdump)

WNAM nonHocTblo noaaepxunsaet paboTy B cpeae BupTyanusauum (TectuposaHo VMware ESXi 5.0 v Bblwe).

Onsa paboTbl B 0TKa30yCcTOMUMBOW (KNacTepHOM) KOHdUrypaumm BaMm notpebyeTcs Kak MMHMMYM ABa cepBepa (pusnyeckmx
WU BUPTYasnbHbIX), pa3MelléHHbIX B 0AHOM cermeHTe JIBC, nnbo B pa3Hbix LOJ B 3aBMCMMOCTM OT BbI6paHHOW CXeMbI
Knactepmsauuu. [ins uenen KBopyma knacrepa peKoOMeHAyeTCsl YCTaHOBUTb TPeTuii cepeep (BMPTYasbHYO MalUVHY C
MUHUManNbHOM KoHdwurypaumen). KnactepHasa koHdurypaumna WNAM nuueH3snpyeTcs oTAeNbHO.

MpunoxeHne HanucaHo B naaTtdopmMmo-HesaBmncuMmoM Buae (100% Pure Java), noaToMy paboTaeT Be3ae, rae MoXeT paboTaTb
Java JDK. MpoTtectuposaHa paboTta cpeae Linux (Ubuntu, Debian, CentOS) noa ynpasneHnem Oracle n Open]DK 1.8.
HactosiTenbHo pekoMeHayeTcs ucnonb3oBaTb OC Debian nocneaHelt Bepcuun. Pabota noa ynpasneHmeM FreeBSD Bo3MoOXHa,
HO He TecTupoBanacb. B npoaykTnsHon paboTte Mbl pekoMeHAyeM ncnonb3oBaTb OC cemerictBa Linux, paboTtatowme B
BUPTyanbHOM OKpyxeHun VMware, Tak kak nogobHble cucteMbl 60nee HaaexXHbl, UX npowe agMUHUCTPUPOBaTb, AenaTtb
pe3epBHble KONuwu, MacwTabuposaTb. PaboTta noa Windows noaaep>XvBaeTcs B 3KCNEPUMEHTaNIbHOM pexume B
03HaKOMUTENbHbIX Lensx.

BaM Heobx04MMO HaCTPOUTb MEXCETEBOM 3KpaH Ha BalleM cepBepe. Kak MUHUMYM, pa3pewnTe goctyn no nopty TCP:80 k
Beb-cepBepy B npunoxeHnem WNAM, a Takxe ssh (TCP:22) ans ynpasnenusi, UDP:1812 n UDP:1813 ans paboTbl C
RADIUS-cepBepom (TONbKO C BalnX, onpeaeneHHblx ceTeit). NMoapobHee cnncok TpebyeMbix MOPTOB NepeyncneH 34ech.

Ona sepcun WNAM 1.6 o653aTeNbHbIMM KOMAOHEHTaMM NPUKAAAHOro NporpaMMHOro obecrneyeHuns SBNAKOTCA:

Java runtime (JRE vnn JDK B Buge Oracle Java nnmn Open]JDK/JRE) Bepcumn 1.8 (He 9, 10 u Tak panee)
MongoDB 4.0 v Bbiwe

Nginx 1.10 u Bblwe

Phantom]S 2.1.1

Ons Bepcun WNAM 1.3 - 1.5 ob6s13aTeNbHbIMM KOMNOHEHTAaMW NPUKAAAHOIO NporpaMMHOro obecrneyeHuns SsBASIIOTCS:

Java runtime (JRE unu JDK B Buae Oracle Java unm Open]JDK/JRE) Bepcuun 1.8 (He 9, 10 u Tak panee)
MongoDB 3.0 u Bbiwe (pekomeHayeTcs 3.6)

Nginx 1.10 v BbllWwe - ecnn Bbl NAaHUPyeTe NUCNOoNb30BaTb NopTan Ha nopTy TCP:80 u/unun TCP:443
Apache Tomcat 8.5 - He TpebyeTcs ana WNAM 1.5

FreeRADIUS 2 unu 3 - He obsasatensHo ans WNAM 1.5

Perl 5.10 u Bblwe - He ob6s3aTtenbHo ans WNAM 1.5

MoMMMO 3TOro Mbl COBETYEM YCTaHOBWUTb Ha CepBepe crieaylolmne HeobssaTebHble NakeTbl:

® Kannel gna otnpaBkn CMC-cooblueHnin Bawemy nposarngepy no npotokony SMPP


http://docs.netams.com/pages/viewpage.action?pageId=5734553

UniFi controller (http://www.ubnt.com/download) - ecnu Bbl 6yaeTte ynpaBnaTe Toukamu goctyna UniFi.
DNS cepsep (ans aboHeHToB Wi-Fi)

DHCP cepsep (ans aboHeHToB Wi-Fi)

Zabbix (ana MOHMTOpPWHra Balwero cepsepa u CeTun)

cflowd (ana cbopa cratuctukum no Tpaduky NetFlow)


http://www.ubnt.com/download
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